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Bay Networks Software License

Note: Thisis Bay Networks basic license document. In the absence of a

=>| software license agreement specifying varying terms, this license —or the
license included with the particular product — shall govern licensee's use of
Bay Networks software.

This Software License shall govern the licensing of all software provided to licensee by Bay Networks (“ Software”).
Bay Networks will provide licensee with Software in machine-readable form and related documentation
(“Documentation”). The Software provided under thislicenseis proprietary to Bay Networks and to third parties from
whom Bay Networks has acquired license rights. Bay Networkswill not grant any Software license whatsoever, either
explicitly or implicitly, except by acceptance of an order for either Software or for a Bay Networks product
(“Equipment”) that is packaged with Software. Each such license is subject to the following restrictions:

1

Upon delivery of the Software, Bay Networks grantsto licensee apersonal, nontransferable, nonexclusive license
to use the Software with the Equipment with which or for which it was originally acquired, including use at any
of licensee's facilities to which the Equipment may be transferred, for the useful life of the Equipment unless
earlier terminated by default or cancellation. Use of the Software shall be limited to such Equipment and to such
facility. Software which islicensed for use on hardware not offered by Bay Networks is not subject to restricted
use on any Equipment, however, unless otherwise specified on the Documentation, each licensed copy of such
Software may only be installed on one hardware item at any time.

Licensee may use the Software with backup Equipment only if the Equipment with which or for which it was
acquired isinoperative.

Licensee may make a single copy of the Software (but not firmware) for safekeeping (archives) or backup
purposes.

Licensee may modify Software (but not firmware), or combine it with other software, subject to the provision
that those portions of the resulting software which incorporate Software are subject to the restrictions of this
license. Licensee shall not make the resulting software available for use by any third party.

Neither title nor ownership to Software passes to licensee.

Licensee shall not provide, or otherwise make available, any Software, in whole or in part, in any form, to any
third party. Third parties do not include consultants, subcontractors, or agents of licensee who have licensee’s
permission to use the Software at licensee's facility, and who have agreed in writing to use the Software only in
accordance with the restrictions of this license.

Third-party owners from whom Bay Networks has acquired license rights to software that is incorporated into
Bay Networks products shall have the right to enforce the provisions of this license against licensee.

Licensee shall not remove or obscure any copyright, patent, trademark, trade secret, or similar intellectual
property or restricted rights notice within or affixed to any Software and shall reproduce and affix such notice on
any backup copy of Software or copies of software resulting from modification or combination performed by
licensee as permitted by thislicense.
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Bay Networks Software License (continued)

9.

10.

11.

12.

Licensee shall not reverse assemble, reverse compile, or in any way reverse engineer the Software. [Note: For
licensees in the European Community, the Software Directive dated 14 May 1991 (as may be amended from time
to time) shall apply for interoperability purposes. Licensee must notify Bay Networks in writing of any such
intended examination of the Software and Bay Networks may provide review and assistance.]

Notwithstanding any foregoing terms to the contrary, if licensee licenses the Bay Networks product “Site
Manager,” licensee may duplicate and install the Site Manager product as specified in the Documentation. This
right is granted solely as necessary for use of Site Manager on hardware installed with licensee's network.

This license will automatically terminate upon improper handling of Software, such as by disclosure, or Bay
Networks may terminate this license by written notice to licensee if licensee fails to comply with any of the
material provisions of thislicense and fails to cure such failure within thirty (30) days after the receipt of written
notice from Bay Networks. Upon termination of this license, licensee shall discontinue al use of the Software
and return the Software and Documentation, including all copies, to Bay Networks.

Licensee's obligations under this license shall survive expiration or termination of thislicense.

Bay Networks, Inc.
4401 Great America Parkway, Santa Clara, CA 95054
8 Federal Street, Billerica, MA 01821



About This Guide

If you are responsible for configuring and managing Bay Networks routers, you
need to read this guide.

This guide describes how to configure and customize your router software for
Internet Protocol (IP) services and for the following I P protocols:

* Routing Information Protocol (RIP)

*  Open Shortest-Path First (OSPF) Protocol

» Border Gateway Protocol, Version 3 (BGP-3)
» Border Gateway Protocol, Version 4 (BGP-4)
» Exterior Gateway Protocol (EGP)

e |P Multicasting Protocols

e NetBIOSover IP

Refer to this guide for

« Anoverview of the IP routing protocol and instructions on editing 1P global
and interface parameters and configuring basic | P services

* Anoverview of RIP, adescription of how Bay Networks RIP routing services
work, and instructions on editing RIP parameters and configuring RIP route
filters

* Anoverview of OSPF, adescription of how Bay Networks OSPF routing
services work, and instructions on editing OSPF parameters and configuring
OSPF route filters

* Anoverview of BGP, BGP-3 and BGP-4, a description of how Bay Networks
BGP routing services work, and instructions on editing BGP parameters

» Anoverview of EGP, adescription of how Bay Networks EGP routing
services work, and instructions on editing EGP parameters
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Configuring IP Services

An overview of 1P multicasting services and instructions on editing
multicasting parameters

An overview of NetBIOS services, adescription of how NetBIOS works over
IR, and instructions for setting NetBIOS over |P parameters

An overview of |P accept and announce policies and a description of 1P policy
parameters

An overview of IPimport and export filters and a description of |P import and
export parameters

For information and instructions about the following topics, see Configuring
Routers.

Initially configuring and saving an I P interface on which RIP, OSPF, BGP,
and/or EGP are enabled

Retrieving a configuration file

Rebooting the router with a configuration file

Software Suites

Routing and Switching software is available in the following suites.

The System Suiteincludes | P routing, 802.1 Transparent Bridge, Source Route
Bridge, Trangdlation Bridge, SNMP Agent, Bay Networks HDL C, PPP, OSPF,
EGP, BGP, and basic DL Sw.

The LAN Suite includes DECnet Phase 4, AppleTalk Phase 2, OSl, VINES,
IPX, and ATM DXI, in addition to the System Suite.

The WAN Suite includesATM DXI1, Frame Relay, LAPB, and X.25, in
addition to the System Suite.

The Corporate Suite includes the System, LAN, and WAN suitesin their
entirety.

The ARE ATM Suite provides RFC 1483 and 1577 compliance, ATM UNI 3.0
signaling, in addition to the LAN Suite.

The ARE VNR Corporate Suite providesATM Forum LAN Emulation, in
addition to the ARE ATM Suite and Corporate Suite.
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About This Guide

Audience

» TheBNX Suiteincludes | P Routing, SNMP Agent, Bay Networks HDLC,
PPP, OSPF, EGP, BGP, File-Based Performance Statistics, Frame Relay
switching, and Frame Relay billing, and selected components from the
Corporate, ARE ATM, and ARE VNR Corporate suites.

Availability of features and functionality described in this guide depends on the
suites you are using.

Thismanual isintended for network administrators who configure I P protocols on
Bay Networks routers.

Bay Networks Customer Support

Bay Networks provides live telephone technical support to our distributors,
resellers, and service-contracted customers from two U.S. and three international
support centers. If you have purchased your Bay Networks product from a
distributor or authorized reseller, contact the technical support staff of that
distributor or reseller for assistance with installation, configuration,
troubleshooting, or integration issues.

Customers also have the option of purchasing direct support from Bay Networks
through a variety of service programs. The programsinclude priority access
telephone support, on-site engineering assistance, software subscription, hardware
replacement, and other programs designed to protect your investment.

To purchase any of these support programs, including PhonePlus™ for 24-hour
telephone technical support, call 1-800-2LANWAN. Outside the U.S. and
Canada, call (408) 764-1000. You can also receive information on support
programs from your local Bay Networks field sales office, or purchase Bay
Networks support directly from your reseller. Bay Networks provides several
methods of receiving support and information on anonpriority basis through the
following automated systems.
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CompuServe

InNfoFACTS

Bay Networks maintains an active forum on CompuServe. All you need to join us
online is acomputer, a modem, and a CompuServe account. We also recommend
using the CompuServe Information Manager software, available from
CompuServe.

The Bay Networks forum contains libraries of technical and product documents
designed to help you manage and troubleshoot your Bay Networks products.
Software agents and patches are available, and the message boards are monitored
by technical staff and can be a source for problem solving and shared experiences.

Customers and resellers holding Bay Networks service contracts can visit the
special libraries to acquire advanced levels of support documentation and
software.

To open an account and receive alocal dial-up number, call CompuServe at
1-800-524-3388 and ask for Representative No. 591.

* Inthe United Kingdom, call Freephone 0800-289378.
* In Germany, call 0130-37-32.

* In Europe (except for the United Kingdom and Germany), call
(44) 272-760681.

* OQOutside the U.S., Canada, and Europe, call (614) 529-1349 and ask for
Representative No. 591, or consult your listings for an office near you.

Once you are online, you can reach our forum by typing the command GO
BAYNETWORKS at any ! prompt.

InfoFACTS isthe Bay Networks free 24-hour fax-on-demand service. This
automated system contains libraries of technical and product documents designed
to help you manage and troubleshoot your Bay Networks products. The system
can return afax copy to the caller or to athird party within minutes of being
accessed.
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About This Guide

World Wide Web

The World Wide Web (WWW) isaglobal information system for file distribution
and online document viewing viathe Internet. You need a direct connection to the
Internet and aWeb Browser (such as Mosaic or Netscape).

Bay Networks maintains aWWW Home Page that you can access at
http://www.baynetworks.com. One of the menu items on the Home Page is the
Customer Support Web Server, which offers technical documents, software
agents, and an E-mail capability for communicating with our technical support
engineers.

How to Get Help

For additional information or advice, contact the Bay Networks Technical
Response Center in your area:

United States 1-800-2LAN-WAN
Valbonne, France (33) 92-966-968
Sydney, Australia (61) 2-903-5800
Tokyo, Japan (81) 3-328-005

Ordering Bay Networks Publications

To purchase additional copies of this document or other Bay Networks
publications, order by part number from Bay Networks Press™ at the following
numbers. You may also request afree catalog of Bay Networks Press product

publications.

Phone: 1-800-845-9523
FAX - U.S./Canada: 1-800-582-8000
FAX - International: 1-916-939-1010
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Conventions

angle brackets (< >)

arrow character ()

brackets ([ )

user entry text

command text

italic text

screen text

elipsis points

guotation marks (* )

vertical line (])

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command. Example: if
command syntax is ping <ip_address>, you enter
ping 192.32.10.12

Separates menu and option names in instructions.
Example: ProtocolsCIAppleTalk identifies the
AppleTak option in the Protocols menu.

Indicate optional elements. You can choose none, one,
or al of the options.

Denotes text that you need to enter. Example: Start up
the Windows environment by entering the following
after the prompt: win

Denotes command names in text. Example: Use the
xmodem command.

Indicates variable values in command syntax
descriptions, new terms, file and directory names, and
book titles.

Indicates data that appears on the screen. Example:
Set Trap Monitor Filters

Horizontal (. . .) and vertical ( : ) ellipsis points
indicate omitted information.

Indicate thetitle of a chapter or section within a book.

Indicates that you enter only one of the parts of the
command. The vertical line separates choices. Do not
type the vertical line when entering the command.

Example: If the command syntax is
show at routes | nets, you enter either

show at routes or show at nets, but not both.
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About This Guide

Acronyms

ANSI
ARP
ATM
BGP
CIDR
CMIP
DVMRP
EGP
FDDI
|EEE
IGMP
IGP

ILI
ISIS
MAC
MOP
oSl
OSPF
PVC
QENET
RIP
SMDS
SNAP
SNMP
SRM
svec
TCPIP
TFTP

American National Standards Institute
Address Resolution Protocol

Asynchronous Transfer Mode

Border Gateway Protocol

Classless Interdomain Routing

Common Management Information Protocol
Distance Vector Multicast Routing Protocol
Exterior Gateway Protocol

Fiber Distributed Data Interface

Ingtitute of Electrical and Electronic Engineers
Internet Group Management Protocol
Interior Gateway Protocol

intelligent link interface

Intermediate System to Intermediate System
media access control

M aintenance Operations Protocol

Open Systems I nterconnection

Open Shortest Path First

permanent virtual circuit

Quad Ethernet Link Module

Routing Information Protocol

Switched Multimegabit Data Services
Subnetwork Access Protocol

Simple Network Management Protocol
system resource modules

switched virtual circuit

Transmission Control Protocol/Internet Protocol
Trivial File Transfer Protocol
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Chapter 1
IP Concepts, Terminology, and Features

The following sections introduce concepts and terminology used in this manual:

IP Router Functions - page 1-1

IP Datagrams - page 1-2

IP Addresses - page 1-3

Autonomous Systems and Routing Protocols - page 1-8
Route Preferences - page 1-11

Route Weights - page 1-12

IP Routing Policies and Filters - page 1-14

IP Traffic Filters - page 1-15

RFC Compliance - page 1-15

IP Router Functions

An IP (Internet Protocol) router performs three basic functions:

Acquires knowledge of other routers and hosts on the network

IP routers use routing protocols — for example, OSPF and BGP — to learn
transmission paths (or routes) to other networks and to hosts residing on
networks directly connected to the router.

Stores network topology information about transmission pathsin routing
tables

Selects the best path, based on the information in its routing tables, for a
particular datagram (a self-contained unit of data) to reach its destination
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IP Datagrams

I P routers process each datagram individually. The datagram header provides
the router with the destination | P address, as well as other routing
information. Routers select a transmission path based on the |P address of the
destination network, not of the destination host.

An |P datagram is the unit of data exchanged between |P modules. In addition to
data, a datagram includes a header with fields that provide the following
information used by IP routers:

Type of Service

Thisfield indicates the quality of service the datagram requires. The | P router
inspects the Type of Service field to obtain information about the datagram’s
precedence and expected delay characteristics.

Timeto Live

Thisfield determinesthe datagram’slifetimein the Internet system. Each time
an IP router processes the datagram header, it decrements the value in the
Timeto Livefield by at least one hop. When the value reaches zero, the IP
router discards the datagram, unlessit is destined for the router itself, thus
preventing undeliverable datagrams from looping endlessly through the
network, consuming Internet resources.

Options

Thisfield may or may not be present in a datagram; therefore, |P datagrams
vary in length. There are three classes of options:

— Security, which specifies security level and distribution restrictions

— Timestamps, which is a 32-bit value measured in milliseconds since
midnight universal time, or any other value if the high-order bitissetto 1

— Specia Routing, which specifies host-discovered pathsto other hosts, or a
specific path for the datagram to take

Header Checksum

Thisfield contains avalue that the | P router calculates each timeit processes a
datagram’s | P header. The algorithm used to cal culate the checksum valueisa
16-bit ones complement addition of the 16-bit words contained only within
the IP header. The IP router discards datagrams received with an incorrect |P
header checksum.
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IP Addresses

An P address consists of 32 bits that have the form network.host. The network
portion is a network number ranging from 8 to 24 bits. The host portion isthe
remaining 8 to 24 bits identifying a specific host on the network. The Internet
Network Information Center (NIC) assigns the network portion of the IP address.
Your network administrator assigns the host portion.

NIC recognizes three primary classes of networks: A, B, and C. In addition, NIC
has recently identified two other classes: Class D for networks that support
multicasting, which alows an | P datagram to be transmitted to a single multicast
group consisting of hosts spread across separate physical networks; and Class E
for experimental networks. The IP router does not fully support Class D or Class
E networks.

Based on the size of the network, the NIC classifies a network as ClassA, B, or C
(the most common). The network class determines the number of bits assigned to
the network and host portions of the IP address, as follows:

Network Size Class Network Portion Host Portion
More than 65,534 hosts | A 8 bits 24 bits

254 to 65,533 hosts B 16 bits 16 bits
Fewer than 254 hosts C 24 bits 8 bits

The position of the first bit set to 0 (whether it isthe first, second, third, or fourth
bit) in thefirst octet of an IP address indicates the network class (A, B, C, or D). If
no bitissetto O, it is a Class E network.

Figure 1-1 shows the placement of thefirst bit set to O for ClassA, B, and C
networks. The figure also shows how a network’s class affects the network and
host portions of the IP address.
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Class A m 16| 24| 31|
Class C ﬂﬂﬁ
o TN 17 moor s s
coss TIINNY #8101 w0001 w00 1

Figure 1-1. Network and Host Portions of IP Addresses

You specify |P addresses in dotted decimal notation. To express an IP addressin
dotted decimal notation, you convert each 8-hit octet of the IP addressto a
decimal number and separate the numbers by decimal points.

For example, you specify the 32-bit IP address 10000000 00100000 00001010
10100111 in dotted decimal notation as 128.32.10.167. The most significant 2 bits
(20) in thefirst octet indicate that the network is Class B; therefore, the first 16
bits compose the NI C-assigned network portion field. The third octet (00001010)
and fourth octet (10100111) compose the host field.

Subnet Addressing

The concept of subnetworks (or subnets) extends the |P addressing scheme.
Subnets are two or more physical networks that share a common network-
identification field (the NIC-assigned network portion of the 32-bit IP address).
Subnets allow an IP router to hide the complexity of multiple LANs from the rest
of the internet.
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With subnets, you partition the host portion of an | P addressinto a subnet number
and a“real” host number on that subnet. The IP address is then defined by

networ k.subnet.host. Routers outside the network do not interpret the subnet and
host portions of the IP address separately.

Routers inside a network containing subnets use a 32-bit subnet mask that
identifies the extension bits. In network.subnet.host, the subnet.host portion (or
the local portion) contains an arbitrary number of bits. The network administrator
alocates bits within the local portion to subnet and host, and then assigns values
to subnet and host.

For example, the following is the IP address of a network that contains subnets:
10000000 00100000 00001010 10100111. You specify this address in dotted
decimal notation as 128.32.10.167.

The second bit of thefirst octet is set to O, indicating that the network isa Class B
network. Therefore, the NIC-assigned network portion contains 16 bits, and the
locally assigned local portion contains 16 hits.

The network administrator allocates the 16 bitsin the local portion field as
follows:

» Allocates the upper 8 bits (00001010) with avalue of 10 to the subnet portion
* Allocates the lower 8 bits (10100111) with a value of 167 to the host portion

In other words, the 16-bit local portion field, together with the 16-bit network
field, specify host 167 on Subnet 10 of network 128.32.

You now need a subnet mask to identify those bits in the 32-bit | P address that
specify the network field and those bits that specify the subnet field. Like the IP
address, you specify the subnet mask in dotted decimal notation.

You construct a subnet mask as follows:

» Assign avalue of 1 to each of the 8, 16, or 24 bitsin the network field.
* Assignavaueof 1 to each bit in the subnet field.

e Assign avalue of 0to each bit in the host field.

e Convert the resulting 32-hit string to dotted decimal notation.
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For example, to construct a subnet mask for the |P address described earlier
(10000000 00100000 00001010 10100111), do the following:

1. Assignavalue of 1 to each bit in the network field.

The position of the first bit set to 0 in the first octet of the |P address indicates
that the network is Class B; therefore, the network field contains 16 bits:
11111121 11121121,

2. Assign avaue of 1 to each bit in the subnet field.

The network administrator allocated the upper 8 bits of the local portion to the
subnet portion, asfollows: 11111111.

3. Assign avalue of 0to each bit in the host field.

The network administrator allocated the lower 8 bits of the local portion field
to the host identification, as follows: 00000000.

4. Convert theresulting 32-bit string (1111111111111111 11111111 00000000)
to dotted decimal notation, as follows; 255.255.255.000.

Table 1-1 shows the range of possible subnet masks for Class B and Class C
addresses, along with the number of bits that the mask allocates for a subnet
address, the number of recommended subnets associated with the mask, and the
number of hosts per subnet.

Table 1-1. Subnet Masks for Class B and Class C Addresses

. Number of Number of Hosts
Number of Bits Subnet Mask Subnets per Subnet
(Recommended)
Class B
2 255.255.192.0 2 16,382
3 255.255.224.0 6 8,190
4 255.255.240.0 14 4,094
5 255.255.248.0 30 2,046
6 255.255.252.0 62 1,022
7 255.255.254.0 126 510
8 255.255.255.0 254 254
9 255.255.255.128 510 126
(continued)
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Table 1-1. Subnet Masks for Class B and Class C Addresses (continued)
Number of Bits Subnet Mask gﬂg]nbe?; ! ggrmsbuet:noeftHosts
(Recommended)

10 255.255.255.192 1,022 62
11 255.255.255.224 2,046 30
12 255.255.255.240 4,094 14
13 255.255.255.248 8,190 6
14 255.255.255.252 16,382 2
Class C

2 255.255.255.192 2 62
3 255.255.255.224 6 30
4 255.255.255.240 14 14
5 255.255.255.248 30 6
6 255.255.255.252 62 2

Supernet Addressing and Classless Interdomain Routing (CIDR)

A supernet is agroup of networks identified by contiguous network addresses. 1P
service providers can assign customers blocks of contiguous addresses to define
supernets as needed.

Each supernet has a unique supernet address that consists of the upper bits shared
by all of the addresses in the contiguous block. For example, consider the
following block of contiguous 32-bit addresses (192.32.0.0 through 192.32.7.0 in
decimal notation).

11000000 00100000 00000000 00000000
11000000 00100000 00000001 00000000
11000000 00100000 00000010 00000000
11000000 00100000 00000011 00000000
11000000 00100000 00000100 00000000

11000000 00100000 00000101 00000000
11000000 00100000 00000110 00000000
11000000 00100000 00000111 00000000
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The supernet address for this block is 11000000 00100000 00000, the 21 upper
bits shared by the 32-bit addresses.

A complete supernet address consists of an address/mask pair:

» addressisthefirst 32-bit | P address in the contiguous block. In this example,
the address is 11000000 00100000 00000000 00000000 (192.32.0.0in
decimal notation).

» maskisa32-bit string containing a set bit for each bit position in the supernet
part of the address. The mask for the supernet addressin thisexampleis
11111721 11711111 111211000 00000000 (255.255.248.0 in dotted decimal
notation).

The complete supernet address in this example is 192.32.0.0/255.255.248.0.

Classless interdomain routing (CIDR) is an addressing scheme that employs
supernet addresses to represent multiple | P destinations. Rather than advertise a
separate route for each destination in a supernet, arouter can use a supernet
address to advertise asingle route — called an aggregate route — that represents
al of the destinations. This reduces the size of the routing tables used to store
advertised IP routes.

BGP-4 supports classless interdomain routing. OSPF supports classless routing
within adomain.

Autonomous Systems and Routing Protocols

LANs and WANSs interconnected by I P routers form a group of networks called an
internet. For administrative purposes, an internet is divided into autonomous
systems. An autonomous system (AS) is simply a collection of routers (called
gatewaysin I P terminology) and hosts. Figure 1-2 depicts a sample internet
segmented into three autonomous systems.

Routers inside an autonomous system use an interior gateway protocol to
communicate network topology changes to each other. Routers in separate
autonomous systems use an exterior gateway protocol to communicate. The IP
router implements two dynamic interior protocols: RIP and OSPF. The | P router
implements two exterior protocols. BGP and EGP.
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2
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Figure 1-2. Internet Segmented into Three Autonomous Systems

Routing Information Protocol (RIP)

The Routing Information Protocol (RIP) isadistance-vector protocol that enables
routersin the same autonomous system to exchange routing information by means
of periodic RIP updates. Routers transmit their own RIP updates to neighboring
networks and listen for RIP updates from the routers on those neighboring
networks. Routers use the information in the RIP updates to keep their internal
routing tables current. For RIP, the “best” path to a destination is the shortest path
(the path with the fewest hops). RIP computes distance as a metric, usually the
number of hops (or routers) from the origin network to the target network.

For RIP configuration information, see Chapter 3.
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Open Shortest Path First (OSPF) Protocol

The Open Shortest Path First (OSPF) protocol is an IGP intended for usein large
networks. Using alink state algorithm, OSPF exchanges routing information
between routers in an autonomous system. Routers synchronize their topological
databases. Once the routers are synchronized and the routing tables are built, the
routers will flood topology information only in response to some topol ogical
change. For OSPF, the “best” path to adestination is the path that offers the least
cost metric delay. In OSPF, cost metrics are configurable, allowing you to specify
preferred paths.

OSPF supports CIDR and can carry supernet advertisements within arouting
domain.

For amore detailed overview and OSPF configuration information, see Chapter 4.

Border Gateway Protocol (BGP)

The Border Gateway Protocol (BGP) is an exterior gateway protocol used to
exchange network reachability information with other BGP systems. BGP routers
form relationships with other BGP routers. Using an entity called a BGP speaker,
BGP routers transmit and receive current routing information over areliable
transport layer connection. Because a reliable transport mechanism is used,
periodic updates are not necessary.

BGP updates contain “ path attributes’ that describe the route to a set of
destination networks. When multiple paths are available, BGP compares these
path attributes to choose the preferred path.

BGP-3 and BGP-4 are supported. BGP-4 is the border gateway protocol that
supports CIDR.

For amore detailed overview and BGP configuration information, see Chapter 5.
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Exterior Gateway Protocol (EGP)

The Exterior Gateway Protocol (EGP-2) is an exterior gateway protocol used to
exchange network reachability information between routersin different
autonomous systems. An IGP, such as RIP or OSPF, is used within an AS to
facilitate the communication of routing information with the autonomous system.
The routers that serve as the end points of a connection between two autonomous
systems run an exterior gateway protocol, such as EGP-2.

Routers establish EGP neighbor relationships in order to periodically exchange
reliable network reachability information. The router uses thisinformation to
maintain alist of gateways, the networks the gateways can reach, and the
corresponding distances.

For amore detailed overview and EGP configuration information, see Chapter 6.

Static Routes

You can manually configure aroute to another network and enter the route in the
IP routing table. Such arouteis called a static route.

For information about static routes and instructions on including a static route in
the routing table, see Chapter 2.

Route Preferences

The IP router maintains an internal routing table. When determining how to
forward adatagram, the | P router consults the table to determine the specific route
a datagram should take. A routing table can contain direct routes for the P
router’'s network interfaces, static routes, and the routes learned from RIP, OSPF,
BGP, and/or EGP, if enabled (information about adjacent hostsis maintained in a
Separate table).

It ispossible for arouting table to contain multiple routes to the same destination.
In such asituation, 1P uses (among other information) a preference value to
determine which route to select. Preference values range from 1 to 16 (the higher
the number, the greater the preference).

By default, RIP, BGP, EGP, and OSPF external routes have a preference value of
1. Static routes, direct routes, and OSPF intra-area and interarea routes have a
default preference of 16.
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You can configure a preference value in the range of 1 to 16 for RIP, BGP, EGP,
OSFP external, and static routes. The preference of direct routes and OSPF intra-
area and interarea routes cannot be user-configured.

To assign agreater or lesser preference to a static route, you supply avalue when
you define the route. For instructions, see the static route Preference parameter on
page 2-67.

To assign a preference to aroute learned by RIP, OSPF, BGP, and EGP, you
configure an accept policy for the route. If an incoming route matches the policy,
IP assigns the preference value you specify to the route and considers the route for
possible inclusion in the routing table.

For instructions, see the Route Preference parameter on page 9-9.

Route Weights

Route-weight calculation is an internal tool that 1P uses to facilitate selection of
the best route among alternative routes to the same destination. Route-selection
criteria are encoded into the route weight in away that allows | P to compare
routes simply by comparing their weight values, regardless of route sources.

Appendix B contains a worksheet that you can you use to calculate route weights
in your configuration.

Route-weight cal culation increases the efficiency of the route-selection process
and at the same time reduces the size of the routing database, since al route
selection parameters for each route are encoded in a single integer — the weight
value — rather than stored in separate variables.
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Using selection criteria encoded in the route weight, 1P chooses routes in the
following order:

» Theroute with the highest preference value (see “ Route Preferences’ on
page 1-11)
» A direct or OSPF intra-arearoute with the lowest metric

Note: Beginning with Version 8.00, a direct route (interface) that is part of an
OSPF area is not automatically chosen over an OSPF intra-area route. As a
result, it is possible to configure a slow direct link (for example, a backup
dialup line) with a high metric value (wflplnterfaceCost) and route packets to
a fast link on another router in the same OSPF area. Direct routes that are not
included in an OSPF area are assumed to have a metric of 0 and are always
chosen over other routes.

» A direct route with the lowest metric

*  An OSPF intra-area route with the lowest metric

* An OSPF interarea route with the lowest metric

*  An OSPF Type 1 externa route with the lowest metric

» A BGProute with the highest LOCAL_PREF value

* A RIProute with the lowest metric

* An EGP route with the lowest metric

» A dtatic route with the lowest metric

* An OSPF Type 2 externa route with a pre-Version-8.00-style metric

Note: If OSPF is configured to propagate external routes using the route
weight as the Type 2 metric, routes that are received as OSPF ASE Type 2
routes are evaluated according to their respective origins (for example, RIP or
BGP).
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IP Routing Policies and Filters

The IP router allows you to control the flow of routing datato and from the
routing tables. This control is provided by two mechanisms:

* |IP accept and announce policies
* Import and export filters

Note: Accept and announce policies provide a superset of the parameters
provided by import and export filters. WWe currently support both IP policies
and IP route filters. However, network administrators using import and export
filtersfor routing table management should migrate as quickly as possible to
IP palicies. In a future release, support for import and export filters will be
discontinued.

IP accept policies (and the subset of parameters provided by import filters) govern
the addition of new RIP-, OSPF-, BGP-, or EGP-derived routes to the routing
tables. When RIP, OSPF, BGP, or EGP receives a new routing update, it consults
its accept policies to validate the information before entering the update into the
routing tables. Accept policies contain search information (to match fields in
incoming routing updates) and action information (to specify the action to take
with matching routes).

IP announce policies (and the subset of parameters provided by export filters)
govern the propagation of RIP, OSPF, BGP, or EGP routing information. When
preparing arouting advertisement, RIP, OSPF, BGP, or EGP consultsits announce
policies to determine whether the routes to specific networks are to be advertised
and how they are to be propagated. Announce policies contain network numbers
(to associate apolicy with a specific network) and action information (to specify a
route propagation procedure).

IP accept and announce policies and policy parameters are described in Chapter 9.

IP import and export filters and filter parameters are described in Chapter 10.
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IP Traffic Filters

A traffic filter enables the router to selectively relay or drop an inbound packet,
frame, or datagram based on standard protocol fields or user-defined fields. Traffic
filters apply to incoming traffic only.

For information on I P traffic filters, see Configuring Traffic Filters and Protocol
Prioritization.

RFC Compliance

Table 1-2 lists the Internet Requests for Comments (RFCs) with which the IP
router complies. This manual assumes you are familiar with these RFCs.

Table 1-2. IP Router RFC Support

RFC Specifies

768 User Datagram Protocol (UDP)

783 Trivial File Transfer Protocol (TFTP)

791 Internet Protocol (IP)

792 Internet Control Message Protocol (ICMP)

826 Address Resolution Protocol (ARP)

950 Internet subnetting procedures

1009 Internet gateways

1058 Routing Information Protocol (RIP)

1063 Maximum Transmission Unit (MTU) discovery option
1583 Open Shortest Path First (OSPF) Protocol Version 2
1157 Simple Network Management Protocol (SNMP)
1188 IP over FDDI networks

1042 IP over IEEE 802.x networks

1027 Proxy ARP

1112 Host Extensions for IP Multicasting

1256 ICMP Router Discovery Messages

1267 BGP-3

1403 BGP OSPF Interaction

1654 BGP-4

1-15






Chapter 2
Configuring IP Routers and Interfaces

This chapter consists of the following sections:

Configuring IP Interfaces - page 2-2

Configuring IP on a Router Slot - page 2-6

Specifying a Broadcast Address - page 2-7

Configuring a MAC Address for an Adjacent Host - page 2-8
Selecting an Address Resolution Protocol - page 2-8
Enabling Source Routing over Token Ring Networks - page 2-12
Configuring the Trivia File Transfer Protocol - page 2-14
Defining a Circuitless | P Interface - page 2-15

Configuring the Revised IP Security Option - page 2-16
Defining a Static Route - page 2-22

Defining a Black Hole for a Supernet - page 2-22
Configuring Router Discovery - page 2-23

Specifying the Size of IP Forwarding Tables - page 2-23
Connecting the Router to a Blacker Front End - page 2-24
Configuring Host-Only Mode - page 2-30

IP over ATM - page 2-29

Editing IP Parameters - page 2-31
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Configuring IP Interfaces

An IP network interface consists of aphysical circuit configured with the
appropriate datalink and I P protocols. Each interface connects the router to one or
more | P networks.

For example, therouter in Figure 2-1 is configured with three I P interfaces. One of
these interfaces is a point-to-point interface that connects the router to asingle
long-haul medium terminated by a host or another router. The other two interfaces
are LAN interfaces that connect the router to an Ethernet or FDDI local area
medium.

An P interface can provide access to multiple networks. For example, in Figure
2-1, LAN interface 1 provides a connection to both LAN B and LAN C.

Point-to-Point Interface

L I =| LAN Interface 1

Router

LAN Interface 2

Host Host
A B
: = 1t = 1

Figure 2-1. IP Interface
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As part of the router configuration process, the network administrator associates a
network with an interface by assigning the network’s unique | P address to the
circuit on which the interface is configured.

For instructions on using Site Manager to configure an IP interface, see “Configuring a
Circuit and Adding an IP Interface” on page 2-32 and “Editing IP Interface Parameters” on
page 2-35.

Multinet Interfaces

The multinet capability allowsyou to assign multiple | P network/subnet addresses
to asingle circuit; each |P address represents a separate network interface on the
circuit.

Multinet iscommonly used in | P networks containing hosts that do not understand
subnetting. For example, in Figure 2-2, Hosts A, B, and C are connected by a
router. Because the hosts do not understand subnetting, A, B, and C operate as if
they are al on the same network. While A and C are on the same network, B is
not. To facilitate connectivity between the three hosts, the router is configured
with interfaces that connect three distinct subnets, as defined by the mask
255.255.255.0. In Figure 2-2, A and C are on amultinet interface.

= ——|
Router
e2l e22
140.250.150.0 140.250.200.0

140.250.250.0

(1
Host Host
A C
140.250.150.2 140.250.200.56 140.250.250.3

Figure 2-2. Multinet Configuration
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Adding an Unnumbered IP Interface to a Point-to-Point Circuit

IP allows you to configure an interface on a point-to-point connection without
using an | P address. Such an interfaceis called an unnumbered interface. Point-to-
point connections using unnumbered interfaces can be configured to advertise RIP
(see Note), OSPF, IBGP, DVMRP, and static routes.

For instructions on using Site Manager to add an unnumbered IP interface to a circuit,

see “Configuring a Circuit and Adding an IP Interface” on page 2-32.

The ability to establish a point-to-point link using an unnumbered IP interface
helps alleviate two of the major problems caused by the continued rapid growth of
the Internet: exhaustion of Class B network addresses and exhaustion of the 32-bit
| P address space.

The network administrator associates each unnumbered interface with the IP
address of any numbered interface on the router, including the circuitless
interface. The router can support multiple unnumbered interfaces. Multiple
unnumbered interfaces can be associated with the same |P address.

Since al traffic over an unnumbered interface uses broadcast addressing at the
link layer, neither an adjacent host specification or address resolution is required.

Note: The associated address assigned to the unnumbered interface
determines whether or not RIP configured to send updatesin V1 mode will
advertise a subnetwork over the unnumbered interface. The associated address
also determines which mask is applied to RIP V1 updates received on that
interface. For unnumbered links using RIP V1, the defined associated
addresses at each end of the link must belong to the same network and have
the same mask for routes to be exchanged correctly.

If a subnetwork on the router has the same mask as the associated address,
RIP V1 will advertise that subnet over the unnumbered interface. If the mask
on the subnetwork is different from the mask of the associated address, RIP V1
advertises only the natural network of the subnet.

We recommend that you select RIP2 mode for unnumbered interfaces. With
RIP2, RIP updates contain both the route and mask information.
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Note: BGP peers, NetBIOS, and BOOTP cannot be configured directly on an
=*| unnumbered interface.

For information on using Ste Manager to configure a BGP peer-to-peer
session on router s connected through unnumbered interfaces, see

“ Configuring BGP Peers over an Unnumbered Point-to-Point Link” on page
5-5.

To route NetBIOS packets over an unnumbered interface, you must configure a
static entry to the Name Server. For compl ete information, see “ Forwarding
Name Query Packets over an Unnumbered IP Interface” on page 8-3.

To run BOOTP over unnumbered interfaces, you must select a preferred
BOOTP server. For instructions, see Configuring SNMP, BOOTP, DHCP, and
RARP Services.

- | Note: Unnumbered interfaces cannot be pinged directly. For thisreason, such
interfaces can add to the difficulty of diagnosing router problems.

Storing Unnumbered Routes in the Routing Table

As it does with routes |learned over numbered interfaces, | P stores each route
learned over an unnumbered interface in the routing table.

The routing-table entry for aroute learned over an unnumbered interface contains
the following values:

Next-hop address 0
Next-hop mask equals 0
Next-hop interface Circuit number of the unnumbered interface
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Using the Alternate Associated Address Option

The aternate associated address option ensures that a network on an unnumbered
interface remains reachable. In the event that an associated address becomes
invalid, IP switches to a usable address (if oneis available).

Note: In the event that an unnumbered associated address becomes
unreachable, some functionality may be lost for certain protocols over the
unnumbered interface.

Note: In some configurations, changing the associated address can affect the
way routes are advertised. In a RIP configuration, for example, if you change
the associated address for an unnumbered interface configured with RIP, you
may change the way RIP advertises subnets.

For instructions on using Site Manager to select the alternate unnumbered associated
address option, see the UnNumbered Assoc Alternate parameter on page 2-49.

Configuring IP on a Router Slot

IPrunson al slotsthat contain IP interfaces.When you add an IP interfaceto a
circuit, Site Manager enables IP on the dot.

By default, 1P runs with certain characteristics and services enabled. You can
accept these default characteristics or use the IP Global Parameters window (see
Figure 2-12) to customize |P — to enable and disable | P on the router, specify
whether the router forwards I P traffic to other routers, and supply aging, time-to-
live, and other values. IP global parameters also allow you to help IP software
preallocate system resources by providing the router with an estimate of the
number of networks and hosts the router will be required to support.

When you set parameters on the |P Global Parameters window, you are affecting
the way | P operates on all slotswhere it is configured.

For instructions on using Site Manager to configure and customize IP services on the
router, see “Configuring a Circuit and Adding an IP Interface” on page 2-32.
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Specifying a Broadcast Address

Broadcasting occurs when the I P router transmits a single packet to every host on
an attached network. To do S0, it uses a broadcast address that refersto al hosts on
the network. A broadcast addressis simply an IP address that contains all 1sor all
Osin the host portion.

For example, if you have an |P network with IP address 10.3.45.12, you can
configure a broadcast address for that network, as follows:

» Becausethe addressisfor aClassA network (the network portion is 1 byte),
the host portion contains 3 bytes.

»  Because the host portion of abroadcast address consists of al 1sor al Os, the
broadcast address for that network can be one of the following:
10.255.255.255, 10.0.0.0, 255.255.255.255, or 0.0.0.0.

Some networks do not support broadcasts; thus, configuring an | P broadcast
address does not guarantee efficient broadcast delivery.

For instructions on using Site Manager to configure a broadcast address on an IP
interface, see the Broadcast Address parameter on page 2-38.

Subnet Broadcast Addresses

The way you configure a broadcast address for a subnet is different from the way
you configure a broadcast address for a network. Because you extend the network
portion of the | P address when you create subnets, you automatically take away
from the host portion of the | P address. To configure a subnet broadcast, you take
the subnet mask for that subnet and invert it. For example, if the IP address of the
subnet is 10.4.2.3, and the mask is 255.255.0.0, then the subnet broadcast address
is either 10.4.255.255 or 10.4.0.0.

IP permits an all-zero subnet address but discourages its use for the following
reason. If an all-zero subnet address and an all-zero broadcast address are both
valid, the router cannot distinguish an all-subnets broadcast from a directed
broadcast for the zero subnet.

For information on using Site Manager to allow the use of an all-zero subnet address, see
the Zero Subnet Enable parameter on page 2-59.
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Configuring a MAC Address for an Adjacent Host

An adjacent host is adevice on alocally attached network. This device may or
may not be arouter. You must configure amedia access control (MAC) addressfor
each adjacent host that does not implement the Address Resol ution Protocol
(ARP).

Also, if aloca network does implement ARP, you may want to configureaMAC
address for an adjacent host to pre-empt the ARP process.

For instructions on using Site Manager to configure a connection to an adjacent host, see
“Configuring a Path to an Adjacent Host” on page 2-68.

Selecting an Address Resolution Protocol

The IP router needs both a physical address and an | P address to transmit a
datagram. In situations where the router knows only the network host’s | P address,
the Address Resol ution Protocol (ARP) enables the router to determine a network
host’s physical address by binding a 32-bit | P address to a 48-bit MAC address. A
router can use ARP across a single network only, and the network hardware must
support physical broadcasts.

——= Router 140.250.200.1
—_— 00 00 A2 00 00 01
140.250.200.0
O {1 I M N
Host Host Host
A B c

140.250.200.2 140.250.200.3 140.250.200.4
00 00 A2 00 10 20 00 00A2001030 00 00 A2 00 10 40

Figure 2-3. ARP Example
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For example, in Figure 2-3, the router and Host C are on the same physical
network. Both devices have an assigned | P address (the router’s is 140.250.200.1
and Host C'sis 140.250.200.4) and both devices have an assigned physical
address (the router’'sis 00 00 A2 00 00 01 and Host C'sis 00 00 A2 00 10 40).

In Figure 2-3, the router wants to send a packet to Host C but knows only Host C's
IP address. The router uses ARP to determine Host C’s physical address, as
follows:

1. Therouter broadcasts a specia packet, called an ARP request, that asks IP
address 140.250.200.4 to respond with its physical address.

2. All network hosts receive the broadcast request.
3. Only Host C responds with its hardware address.

The router maps Host C's IP address (140.250.200.4) to its physical address
(00 00 A2 00 10 40) and savesthe resultsin an address-resolution cache for future
use.

Note: It is possible for the router to send out ARP requests even if ARP, which
isa dynamically loaded module, is not currently loaded on the router. It isthe
responsibility of the network administrator to ensure that ARP isloaded
correctly on a slot. To do thisthrough Ste Manager, select Events

Manager [JOptions/JFilters; then select LOADER and Debug, and do a
File[JGet Current Log File. Verify that ARP isloaded on a slot by locating the
following message in the log:

#xx:01/01/95 10: 10: 55. 00 DEBUG SLOT x LOADER CODE: 33
Loader service conpleted for ARP. EXE OXXXXXXXXX

Site Manager allows you to select an address-resolution protocol for an IP interface. For
instructions, see the Address Resolution parameter on page 2-40. Site Manager also
allows you to select an ARP type for an interface configured for a Token Ring network. For
instructions, see the TR Endstation ARP Type parameter on page 2-51.
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Proxy ARP

In addition to ARP, IP routers support the following address-resol ution schemes:

* Proxy ARP
* InverseARP
* HPProbe

+ DDN and PDN

Thefollowing sections briefly describe the address-resolution schemes that can be
configured on an IP interface.

On interfaces configured for a Token Ring network, the router can send ARP
reguests as spanning tree explorer (STE) packets or all route explorer (ARE)
packets. For information, see “Enabling Source Routing over Token Ring
Networks’ on page 2-12.

Proxy ARP allows arouter to answer alocal ARP request for aremote destination.
For example, in Figure 2-4, Hosts B and C are located on the same network but on
separate subnetworks. Hosts B and C do not understand subnetworking. The
router connecting the two physical networks knows which host resides on which
network. The address mask is 255.255.255.000. In this example, one subnet isa
remote network with respect to the other subnet.

Host B wants to talk to Host C, so Host B broadcasts an ARP request, which asks
I P address 140.250.250.2 to respond with its physical address. The router captures
Host B’sARP regquest and responds with its hardware address 00 00 A2 00 00 01
and Host C's | P address 140.250.250.2. Host B maps Host C's | P address
140.250.250.2 to the router’s hardware address 00 00 A2 00 00 01.

With Proxy ARP enabled, the router will respond with an ARP reply if thereisa
valid route (that is, if the router is able to forward traffic) to the destination in the
routing table. This route may be a subnet route or adefault route. For the router to
respond for subnets that are reachable via the default route, you must configure IP
to use a default route for unknown subnets. For instructions, see the Enable
Default Route for Subnets parameter on page 2-60.
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There are devices that use Proxy ARP to determine a gateway rather than relying
on a statically defined default gateway. These devices will use ARP for all remote
destinations. To enable the router to reply to ARP for remote destinations on other
networks, you must enable the I P Interface Proxy ARP parameter and set the IP
Global Nonlocal ARP Destination parameter to Accept. For instructions, see the
Nonlocal ARP Destination parameter on page 2-56.

[ ==

140.250.200.1 % Router 140.250.250.1
00 00 A2 00 00 01 00 00 A2 00 00 02

140.250.200.0 140.250.250.0

: ———
F [EE

140.250.200.2 140.250.200.3 140.250.250.2 140.250.250.3

0
Host
A

I

0000 A2 001030 0000A200106

Figure 2-4. Proxy ARP Example

Inverse ARP

HP Probe

Inverse ARP enables address resolution for Frame Relay interfaces. It isused to
discover the | P address of the station at the remote end of the virtua circuit.

HP Probe, a Hewlett-Packard proprietary protocol, is an address-resolution
mechanism that functions much like ARP to determine a network host’s physical
address when all it knows is the network host’s I P address, by binding a 32-bit IP
address to a 48-bit MAC address.
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We support HP Probe over Ethernet and the following HP Probe messages:
* Unsolicited Reply (incoming and outgoing)

»  Name Request (incoming)

* Name Reply (outgoing)

* Virtual Address Reply (incoming and outgoing)

* Virtual Address Request (incoming and outgoing)

* Proxy Request (incoming and outgoing)

*  Proxy Reply (incoming and outgoing)

Note: If bridging is configured and enabled on the interface (in addition to
IP), the Name Request/Reply and the Proxy Request/Reply messages are
bridged.

We support the concurrent operation of HP Probe and ARP.

X.25 DDN and X.25 PDN Address Resolution

For network interfaces that support the X.25 DDN service, we provide a DDN
X.25 address-resolution algorithm.

For network interfaces that support the X.25 PDN service, we provide an RFC
877-compliant address-resol ution mechanism.

Enabling Source Routing over Token Ring Networks

The IP router can route over Token Ring (TR) networks that contain one or more
source-routing bridges.

In a source-routing network, every endstation that sends out a frame supplies the
frame with the necessary route descriptors so that it can be source routed across
the network. Thus, in order for IP routers to route packets across a source-routing
network, they must act like endstations, supplying route descriptors for each
packet before they send it out onto the network.
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With endnode support enabled, whenever an I P router receives a packet and
determines that the packet’s next hop is located across a source-routing network,
the router

* Addsthe necessary Routing Information Field (RIF) information to the
packet’s MAC header

»  Sends the packet out onto the network where it is source routed toward the
next hop

Upon receiving the packet from the Token Ring network, the peer router strips off
the RIF and continues to route the packet toward the destination network address
(Figure 2-5).

End Station 1

| B = L =
Token

Token Token
Router 1 Ring Ring Ring Router 2
U Bridge A U Bridge B

End Station 2

i

[TITTHTT

| WF2 WF1 | SNAP | P | DATA | Packet sent from End Station 1

Source Route RIF

| WF2 WF1 |0830 001A002B 0030 | SNAP| P | DATA Packet sent from Router 1

| WF2 WF1 |SNAP| P | DATA | Packet sent from Router 2

Figure 2-5. IP Routers Source Routing across a Token Ring Network
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The router can send ARP packets over an interface configured for a Token Ring
network. Bay Networks supports both spanning tree explorer (STE) and all route
explorer (ARE) ARP packets.

Site Manager allows you to configure source-route endnode support on a per-circuit
basis. For instructions, see the TR Endstation parameter on page 2-43. Site Manager
also allows you to select STE or ARE ARP packets. For instructions, see the TR
Endstation ARP Type parameter on page 2-51.

Configuring the Trivial File Transfer Protocol

The Trivia File Transfer Protocol (TFTP) isaTCP/IP standard protocol for
transferring files with minimum capability and minimal overhead. TFTPis
implemented on top of the unreliable connectionless datagram delivery service
and is used to move files between network devices.

TFTP was designed to be small and easy to implement. Because it issmall, itis
more restrictive, lacking most of the features of the File Transfer Protocol (FTP).
TFTP provides inexpensive, unsophisticated file-transfer service only. It cannot
list directories and provides no authentication.

TFTP runs on top of the User Datagram Protocol (UDP) and uses timeout and
retransmission to ensure that data arrives. Each file transfer begins with a request
to read or write to afile; this request also serves to ask for a connection. If the
server grants the request, the connection is opened and the fileis sent in fixed-
length blocks (data packets) of 512 bytes. Each data packet contains one block of
data and must be acknowledged by an acknowledgment packet before the next
packet is sent. A data packet of less than 512 bytes terminates the transfer.

If a packet getslost in the network, the intended recipient will time out and may
retransmit its last packet (which can be data or an acknowledgment), causing the
sender of the lost packet to retransmit the packet. Because the lock-step
acknowledgment guarantees that all older packets have been received, the sender
keeps one packet only on hand for transmission.

Both devicesinvolved in a TFTP transfer are senders and receivers. One device
sends data and receives acknowledgments; the other device sends
acknowledgments and receives data.
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The IP router includes a client and server implementation of TFTP, enabling the
router to transmit and receive files across an Internet.

For instructions on using Site Manager to specify the operating characteristics of TFTP on
a router, see “Editing TFTP Parameters” on page 2-73.

Defining a Circuitless IP Interface

A circuitless IP interface has an | P address that is not mapped to the address of a
specific circuit. If one or more of the router’s | P interfaces become disabled, this

circuitless feature ensures that the router is always reachable using the circuitless
IPinterface address, aslong as a viable path to the router exists. The IP router can
support one circuitless I P interface.

IPtraffic is delivered to and transmitted from the circuitless interface in the same
way as any other IP interface. In addition, the circuitless I P interface can receive
packets from any application.

When you configure acircuitless | P interface, note the following:

* You can configure one circuitless | P interface per router. Additional circuitless
IP interfaces will not initiaize.

* You can add IP routing protocolsto the circuitless interface. (The current
version of Site Manager allows you to add BGP and OSPF to acircuitless
interface.)

* Youmust assign aunique | P address and subnetwork number to the circuitless
IP interface.

* You cannot configure a circuitless IP interface in nonforwarding mode.

For instructions on using Site Manager to define a circuitless interface and add BGP and
OSPF to the interface, see “Configuring a Circuitless IP Interface” on page 2-62.

Site Manager allows you to specify the slots on which support for the circuitless interface
is enabled. For instructions, see the Slot Mask parameter on page 2-47.
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Configuring the Revised IP Security Option

IP routers support the Department of Defense (DoD) Revised | P Security Option
(RIPSO), as defined in RFC 1108 on a per-interface basis. While RIPSO RFC
1108 specifies both “basic” and “extended” security options, our implementation
supports only the basic option.

RIPSO isafeature that allows end systems and intermediate systems (routers) to
add labels to or process security labelsin 1P datagrams that they transmit or
receive on an | P network. The labels specify security classifications (for example,
Top Secret, Secret, Confidential, and Unclassified, in descending order), which
can be used to limit the devices that can access these labeled | P datagrams.

Asalabeled | P datagram traverses an | P network, only those systemsthat have the
proper clearance (that is, whose security classification range covers the
classification specified by the datagram) should accept and forward the datagram.

Any system whose security classification range does not cover the classification
specified by the security label should drop the datagram.

Note: RIPSO does not include any method of preventing a system that does
not support RIPSO from simply accepting and forwarding label ed datagrams.
Thus, in order for RIPSO to be effective, all systemsin a network must support
RIPSO and process | P datagrams as described.

For instructions on using Site Manager to enable RIPSO support on an IP interface, see
the Enable Security parameter on page 2-49. For complete information on RIPSO

parameters, see “Configuring RIPSO Support” on page 2-76.
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Security Label Format

A RIPSO security label isthree or more bytes long and specifies the security
classification level and protection authority values for the datagram (Figure 2-6).

Security Protection
Type Length Classification| Authority IP Datagram. .

1 Octet 1 Octet 1 Octet 1 Octet
or More

Figure 2-6. RIPSO Security Label

The format of the security label isasfollows:

Octet 1 contains atype value of 824, identifying the basic security option
format.

Octet 2 specifies the length of the option (three or more octets, depending on
the presence or absence of authority flags).

Octet 3 specifies the security classification levels for the datagrams. Valid
security classification levelsinclude

3D(16) Top Secret
5A(16) Secret
96(16) Confidential
AB(15) Unclassified

Octet 4 and beyond identify the protection authorities under whose rules the
datagram is classified at the specified level. (If no authorities have been
identified, then thisfield is not used.)

Thefirst 7 bits (0 through 6) are flags. Each flag represents a protection
authority. The flags defined for Octet 4 are as follows:
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Bit 0 GENSER General
Services (as per
DoD 5200.28)

Bit 1 SIOP-ESI DoD
(Organization of
the Joint Chiefs
of Staff)

Bit 2 SCI Central
Intelligence
Agency

Bit 3 NSA National
Security Agency

Bit 4 DOE Department of
Energy

Bit 5 Reserved

Bit 6 Reserved

Bit 7 Termination

indicator

Note: Bit 7 actsasa“ more” bit, indicating that another octet (containing
additional authority flags) follows.

How RIPSO Works on the Router

When you configure RIPSO on an IP interface, you specify the following
conditions:

A range of acceptable security levels for | P datagrams the interface receives
and transmits

A set of required and allowed authority values for |P datagrams the interface
receives and transmits

Whether inbound datagrams received on this interface require security labels

Whether outbound datagrams transmitted on this interface (either forwarded
or originated by the router) require security labels
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*  Whether datagrams received or transmitted on this interface should have their
labels stripped

You also specify whether the router creates the following types of |abels:

* Animplicit label, which the router usesto label unlabeled inbound datagrams,
when required

e A default label, which the router usesto label unlabeled outbound datagrams,
when required

* Anerror label, which the router usesto label ICMP error messages associated
with processing security options

The following sections describe how the router uses this information to handle
labeled IP traffic.

Inbound IP Datagrams

When the router receives an IP datagram on a RIPSO interface, it compares the
security classification and authority values specified in the security label with
those configured on the inbound interface.

If theinterface does not require a security label for inbound IP datagrams, then the
router accepts both unlabeled | P datagrams and datagrams that meet the
classification and authority rules described in the next paragraph.

If the interface does require a security label, then for the router to accept the
datagram, the following RISPO conditions must be met:
* Thedatagram must be labeled.

*  The security classification value in the datagram’s label must be within the
security-level range configured for the interface.

»  Theauthority flags in the datagram’s label must include all of the flags
required for the interface and cannot contain any flags not allowed for the
interface.

Therouter drops any datagrams that do not meet these requirements and generates
an ICMP error message.

On anon-RIPSO interface, the router only accepts unlabeled 1P datagrams and 1P
datagrams that are labeled as Unclassified with no authority flags set.
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Forwarded IP Datagrams

When the router receives an | P datagram that needs forwarding on a RIPSO
interface, the router compares the security classifications and authority values
specified in the security |abel with those configured on the outbound interface. So,
before forwarding the datagram, the router

»  Checksthat all RIPSO conditions are met (see above)

* Appliesany outbound specific configuration parameters

Therouter drops any datagrams that do not meet these requirements and generates
an ICMP error message.

Originated IP Datagrams

When the router originates a datagram and the following conditions are true:
»  The datagram needs forwarding through a RIPSO interface
» The RIPSO interface requires outbound labels for originated datagrams

the router labels the datagram with the default security label before transmitting it.

Unlabeled IP Datagrams

If the router receives an unlabeled | P datagram from an interface on which RIPSO
is not enabled (or on which labels are not required for inbound datagrams), and
the IP datagram needs forwarding to an interface on which RIPSO is enabled and
labels are required for outbound datagrams, then the router labels the datagram
using either an implicit label or default 1abel as follows:

» If theinbound interface hasan implicit label configured, then the router usesit
to label the datagram.

» If theinbound interface does not have an implicit label configured, then the
router |abels the datagram with the default 1abel configured for the outbound
interface.

If the interface does not have an implicit or default label configured, then the
datagram is simply dropped.

2-20



Configuring IP Routers and Interfaces

RIPSO Example

Therouter in Figure 2-7 has RIPSO configured on all three IP interfaces. The
security ranges specified for each interface vary, as shown. (For ssimplicity, this
example assumes that none of the interfaces requires any authority flags on
inbound and outbound traffic, but any flags that are present are acceptable.)

When host 1.1.0.1 broadcasts an all-subnets broadcast | P datagram with the
security-level classification set to Secret, the router compares the datagram’s
classification with the range configured on inbound interface 1.1.0.2. Because
Secret iswithin the range configured on the interface, the router acceptsthe
datagram. In order to forward the datagram, the router does the following:

e Compares the datagram’s security level, Secret, to the security-level ranges
configured on interface 1.2.0.2 and 1.3.0.2

» Forwardsthe datagram on interface 1.2.0.2, because Secret iswithin the
security range configured on the interface

* Does not forward the datagram on interface 1.3.0.2, because Secret is outside
of the security range configured on the interface

Min. Security Max. Security
Interface Classification Classification
1.1.01 Unclassified Top secret
1.2.02 Secret Top secret
1.3.0.2 Top secret Top secret

’ IP Datagram
11.01 Secret E IP Data...:

l

Accept inbound datagram? Yes

1.1.02
O ==
1.2.0.2 1.3.0.2
Forward outbound Forward outbound
datagram?  Yes datagram? No 1.3.0.1

Figure 2-7. RIPSO Network
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Defining a Static Route

A static route isamanually configured route that specifies the transmission path a
datagram must follow, based on the datagram’s destination address. A static route
specifies atransmission path to another network. You configure a static route if
you want to restrict the paths that datagrams follow to paths you specifically
configure.

Static routes remain in | P routing tables until you remove them. Note, however,
that if the interface that was used to reach the next hop in the static route becomes
disabled, the static route disappears from the | P routing table.

For instructions on using Site Manager to configure a static route, see “Configuring Static
Routes” on page 2-63.

Defining a Black Hole for a Supernet

A router that advertises an aggregate route by using a supernet address to
represent multiple explicit routes must be able to discard packets that match the
supernet address but that do not match any of the explicit routes.

For example, consider arouter that advertises an aggregate route using the
supernet address 192.32.0.0/255.255.248. The supernet address represents eight
specific networks: 192.32.0.0 through 192.32.7.0. Once the aggregate route has
been propagated, the router receives network traffic for each of these specific
destinations.

At some point, the router |oses connectivity to network 192.32.3.0, one of the
networks in the supernet. The router continues to forward traffic that matches
destinations 0.0 through 2.0 and 4.0 through 7.0. However, the router can no
longer find a complete match in the routing table for the disconnected network,
3.0. The router must drop all traffic destined for 192.32.3.0.

To force the router to drop the packet for an unmatched destination, you configure
aspecial type of static route for a supernet called a black hole. Specifically, you
enter the supernet address/mask pair as the Destination | P Address and Address
Mask parameter values on the |P Static Routes window. To create the black hole,
you enter the black hole encoding (255.255.255.255) as the Next Hop Addr and
Next Hop Mask parameter values.

For instructions on using Site Manager to define a black hole in an aggregate route, see
“Configuring Static Routes” on page 2-63.
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Configuring Router Discovery

Before ahost can send | P datagrams beyond its directly attached subnet, the host
must discover the address of at least one operational router on that subnet. Router
Discovery is an extension of the Internet Control Message Protocol (ICMP) that
enabl es hosts attached to multicast or broadcast networks to discover the IP
addresses of their neighboring routers.

Routers configured with Router Discovery periodically multicast or broadcast a
router advertisement from each of their interfaces, announcing the IP address or
addresses of that interface. Hosts discover the addresses of their neighboring
routers by listening for these advertisements. Hosts will use the router with the
highest preference level as a gateway.

For instructions on using Site Manager to configure IP Router Discovery, see “Configuring
Router Discovery” on page 2-86.

Specifying the Size of IP Forwarding Tables

To keep to a minimum the amount of time that it spends looking up routes, |P
creates and maintains a cache of frequently used routes — called aforwarding
table — for each IP interface.

A forwarding table is afirst-in-first-out (FIFO) buffer. When adatagram arriveson
an | P interface for forwarding, IP performs the following steps:

1. [P searchesthe forwarding table associated with the interface for the
destination network.

2. If thesearch issuccessful, IP dispatches the datagram to the interface noted in
the table entry.

3. If the search is unsuccessful, IP consults the routing table to get the same
information, dispatches the datagram to the appropriate interface, and caches
the information in the appropriate forwarding table — either by appending
information to the table (if the tableis not full) or by overwriting the oldest,
first-in table entry (if the tableisfull).
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If IP flushes aroute from the routing table, it also removes the route from the
forwarding tables, thus ensuring that invalid routing information is not retained in
interface-specific caches.

Site Manager allows you to configure the size of the forwarding table associated with an
IP interface by specifying the maximum number of entries in the cache FIFO buffer. For
information, see the Max Forwarding Table Size parameter on page 2-48.

Connecting the Router to a Blacker Front End

The Blacker Front End (BFE) is a classified encryption device used by hosts that
want to communicate across unsecured wide area networks. BFE devices are
typically found in government networks (for example, DSNET), which handle
sensitive data requiring a greater degree of security.

Blacker Front End support allows the router to connect to BFE devices. The BFE
device, in turn, provides the router with encryption services while acting as the
Data Communications Equipment (DCE) end of the connection between the
router and the X.25 network (Figure 2-8).

Hosts using attached BFE devices can communicate with each other over an
unsecured packet-switched network using data paths secured by the encryption
services of the BFEs. These hosts are part of a Red virtual network. The packet-
switched network that carries both the data secured by BFES and any other
unsecured data is known as the Black network.

= [E———
Router BFE BFE --- Router

Key

T
1
Black Network :

———— Red Network

== Router

Figure 2-8. Blacker Front End Network Configuration
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BFE devices receive authorization and address tranglation services from an
Access Control Center residing on the Black network. The ACC makes access
control decisions that determine which hosts are allowed to communicate with
each other. A Key Distribution Center (KDC) residing on the Black network
provides encryption keys and key management services. A BFE device uses these
encryption keys for encrypting traffic between itself and other BFE devices.

The router-to-BFE interface is amodified version of the interface presented in the
1983 DDN X.25 Host Interface Specification. It supports data rates between 1200
b/s and 64 KB/s. In order to support BFE services, the interface must be
configured to support |P with the Revised |P Security Option (RIPSO) enabled.
All I P datagrams transmitted on the interface must contain a RIPSO security |abel.
Thefirst option in each | P datagram header must be the Basic Security option.

For instructions on using Site Manager to configure support for a BFE encryption device,
see “Configuring Blacker Front End Support” on page 2-89.

BFE Addressing

You can enable BFE support on individual |P interfaces. When you enable BFE
support, the router uses the BFE address-resol ution algorithm to map | P addresses
to their corresponding X.121 addresses.

BFE IP-to-X.121 address trand ation differs from standard DDN address
trandation. Each physical router-to-BFE connection is identified by a BFE X.121
network address and a BFE IP address. The format of aBFE X.121 addressis

zzzzzpdddbbb
where:

77777 is zero

p is the BCD encoding of the port ID
ddd is the BCD encoding of the domain ID
bbb is the BCD encoding of the BFE ID
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All BFE hosts are members of ClassA |P networks. The format of aBFE IP
addressis asfollows:

nnnnnnnn.Zpppdddd.ddddddbb.bbbbbbbb

where:

nnnNNNNNN identifies the network ID in bits
z is zero

ppp is the port ID in bits
dddd.dddddd is the domain ID in bits
bb.bbbbbbbb is the BFE ID in bits

BFE supports only physical addressing. It does not support either logical
addresses or subaddresses.

Each configuration in Table 2-1 and Table 2-2 is expressed as
source device [ medium O destination device

For example:

Bay O Eth O Bay

where the source deviceis aBay Networks router, the mediumis Ethernet, and the
destination device is a Bay Networks router.

A more complex configuration is expressed as

source device [ medium [0 intermediate device [1 medium [J destination device
For example:

Bay [] Token [J Bay [] Token [J ES

where the source device is a Bay Networks router, the first mediumis a Token
Ring network, the intermediate device is a Bay Networks router, the second
medium is another FDDI, and the destination device is an endstation from another
vendor.
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Table 2-1. Source Route Bridge Support for Host-Only Mode

Bridge Configuration Result
Bay' 0 Eth' 0 Bay OK
Bay O Token* o Bay OK
Bay 0 FDDI™ 0 Bay OK
Bay 0 PTP'T 0 Bay OK
Bay O FR¥ Bay OK
Bay 0 SMDS™ 0 Bay OK
Bay 0 PPPTTT o Bay Fails
Bay 0 EthoBay oToken O ESHH* Fails
Bay 0 Token 0 Bay 0 Token 0 ES OK
Bay 0 FDDI 0 Bay 0 Token 0 ES Fails
Bay 0 PTP 0 Bay 0 Token 0 ES Fails
Bay 0 FR 0 Bay 0 Token 0 ES Fails
Bay 0 SDMS 0 Bay 0 Token 0 ES Fails
Bay 0 PPP 0 Bay 0 Token 0 ES Fails
ES o0 Token 0 Bay 0 Etho Bay Fails
ES 0 Token 0 Bay 0 Tokeno Bay OK
ES 0 Token 0 Bay 0 FDDI 0 Bay Fails
ES 0 Token 0 Bay 0 PTP 0O Bay Fails
ES 0 Token 0 Bay 0 FR 0 Bay Fails
ES 0 Token 0 Bay 0 SDMS 0 Bay Fails
ES o Token 0 Bay 0 PPP 0 Bay Fails
ES 0 Token 0 Bay 0 Eth 0 Bay 0 Token 0 ES OK
ES 0 Token 0 Bay 0 Token 0O Bay 0 Token 0 ES OK
ES o Token 0 Bay 0 FDDI 0 Bay 0 Token 0O ES OK
ES 0 Token 0 Bay 0 PTP 0 Bay o Token 0 ES OK
ES 0 Token 0 Bay 0 FR 0 Bay 0 Token 0 ES OK
ES 0 Token 0 Bay 0 SDMS 0 Bay 0 Token o ES | OK
ES 0 Token 0 Bay 0 PPP 0 Bay 0 Token 0 ES OK

(continued)
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* Bay Networks router with bridge and IP in host-only mode

T Ethernet connection
* Token Ring connection
* FDDI connection

T"Bay Networks proprietary point-to-point synchronous connection

Hrrame Relay synchronous connection

"SMDS synchronous connection
TTPPP synchronous connection

Hgtation you are communicating to or from if not Bay Networks

Table 2-2. Learning Bridge Support for Host-Only Mode

Bridge Configuration Result
Bay" 0 Eth' 0 Bay OK
Bay O Token* O Bay OK
Bay 0 FDDI" 0 Bay OK
Bay 0 PTP'T o Bay OK
Bay O FR¥ g Bay OK
Bay 0 SMDS™ o Bay OK
Bay O PPPTTT o Bay Fails
Bay 0 EthoBay 0 Eth O ESHH OK
Bay 0 Token 0 Bay 0 Eth 0 ES Fails
Bay 0 FDDI 0 Bay 0 Eth 0 ES OK
Bay 0 PTP 0 Bay 0 Eth 0 ES OK
Bay o FR 0 Bay o Eth o ES Fails
Bay 0 SDMS 0 Bay 0 Eth 0 ES Fails
Bay 0 PPP 0 Bay 0 Eth 0 ES Fails
ES o Eth 0 Bay 0 Eth 0 Bay OK
ES 0 Eth 0 Bay 0 Token O Bay Fails
ES 0 Eth 0 Bay o FDDI 0 Bay OK
ES o Eth 0 Bay o PTP o Bay OK
ES 0 Eth 0 Bay 0 FR 0O Bay Fails
ES 0 Eth 0 Bay 0 SDMS 0 Bay Fails
(continued)
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Table 2-2. Learning Bridge Support for Host-Only Mode (continued)

Bridge Configuration Result
ES o Eth 0 Bay o PPP 0 Bay Fails
ES 0 Etho Bay 0 Eth 0 Bay 0 Eth 0 ES OK
ES 0 Eth 0 Bay 0 Token 0 Bay 0 Eth 0 ES OK
ES 0 Eth o Bay 0 FDDI 0 Bay 0 Eth 0 ES OK
ES 0 Etho Bay 0 PTP 0 Bay 0 Eth O ES OK
ES 0 Eth 0 Bay 0 FR 0 Bay 0 Eth 0 ES OK
ES 0 Eth 0 Bay 0 SDMS 0 Bay 0 Eth 0 ES OK
ES 0 Eth 0 Bay 0 PPP 0 Bay 0 Eth 0 ES OK

* Bay Networks router with bridge and IP in host-only mode

T Ethernet connection

* Token Ring connection

** FDDI connection

”Bay Networks proprietary point-to-point synchronous connection
HFrame Relay synchronous connection

"SMDS synchronous connection

TTPPP synchronous connection

Hgtation you are communicating to or from if not Bay Networks

IP over ATM

RFC 1577, “Classical IP and ARP over ATM.” is a specification for an
administrative entity within an ATM network called alogical |P subnet (L1S). Bay
Networks supports RFC 1577.

For information on configuring IP interfaces on an ATM LIS, see Configuring
ATM Services.

Site Manager includes IP interface parameters that allow you to specify the
characteristics of an ATMARP interface and to configure an ATM adjacent host. For
information, see “Editing IP Interface Parameters” on page 2-35 and “Configuring a Path
to an Adjacent Host” on page 2-68.

2-29



Configuring IP Services

Configuring Host-Only Mode

By default, the router processes all 1P packets addressed to itself and forwards all
other packets. You can, however, configure the router to operate in nonforwarding
— or host-only — mode.

In host-only mode, the router acts as an IP host; it processes packets but does not
forward packets not addressed to itself. In nonforwarding mode, no routing
protocols are activated. Only static routes and adjacent-host routes are available.

Use host-only mode if you want to provide 1P management access (by means of
SNMP or TFTP) to all active I P interfaces but want to prohibit the router from
forwarding IP traffic.

For instructions on using Site Manager to configure host-only mode, see the Forwarding
parameter on page 2-54.

If you use host-only mode, you must configure the router to bridge IP traffic not
explicitly addressed to the router. Table 2-1 shows the source-route bridge
configurations that support host-only mode. Table 2-2 shows the learning bridge
configurations that support host-only mode.
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Editing IP Parameters

This section describes how to edit, or customize, |P parameters. You access al IP
parameters from the Configuration Manager window shown in Figure 2-9. For
each |P parameter, this section describes the default setting, al valid setting
options, the parameter function, instructions for setting the parameter, and the
Management Information Base (MIB) object ID.

Cond Lguration Mode: local
SHMP Agent: LOCAL FILE
File Mame: /bep mitdese?lAlechpubemi ] LA test  ofy
Model: Backiowss Lirk Hode (BLH)
HIH ¥ersion: =00.00

Color Key: [T

Demcr Lption Connec tors

Empity E-il'nt

G450 Duad Ethernet

'E'i|.|:|l.l.- Fesource Hodole

Figure 2-9.  Configuration Manager Window

The Technician Interface allows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
@ a parameter isvalid. Entering an invalid value can corrupt your
configuration.
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Configuring a Circuit and Adding an IP Interface

Before you can add an P interface to a circuit, you must perform the following
operations to ensure that the dlot is properly set up for IP:

1
2.

Open aconfiguration file.

Specify aslot and configure alink module on the dot (if the configuration file
isaloca modefile).

Select alink or net module connector and configure a circuit on the connector,
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.

Once you have configured a circuit, you are finished with the Add Circuit window.

1

Click on OK on the Add Circuit Window.

The Select Protocols window opens.

Select | P from the Select Protocols window and click on OK.

Site Manager displays the IP Configuration window (see Figure 2-10).
Edit the parameterson the screen.

Click on OK if you want to accept the default valuesfor theremaining 1P
interface parameters.

Site Manager displays the Configuration Manager window.
Click on Detailsif you want to edit all I P interface parameters.

Site Manager displays the IP Interfaces window (see Figure 2-11).
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DK
| Values,..
_ Details...

Help...

Subnet Mask

Transmit Bcast Addr

UnNumbered Assoc Addr |

Figure 2-10. IP Configuration Window

IP Configuration Parameter Descriptions

This section describes the parameters on the | P Configuration window
(Figure 2-10) that you set to add an I P interface to a circuit.

Parameter:  IPAddress
Default:  None
Options:  0.0.0.0 or any valid IP address
Function:  Assigns a 32-bit |P address to the interface.

Instructions; Enter the | P address of the interface in dotted decimal notation. Enter
0.0.0.0 to configure an unnumbered interface on the circuit.

MIB Object ID:  1.3.6.1.4.1.1835.32.14.14
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Parameter:
Default:
Options:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Subnet Mask
None

The Configuration Manager automatically cal culates an appropriate
subnet mask, depending on the class of the network to which the interface
connects. However, you can change the subnet mask with this parameter.

Specifies the network and subnetwork portion of the 32-bit |P address.

Either accept the assigned subnet mask or enter another subnet mask in
dotted decimal notation. Enter 0.0.0.0 if you are configuring an
unnumbered interface on the circuit.

136.14.1.18353214.1.6

Transmit Bcast Addr
0.0.0.0
0.0.0.0 or any valid I P broadcast address

Specifies the broadcast address that this | P subnet uses to broadcast
packets.

Accepting 0.0.0.0 for this parameter specifies that the IP router will use a
broadcast address with a host portion of all 1s. Accepting 0.0.0.0 does not
configure the router to use the address 0.0.0.0 to broadcast packets. For
example, if you have |P address 123.1.1.1 and a subnet mask of
255.255.255.0, accepting the default value 0.0.0.0 configuresthe | P router
to use the address 123.1.1.255 to broadcast packets. To set the explicit
broadcast address of al 1s, enter 255.255.255.255 for this parameter.

Accept the default, 0.0.0.0, unless the calculated broadcast address (host
portion) of all 1sisnot adequate. If thisisthe case, then enter the
appropriate |P broadcast address in dotted decimal notation.

If you set the IP Address parameter to 0.0.0.0 (to configure an
unnumbered interface), Site Manager automatically sets this parameter to
255.255.255.255.

1.36.1.4.1.18353214.1.8
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

UnNumbered Assoc Address

None

Any valid IP address

Specifies an address that | P uses when sourcing a packet.

RIP uses this address to make decisions about advertising subnets over
the unnumbered interface. RIP advertises subnets over the unnumbered
interface if the subnets have the same mask as the associated address.

Specify the address of any numbered interface on the router.

If you are running RIP over the unnumbered interface and if you are using
asubnet address as the associated address, the local and remote associated
address should have the same network number. If you configure alocal
and remote associ ated address using different network numbers, you must
use RIP2 mode.

136.14.1.18353.21.4.1.110

Editing IP Interface Parameters

To edit an IP interface, begin at the Configuration Manager window shown in
Figure 2-9 and proceed as follows:

1

Select Protocolsd | PO I nter faces.

The IP Interfaces window opens (Figure 2-11). It lists al IP interfaces
configured on the router.

Click on theinterface you want to edit.

Edit those parameter s you want to change.

All IP interface parameters are described in the following section.
Click on Apply to implement your changes.

Click on Doneto exit the window.
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= IP Interfaces

e A A ) i

B S

Enable ENABLE
Subnet Mask 255.0,0.0
Broadcast Address 0,0.0,0

Interface Cost 1

MTU Discovery

Addr Mask Reply

Figure 2-11. IP Interfaces Window

Note: When you reconfigure an interface in dynamic mode, | P restarts on that
=»| interface. Thus, if the interface you reconfigure is the interface that supports
Ste Manager’s SNMP connection to the router, restarting | P on that interface
will cause Ste Manager to temporarily loseits router connection and to
display a warning message. To verify that the change took effect, display the
IP Global Parameters window and inspect the setting.

If you are configuring IP over an SMIDScircuit, be sure to enter the correct
addresses in the MAC Address, SMDS Group Address, and SMIDS Arp Reg
Address parameter boxes displayed on this screen. These addresses are the
same as those you entered in the Individual Address, Group Address, and ARP
Address parameters of the SMIDS Configuration window when you configured
SMDS
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IP Interface Parameter Descriptions

Use the following descriptions to set parameters on the | P Interfaces window.

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables IP routing on this interface.

Set to Disable to disable | P routing over this circuit.
1.3.6.1.4.1.1835.3.2.14.1.2

Subnet Mask

You specified the subnet mask when you added 1P to the circuit.
Depend on the class of the network to which the interface connects
Specifies the network and subnetwork portion of the 32-bit IP address.
Enter the subnet mask in dotted decimal notation.
1.3.6.1.4.1.18.35.3.2.14.1.6
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Broadcast Address
You specified the broadcast address when you added I P to the circuit.
0.0.0.0 or any IP address

Specifies the broadcast address that the | P router uses to broadcast
packets. Accepting 0.0.0.0 for the broadcast address specifies that the IP
router will use a broadcast address with a host portion of all 1s. Accepting
0.0.0.0 does not configure the router to use the address 0.0.0.0 to
broadcast packets. For example, if you have set the |P address to
123.1.1.1 and the subnet mask to 255.255.255.0, accepting the default
value 0.0.0.0 configures the I P router to use the address 123.1.1.255 to
broadcast packets. For the explicit broadcast address of all 1s, enter
255.255.255.255 for this parameter.

Accept the default, 0.0.0.0, unless the calculated broadcast address (host
portion) of all 1sisnot adequate. If thisis the case, then enter the
appropriate |P broadcast address in dotted decimal notation.

136.14.1.18.353214.1.9

Interface Cost
1
1 to the value of the RIP diameter (maximum 127)

Setsthe cost of thisinterface. The interface cost is added to routes |earned
on thisinterface through RIP and is specified in subsequent RIP packets
transmitted out other interfaces.

Enter the interface cost value (standard RI P implementation assigns a cost
of 1); however, keep in mind that increasing this value causes the upper
bound set by the RIP Network Diameter parameter to be attained more

rapidly.
1.3.6.1.4.1.183532.1.4.1.8
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

MTU Discovery
Off
On | Off

Specifies whether the Reply MTU option (option 11 in RFC 1063) is
enabled on thisinterface. When the option is enabled, thisinterface
responds to Probe MTUSs (option 12 in RFC 1063). A Probe MTU
requests the minimum MTU (maximum transmission unit) of all
networks an |P datagram must traverse from source to destination. By
enabling this interface to respond to Probe MTUs, you eliminate transit
fragmentation and destination reassembly for datagrams destined for this
interface and, therefore, decrease network |oad.

Select On to enable the Reply MTU option on this interface; select Off to
disable the option on this interface.

1.3.6.1.4.1.18.3.5.3.2.1.4.1.10

Addr Mask Reply
Off
On | Off

Specifies whether this interface generates ICMP (Internet Control
Message Protocol) address-mask-reply messages in response to valid
address-mask-request messages. The interface generates ICMP address-
mask-reply messages in compliance with the relevant sections of RFCs
950 and 1009.

Select On to enable |CM P address-mask-reply message generation on this
interface. Select Off to disable |CMP address-mask-reply message
generation on this interface.

136.14.1.18353214.1.11
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Parameter:  All Subnet Bcast
Default:  Off
Options.  On | Off

Function:  Specifies whether or not the I P router floods ASB datagramsiit receives
out thisinterface. An ASB datagram has a destination address equal to the
broadcast address for an entire network (all subnets). For example, if a
network interface serves the subnet 128.10.2.1 with a subnet mask of
255.255.255.0, the | P router considers any datagram with a destination
address of 128.10.255.255 or 128.10.0.0 to be an ASB datagram.

Instructions:  Specify On if you want the I P router to flood ASBs out this interface;
specify Off to restrict the router from flooding ASBs out thisinterface.

MIB Object ID:  1.3.6.1.4.1.18.35.3.21.4.1.12

Parameter: Address Resolution
Default: ARP

Options:  ARP|X.25 DDN |X.25 PDN |INARP |
ARPINARP | NONE | X.25 BFEDDN | PROBE | ARPPROBE

Function:  Indicates the address resolution scheme for thisinterface. The default
option, ARP, enables ARP on thisinterface. The option INARP (Inverse
ARP) enablesthe address resolution for Frame Relay interfaces. It isused
to discover the |P address of the station at the remote end of the virtual
circuit. The PROBE option enables HP Probe for Ethernet interfaces.

Instructions:  Depending on your network regquirements, select

* INARP only when &l Frame Relay stations support Inverse ARP.

* ARPINARP for your Frame Relay interfaces. ARPINARP enables
both ARP and Inverse ARP.

* X.25 DDN for your X.25 DDN interfaces.

e X.25 PDN for your X.25 PDN interfaces.

* PROBE to enable HP Praobe on the interface.

* ARPPROBE to enable both ARP and HP Probe.

MIB Object ID:  1.3.6.1.4.1.18.35.3.214.1.13
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Proxy
Off
On | Off

Specifies whether this interface uses Proxy ARP to respond to ARPsfor a
remote network.

Select On to enable Proxy ARP on thisinterface. In order to enable Proxy
ARP, you must have set the ARP parameter to Enable for thisinterface.
When you enable Proxy ARP, the I P router assumes responsibility for IP
datagrams destined for the remote network. To enable Proxy ARP for
subnets reachable via a default route, also set the Enable Default Route
for Subnets parameter to Enable. To enable Proxy ARP for remote
destinations on other networks, set the Nonlocal ARP Destination
parameter to Accept. Select Off to disable Proxy ARP on this interface.

1.36.1.4.1.18.3.53.2.1.4.1.14

Host Cache
Off
Off | 120 | 180 | 240 | 300 | 600 | 900 | 1200 (seconds)

Specifies whether the IP router times out entries in the address-resolution
cachefor thisinterface, and specifies the timeout interval in secondsif the
interface does time out entries. The address-resol ution cache contains
host physical addresses learned by means of ARP or Proxy ARP. A host
entry istimed out (deleted) if the I P router sends no traffic destined for
that host within the specified timeout period.

Select Off to disable timeout on thisinterface; the | P router does not time
out address-resol ution cache entries. Select one of the other optionsto
enable timeout with atimeout interval equal to the value you select (for
example, 120 seconds); the IP router removes address-resolution cache
entries that have not been accessed within the specified number of
seconds. Once an entry is removed, the I P router must use ARP to re-
acquire the physical-level address.

1.36.1.4.1.18.3.53.2.1.4.1.15
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Checksum

On

On | Off

Specifies whether UDP checksum processing is enabled on thisinterface.

Select On to enable UDP checksum processing for the interface; al
outgoing and incoming UDP datagrams are subject to checksumming.
You should select Onin virtually all instances. Select Off to disable UDP
checksum processing and provide backward compatibility with UNIX
BSD 4.1.

1.36.14.1.18.353214.1.16

MAC Address
None

0 | auser-specified MAC address | if the interface is on an SMDS circuit,
the entire E.164 address — for example, E1 617 275 5000 FFFF

SpecifiesaMAC (media access control) address for thisIP interface. The
IP router will useits IP address and this MAC address when transmitting
and receiving packets on thisinterface.

Enter 0 to configure the I P router to use its | P address and the circuit’'s
MAC address when transmitting packets on thisinterface. Enter your own
MAC address to configure the | P router to use its IP address and the
specified MAC address when transmitting packets on thisinterface.

To configure this parameter for a multinet or multigroup configuration,
refer to Configuring SMIDS Services.

1.36.1.4.1.18.353.21.4.1.17
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Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

TR Endstation

Off

On | Off

Specifies source routing over Token Ring selection.
Use the On option to enable the parameter.
1.3.6.1.4.1.18.353.2.1.4.1.64

Redirects

Enable

Enable | Disable

Indicates whether or not this interface sends out ICMP redirects.

ICMP redirects are messages sent by the router to alert a host that it
should be using a different path to route data.

Reset to Disableif you do not want this interface to send out redirects. For
example, in a Frame Relay network, two stations on the same network
may not be directly connected if the network is not fully meshed. Thus, in
this case, you would set Redirects to Disable.

1.3.6.1.4.1.18.3.5.3.21.4.1.70
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Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Enet Arp Encaps
ARP Ethernet

ARP Ethernet | ARP SNAP |ARP Both |
Probe LSAP | ARP Ethernet/Probe LSAP |
ARP SNAP/Probe LSAP | ARP Both/Probe LSAP

Defines the datalink encapsulation to use for ARP and HP Probe packets
generated at thisinterface if the underlying medium is Ethernet. This
parameter isignored if the underlying medium is anything other than
Ethernet.

Depending on the selection you have made for the ARP Resolution
parameter (ARP, Probe, or ARP/Probe), select the appropriate
encapsulation option. If your address-resolution scheme isARP only,
select Ethernet encapsulation, SNAP encapsulation, or Ethernet/SNAP
encapsulation. If your resolution schemeis HP Probe only, select LSAP
encapsulation. If your resolution scheme is ARP/Probe, select Ethernet/
L SAP encapsulation, SNAP/L SAP encapsulation, or Ethernet/SNAP/

L SAP encapsulation.

1.36.1.4.1.18.353.21.4.1.71

SMDS Group Address
None

A complete SMDS E.164 address specified by the SMDS subscription
agreement that you have with your SMDS provider

Provides a MAC-layer multicast address for this|Pinterfacein an SMDS
network. This parameter is displayed only if thisisan SMDS circuit.

Enter an entire E.164 address — for example, E1 617 555 1212 FFFF.

To configure this parameter for a multinet or multigroup configuration,
refer to Configuring SMIDS Services.

1.3.6.1.4.1.18.3.5.3.2.1.4.1.65
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Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

SMDSArp Req Address
None

A complete SMDS E.164 address specified by the SMDS subscription
agreement that you have with your SMDS provider

Provides an address-resol ution multicast address for thisIPinterfacein an
SMDS network. This parameter is only displayed if thisisan SMDS
circuit.

Enter an entire E.164 address — for example, E1 617 555 1212 FFFF.

To configure this parameter for a multinet or multigroup configuration,
refer to Configuring SVIDS Services.

1.3.6.1.4.1.18.3.5.3.2.1.4.1.66

WAN Broadcast
0
Any decimal number

Provides a broadcast address for this IP interface in a Frame Relay
network. If you enter avalue for this parameter, the Frame Relay switch,
rather than the router, will broadcast the message. This parameter is
displayed only if thisis a Frame Relay circuit.

Enter the broadcast address provided by the Frame Relay subscription
agreement.

1.3.6.1.4.1.18.35.3.2.1.4.1.67
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Par ameter :
Default:

Options:
Function:

Instructions:

MIB Object ID:

WAN Multicast #1
0
Any decimal number

Provides a multicast address for this | P interface that will send messages
to al OSPF routersin aFrame Relay network. If you enter avaluefor this
parameter, the Frame Relay switch, rather than the router, will send the
message to all OSPF routers. This parameter has meaning only if OSPF
has been added to thisinterface.

Enter the multicast addressfor all OSPF routers as provided by the Frame
Relay subscription agreement.

1.3.6.1.4.1.18.3.5.3.2.1.4.1.68

WAN Multicast #2
0
Any decimal number

Provides a multicast address for this | P interface that will send messages
to all OSPF designated routersin a Frame Relay network. If you enter a
value for this parameter, the Frame Relay switch, rather than the router,
will send the message to all OSPF designated routers. This parameter has
meaning only if OSPF has been added to this interface.

Enter the multicast address for all OSPF designated routers as provided
by the Frame Relay subscription agreement.

1.3.6.1.4.1.18.3.5.3.2.1.4.1.69
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Parameter:
Default:

Options:

Function:

Instructions:

MIB Object ID:

Slot Mask

Slot-mask bit set to 1 (enabling circuitless | P interface support) for every
router slot running 1P

For each dlot in the router, Site Manager allows you to set the slot-mask
bit to 1 (circuitless | P interface support enabled) or O (circuitless |P
interface support disabled)

Specifieswhether circuitless | Pinterface support is enabled or disabled on
each dot in the router.

If you have configured a circuitless IP interface and do not wish it to run
on certain sots, set the slot-mask bit to 0 on those slots. Be certain to keep
the dlot-mask bit set to 1 on at least one slot running I P; otherwise, the
circuitless IP interface will not initialize. Setting the slot-mask bit
parameter to 1 on an empty sot, aslot containing a system resource
module, or aslot with no I P support does not affect the circuitless IP
interface.

1.36.1.4.1.18.3.53.2.1.4.1.75
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Parameter: Max Forwarding Table Size
Default: 128 entries
Range:  64-entry minimum; no maximum

Function:  Specifies the maximum number of entries allowed in the forwarding table
at onetime.

Instructions:  Specify aforwarding table size for each interface.

This parameter controls the number of destinations that are cached in the
forwarding table on this receiving interface. When this interface receives
an | P packet, the router looks up the destination in the forwarding table.
Therefore, an interface that receives packets that are destined for alarge
number of different destinations may benefit from alarger forwarding
table. The larger the number of entries, the more likely it isthat the
destination will already be in the forwarding table and the faster the route
lookups will be for those destinations.

Configuring aforwarding table size that is larger than necessary reduces
the total amount of memory usable by other applications. Configuring a
routing table too small can affect overall router performance. A check of
the number of cache hits and misses will help determine the optimal size
of the forwarding table. For debugging purposes, if you see the
wflplnterfaceCacheMisses statistic going up at an alarming rate, you
should consider increasing the table size. However, an occasional cache
miss does not warrant an increase in table size.

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.4.1.104
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable Security
Disable
Enable | Disable

Specifies whether Revised |P Security Option (RIPSO) is enabled for the
interface.

If you do not support RIPSO on your network, simply accept the default
setting, Disable. If you are configuring RISPO support, set this parameter
to Enable. Then see “ Configuring RIPSO Support” for instructions on
setting the rest of the RIPSO parameters that you must configure.

1.36.1.4.1.18.35321.4.1.76

Note: Once you set this parameter to Enable, you can access the rest of the
=»| RIPSO parameters. If you do not enable this parameter, Ste Manager does not

activate the RIPSO parameters.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

UnNumbered Assoc Alternate
Disable
Enable | Disable

Automatically assigns an alternate associated address to an unnumbered
interface in the event that the primary associated address has gone down.
IP uses the first available interface.

Use the alternate unnumbered address option to ensure that the
unnumbered interface has a usabl e associated address on the router.

1.3.6.14.1.18.353.2.14.1.111
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

ATM ARP Mode
Client
Client | Server

Specifies whether the router isrunning as an ATM client or server on this
interface.

You must configure one ATMARP server for each logical 1P subnet you
define.

1.36.1.4.1.18.353.2.1.4.1.112

ARP Server ATM Address Network Pr efix
None

X X000000000000000000000000 to
XX FFFFFFFFFFFFFFFFFFFFFFF

where XX = 39, 45, or 47

Defines the ATM address network prefix of the ATMARP server on your
network.

Enter the ATM address network prefix of the ATMARP server on your
network. A complete ATM address consists of a hetwork prefix and a user
part. Use the ARP Server ATM Address User Part parameter to supply the
user part of the ATM address.

136.14.1.1835321.4.1.113
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:

Options:
Function:
Instructions;

MIB Object ID:

Parameter:
Defaullt:
Options:
Function:

Instructions:

MIB Object ID:

ARP Server ATM Address User Part
None
XX 00000000000000 to FEFFFFFFFFFFFF

Defines the user part (suffix) of the ATM addressfor the ATM ARP server
on your network. The user part suffix consists of a 6-byte endstation
identifier and a 1-byte selector field.

Enter the user part suffix of the ATM ARP server on your network. A
complete ATM address consists of a network prefix and a user part. Use
the ARP Server ATM Address Network Prefix parameter to supply the
network part of the ATM address.

1.36.14.1.18.353.21.4.1.113

Registration Refresh Interval

900 seconds for aclient
1200 seconds for a server

Any interval (in seconds)

For aclient, this parameter specifies the interval between registration
refreshes. For a server, this parameter specifies the duration for which the
registration is valid.

Determine whether ATMARP is running as a client or as a server on this
interface and enter an appropriate value.

136.14.1.18353.21.4.1.115

TR Endstation ARP Type
STE
STE |ARE

Specifies the ARP type for an interface configured for Token Ring
support.

For spanning tree explorer (STE) ARP packets, use the default. For all
route explorer (ARE) packets, select ARE. Set the TR Endstation
parameter to ON.

1.3.6.1.4.1.18.35.3.21.4.1.127
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Editing IP Global Parameters

To edit IP global parameters, begin at the Configuration Manager window shown
in Figure 2-9 and proceed as follows:

1. Select Protocols[] PO Global.
The Edit IP Globa Parameters window opens (Figure 2-12).
2. Edit those parameter s you want to change.

Note: When you edit parametersin dynamic mode, the I P router restarts,
causing Ste Manager to loseitsrouter connection temporarily, and to display
a warning message. To verify that the change took effect, redisplay the IP
Global Parameters window and inspect the setting.
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3. Click on OK to exit the window and save your changeswhen you are

finished.

Enable

Forwarding

Arp Forwarding

Honlocal ARP Source
Honlocal ARP Destination
Default TTL

RIP Diameter

Routing MIB Tables

Zero Subnet Enable

Estimated Networks

Edit IP Global Parameters

Cancel
0K
: vélﬁes...

Help. ..

JENABLE

FORWARDING
FORWARDING
DOROP

DOROP

30

15

ROUTE
DISABLE

0

Figure 2-12. Edit IP Global Parameters Window

IP Global Parameter Descriptions

Use the following descriptions to set parameters on the I|P Global Parameters

window.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable

This parameter defaults to Enable when you add | P support to a circuit.
Enable | Disable

Specifies the state of the IP router software.

Select Enableif you have previously disabled the IP router software and
now wish to re-enable it. Select Disable to disable the | P router software.

136.1.4.1.18353.21.1.2

- | Note: Indynamic mode, when you set this parameter to Disable, you
immediately prohibit all Ste Manager communication with the router.

Forwarding
Forwarding
Forwarding | Not Forwarding

Specifies whether the IP router forwards I P traffic that is not explicitly
addressed to it.

Select Forwarding if you want the | P router to route (forward) IP traffic.
Forwarding configures the IP router to process all broadcast packets and
all IP packets explicitly addressed to it, and to route all other | P packets.
Select Not Forwarding if you want to provide |P management access (by
means of TFTP and SNMP) to all active IP interfaces but also want to
prohibit the IP router from forwarding I P traffic. You must specify an
identical IP address and mask combination for each active |P interface
that will provide management access. Not Forwarding configures the |IP
router to act as an | P host; it does not forward | P traffic, but it still
processes packets explicitly addressed to it. In Not Forwarding mode,
only static routes and adjacent-host routes are allowed. No routing
protocols areinitiated.

Because the | P router does not forward | P traffic in Not Forwarding mode,
you must configure the router to bridge I P traffic not explicitly addressed
toit. You must configure the bridge for each circuit that conveys IP
datagrams. The bridge will then forward all |P datagrams that are not
explicitly addressed to the router.

136.14.1.183532114
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

ARP Forwarding
Forwarding
Forwarding | Not Forwarding

Specifies how ARP should act in relation to IP's forwarding state. Note
that Forwarding means IP isin forwarding mode. If this parameter is set
to Forwarding, then ARP packets are either consumed (if destined for the
router) or dropped. If this parameter is set to Not Forwarding, ARP
packets are consumed, if destined for the router, or bridged onto
remaining ARP interfaces.

Always set this parameter the way you set the Forwarding parameter.
1.36.1.4.1.18.35.3.1.1.3

Nonlocal ARP Source
Drop
Drop | Drop and Log

Determines what happens when |P encounters an invalid ARP source
address. If the parameter is set to Drop and Log, IP logs aninvalid ARP
source address when processing an ARP request. If this parameter is set to
Drop, |P does not log the invalid ARP source address. In either case, IP
drops theinvalid ARP request.

If you want to log the invalid ARP source address, set the parameter to
Drop and Log. Otherwise, set the parameter to Drop.

13.6.1.4.1.18.353.1.1.4
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Nonlocal ARP Destination
Drop
Drop | Accept

Determines whether | P drops ARP requests in which the source and
destination addresses are located in different networks or subnetworks.
This parameter allows Proxy ARP to generate replies when the source and
destination networks in the ARP request are different.

To process ARP requests with source and destination addresses from
different networks, set the parameter to Accept. The Proxy parameter
must be set to Enable for the router to generate ARP replies.

136.14.1.183531.15

Default TTL
30
1to 255 hops

Specifies the starting value of the Timeto Live (TTL) counter for each
packet the router originates and transmits (called a source packet). When
the router transmits a source packet, the TTL counter starts to decrement.
Each router, or hop, that the packet traverses decrementsthe TTL counter
by one. When the counter reaches zero, the router discards the packet
unlessit is destined for alocally attached network. The TTL counter
prevents packets from looping endlessly through the network.

Enter the maximum number of hops a source packet can traverse.
1.36.1.4.1.18.35.3.21.15
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

RIP Diameter
15
1to 127

Specifies the value, or hop count, the Routing Information Protocol (RIP)
uses to denote infinity. In order for RIP to operate properly, every router
within the network must be configured with an identical RIP diameter
value. If RIPis not enabled, this parameter specifies the maximum
number of hops within the autonomous system; if RIP is not enabled, the
IP router still must understand network width.

You must set this parameter so that none of the interface cost, static cost,
or route filter cost parameters exceed the RIP diameter. We recommend
that you accept the default RIP diameter value of 15.

1.3.6.1.4.1.18.35.3.21.1.6
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Parameter:  Routing MIB Table(s)

=»| Note: Thisparameter isnot valid in software versions later than Version 7.70.

Default:  Route
Options:  None | Route | Forward | Both

Function:  Specifieswhich MIB routing tables |P maintains. IP uses these MIB
routing tables only to store statistics; do not confuse them with the routing
tables maintained to route packets. Maintaining both the Routing and
Forwarding tables uses more memory than maintaining either. In the
absence of variable-length subnet masks, these tables are identical. The
routing table does not support variable-length subnet masks. Thistableis
MIB-Il compliant. The forwarding table does support variable-length
subnet masks. It isnot MIB-Il compliant.

Instructions:  Depending on your network regquirements, select
* None, to disable maintenance of both tables
* Route, if you are not using variable-length subnet masks

e Forward, if you are using variable-length subnet masks and want to
maintain statistics on them

* Both, if you are using other network management applications to
manage the router

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.1.8.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Zero Subnet Enable
Disable
Enable | Disable

Specifies whether an interface address whose subnet portion is all zeros
should be declared legal or not. If you set this parameter to Enable, then
you can configure | P interfaces with a subnet ID of zero. Setting this
parameter to Disable prevents you from doing so.

Accept the default, Disable, if you do not have any interfaces that have a
zero subnet ID. Otherwise, reset this parameter to Enable.

The use of all-zero subnet addresses is discouraged for the following
reason: if an all-zero subnet address and an all-zero broadcast address are
both valid, the router cannot distinguish an all-subnets broadcast from a
directed broadcast for the zero subnet.

1.36.1.4.1.18.353.21.1.10

Estimated Networks
0
0to 2147483647

Allowsthe I P software to preall ocate system resources based on the
anticipated size of the routing table. Preallocation of memory increases
the speed with which I P software can learn routes because it removes the
overhead caused by dynamic memory allocation. Preallocation also
makes better use of memory and reduces the amount of memory required.

Set to the number of networks (including unique subnets) that you expect.
Avoid using a number that is excessively large. Thiswill cause awasteful
overallocation of memory.

If you use the default value, O, IP software preall ocates memory for 500
routing table entries.

1.36.1.4.1.18353.21.1.11

2-59



Configuring IP Services

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Estimated Hosts
0
0to 2147483647

Allows the IP software to preall ocate system resources based on the
anticipated size of the routing table. Preallocation of memory increases
the speed with which | P software can learn routes because it removes the
overhead caused by dynamic memory allocation.

Set to the number of hosts that you expect. Avoid using a number that is
excessively large. Thiswill cause awasteful overallocation of memory.

If you use the default value, O, IP software preall ocates memory for 500
routing table entries.

1.3.6.1.4.1.18.35.3.21.1.13

Enable Default Route for Subnets
Disable
Enable | Disable

Specifies whether the |P router uses a default route for unknown subnets.
The default route must be present in the routing table. When you set this

parameter to Enable, the I P router uses a default route. When you set this
parameter to Disable, the IP router does not use a default route.

Accept the default, Disable, if you do not want the IP router to use a
default route for unknown subnets. Otherwise, reset this parameter to
Enable.

1.36.1.4.1.18.35321.1.14

2-60



Configuring IP Routers and Interfaces

Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Maximum Policy Rules
32
Any integer

Specifies the maximum number of policy rulesthat can be configured per
policy type (Accept or Announce) per protocol.

To configure more than 32 Accept or Announce policy rulesfor a
protocol, you must set this parameter to alarger value. IP will round the
value up to the next multiple of 32.

1.36.14.1.18353.21.1.15

Route Filter Support

Enable

Enable | Disable

Specifies whether or not | P supports route filters.

If you do not require support for route filters, select Disable. Otherwise,
use the defaullt.

136.14.1.18.353.21.1.16

Deleting IP from an Interface

To delete IP from an interface on which it is currently configured, begin at the
Configuration Manager window (Figure 2-9) and proceed as follows:

1
2.
3.

Click on the connector from which you want to delete | P services.
Click on Edit Circuit.
Select Protocolsl] Add or Delete.

The Select Protocols window opens. The IP button is highlighted to show that
IPisenabled on the circuit.

Click on | P to desdect it.
Click on OK to exit the window.

Select Filed Exit to exit the Circuit Definition window and return to the
Configuration Manager window.
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Configuring a Circuitless IP Interface

-p

Note: The P router supports one circuitless | P interface.

To configure acircuitless I P interface, begin at the Configuration Manager
window shown in Figure 2-9 and proceed as follows:

1. Select Protocols PO Circuitless | PO Create to display the I P
Configuration window.

2. Edit the parameterson the I P Configuration window.

The section “1P Configuration Parameter Descriptions’ on page 2-33
describes these parameters.

3. Click on OK to savethecircuitless | P interface.

A specia Select Protocols window opens, listing the protocols you can
configure on a circuitless interface (Figure 2-13).

4. Select aprotocol and click on OK.

Adding a Protocol to a Circuitless Interface

Once you have created a circuitless interface on the router, you can add a protocol
to the interface. Begin at the Configuration Manager window shown in Figure 2-9
and proceed as follows:

1. Select Protocols] I PO Circuitless | PO Change Protocols.

A Select Protocols window opens, listing the protocols you can add to the
circuitlessinterface (Figure 2-13).

2. Select aprotocol and click on OK.

The router adds the protocol to the circuitless IP interface.
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Select Protocols

Protocols

u IF

|Cancel

Figure 2-13. Select Protocols (Circuitless Interface) Window

Configuring Static Routes

To add, edit, or delete static routes, begin at the Configuration Manager window
shown in Figure 2-9 and proceed as follows:

1. Select Protocolsd | PO Static Routes.

The IP Static Routes window opens, listing all static routes configured on the
router. You add, edit, and del ete static routes from this window.

2. Add, edit, or delete static routes as described in the following sections.

Adding a Static Route
To add a static route, begin at the IP Static Routes window and proceed as follows:

1. Click on Add.
The IP Configuration window (Figure 2-14) opens.
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2. Edit the parameters.

3. Click on OK to exit the IP Configuration window.

IP COWFIGURATION

Destination IF Address
Address Mask
Cost

Next Hop Addr

Next Hop Mask

Preference

Unnumbered CCT Name

Figure 2-14. IP Configuration Window for a Static Route

Editing a Static Route

You can edit the Enable, Cost, Next Hop Addr, Next Hop Mask, Preference, and
Unnumbered CCT Name parameters for a static route. To edit these parameters,
begin at the I P Static Routes window and proceed as follows:

1. Click on the static route you want to edit.
2. Edit those parametersyou want to change.

The following section describes the static route parameters.
3. Click on Apply to implement your changes.
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4. Click on Doneto exit the window.

Note: You cannat reconfigure the Destination |P Address or Address Mask
nd parametersfor a static route. To change these parameters, you must delete the
static route and add a new route with the proper information. See “ Deleting a
Satic Route” on page 2-68 for instructions.

Static Route Parameter Descriptions

Use the following descriptions to set parameters on the | P Static Routes and IP
Configuration (for static routes) windows.

Parameter: Enable
Default:  This parameter defaults to Enable when you configure the static route.
Options:  Enable | Disable

Function:  Specifies the state (active or inactive) of the static route record in the IP
routing tables.

Instructions:  Select Disable to make the static route record inactive in the I P routing
table; the IP router will not consider this static route. Select Enable to
make the static route record active again in the | P routing table.

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.15.1.2

Parameter: Destination |P Address
Default: None
Options.  Any valid IP network address

Function:  Specifiesthe IP address of the network to which you want to configure the
static route. Specifies a supernet for which you want to configure a black
hole static route.

Instructions:  Enter the destination | P addressin dotted decimal notation. To configure a
default route, enter 0.0.0.0. To configure ablack hole static route, enter a
supernet address. You can configure up to 12 static routes to the same
destination.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.1.5.1.3
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Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Address Mask
None

Based on the network class of the |P address you specified at the
Destination |P Address parameter

Specifies the subnet mask of the destination network. Specifies the
supernet mask of the supernet for which you want to configure a black
hole static route.

Enter the subnet or supernet mask in dotted decimal notation. To
configure a default route, enter 0.0.0.0. To configure ablack hole static
route, enter a supernet mask.

136.14.1.1835321514

Cost
1
1 to the value of the RIP Diameter parameter (maximum 126)

Specifies the number of router hops a datagram can traverse before
reaching the destination |P address. The | P router uses the cost value
when determining the best route for a datagram to follow.

Enter the number of router hops.
1.3.6.1.4.1.1835.3.2.1.5.15

Next Hop Addr
0.0.0.0
Any valid IP address

Specifies the | P address of the next-hop router. Defines a black hole route
for a supernet.

Enter the |P address in dotted decimal notation. To configure ablack hole
static route, enter 255.255.255.255. If you are configuring a static route to
an unnumbered interface, enter 0.0.0.0.

136.1.4.1.18.3532151.6

2-66



Configuring IP Routers and Interfaces

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Next Hop Mask
0.0.0.0
Any valid subnet mask address

Specifies the subnet mask of the next hop router. The parameter also
defines a black hole route for a supernet.

Enter the subnet mask in dotted decimal notation. To configure a black
hole static route, enter 255.255.255.255. If you are configuring a static
route to an unnumbered interface, enter 0.0.0.0.

136.14.1.18353.215.1.7

Preference
16
1to 16

Specifies aweighted value (from 1 to 16, with 16 being the most
preferred) that the | P router uses to select aroute when its routing tables
contain multiple routes to the same destination.

Enter avalue from 1 to 16 for this static route. To configure a black hole
static route, enter the maximum preference val ue.

1.36.1.4.1.18.353215.1.8

Unnumbered CCT Name
None
A valid circuit name

Specifies the local router circuit associated with the static route over an
unnumbered interface.

An entry for aroute using an unnumbered interface must include the
circuit associated with the interface. Use this parameter to specify that
circuit name.

136.14.1.18353.2151.11
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Deleting a Static Route

To delete a static route, begin at the IP Static Routes window and proceed as
follows:

1. Click on the static route you want to delete.
2. Click on Delete.
The IP Static Routes window no longer displays the static route.

3. Click on Doneto exit the | P Static Routes window.

Configuring a Path to an Adjacent Host
To add, edit, or delete atransmission path to an adjacent host, begin at the
Configuration Manager window shown in Figure 2-9 and proceed as follows:
1. Select Protocolsd PO Adjacent Hosts.

The IP Adjacent Hosts window opens (Figure 2-15). It lists all adjacent hosts
configured on the router. You add, edit, and delete adjacent hosts from this
window.
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2

. Add, edit, or delete adjacent hosts as described in the following sections.

Delete

Apply

| Values...

Help...

Enable

Hext Hop Interface Addr
MAC Address

Host Encapsulation

Adjacent Host X.121 Address

Figure 2-15. IP Adjacent Hosts Window

Adding an Adjacent Host

To add an adjacent host, begin at the IP Adjacent Hosts window and proceed as
follows:

1

Click on Add.

The IP Adjacent Host Configuration window (Figure 2-16) opens.

Edit the parameters; then click on OK.

The IP Adjacent Hosts window now lists the adjacent host you configured.
Click on Doneto exit the window.
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1P COMFIGLURATION

MAC Address

Host Encapsulation ETHERNET

Adjacent Host X.121 Address

Figure 2-16. IP Adjacent Host Configuration Window

Editing Adjacent Host Parameters

You can edit the Enable, Next Hop Interface Addr, Next Hop Interface Mask,
MAC Address, Adjacent Host X.121 Address, and Host Encapsul ation parameters
for an adjacent host.

To edit these parameters, begin at the IP Adjacent Hosts window shown in Figure
2-15 and proceed as follows:

1. Click on the adjacent host that you want to edit.
2. Edit those parameter s you want to change.

All adjacent host parameters that you can edit are described in the following
section.

3. Click on Apply to implement your changes.
4. Click on Doneto exit the | P Adjacent Hosts window.

Note: You cannot change the adjacent host's I P address. If you wish to change
=*| this parameter, you must del ete the adjacent host and configure a new adjacent
host with the proper |P address. For instructions, See” Deleting an Adjacent
Host” on page 2-73.
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Adjacent Host Parameter Descriptions

Use the following descriptions to set parameters on the Adjacent Hosts window
and the Adjacent Hosts Configuration window.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Enable
Enable
Enable | Disable

Specifiesthe state (active or inactive) of the adjacent host in the I P routing
tables.

Select Disable to make the adjacent host record inactive in the I P routing
table; the IP router will not consider this adjacent host.

Select Enable to make the adjacent host record active again in the IP
routing table.

1.3.6.1.4.1.18.3.53.2.1.6.1.2

I P Adjacent Host Address
None
Any valid IP address

Specifies the I P address of the device for which you want to configure an
adjacent host.

Enter the | P address in dotted decimal notation.
1.36.1.4.1.18.353.2.1.6.1.3

Next Hop Interface Addr
0.0.0.0
A valid IP address

Specifies the | P address of the router’s network interface to the adjacent
host.

Enter the | P address in dotted decimal notation.
1.3.6.1.4.1.18.353.2.1.6.1.4
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Parameter:
Default:
Options:

Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Next Hop Interface Mask
0.0.0.0

Based on the network class of the |P address specified at the Next Hop
Interface Addr parameter

Specifies the subnet mask of the | P address specified for the Next Hop
Addr parameter.

Enter the subnet mask in dotted decimal notation.
1.3.6.1.4.1.18.3.5.3.2.1.6.1.5

MAC Address
None
Depend on the data link you have selected

Specifies the physical address of the adjacent host. This value can be a
48-bit Ethernet address, a 64-bit SMDS address, an ATM PVC VPI/VCI
address, or, for an ATM SV C, the address of the ATM interface.

Enter the MAC address as a 12-digit hexadecimal number. Enter an
ATM/PVC address in the form Mirtual Path Identifier/Virtual Channel
I dentifier —for example, 0/32.

1.36.1.4.1.18.35.3.2.1.6.1.6

Host Encapsulation

Ethernet

Ethernet | SNAP | PDN | DDN | SNAPIP | NULL
Specifies the adjacent host’s encapsul ation method.

Select Ethernet or SNAP (Service Network Access Point) if you are
defining a point-to-point network interface or if the adjacent host resides
on an Ethernet. For an X.25 interface, select PDN or DDN. For an
adjacent host on an ATM logical IP subnet, select SNAP. (SNAPIP and
NULL also specify host encapsulation methods for ATM networks.)

1.36.14.1.18353.21.6.1.7
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Par ameter

: Adjacent Host X.121 Address

Default:  None
Options:  Any valid X.121 address

Function:

Specifiesthe X.121 address of the adjacent host. Set this parameter only if
thisisa PDN/X.25, DDN/X.25, or BFE/X.25 connection.

Instructions:  Enter the appropriate X.121 address.

MIB Object ID

Deleting an Adjac

: 136.14118353216.19

ent Host

To delete an adjacent host, begin at the |P Adjacent Hosts window shown in
Figure 2-15 and proceed as follows:

1
2.
3.

Click on the adjacent host you want to delete.
Click on Delete.

Click on Doneto exit the | P Adjacent Hosts window.

Editing TFTP Parameters

To edit TFTP parametersfor IP, begin at the Configuration Manager window
shown in Figure 2-9 and proceed as follows:

1

Select ProtocolsO IPOTFTP.

The Edit TFTP Parameters window opens (Figure 2-17).

Edit those parameter s you wish to change.

All TFTP interface parameters are described in the following section.

Click on OK to save your changesand exit the window.
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Enable

Default Volume

Retry Time Out

Close Time Out

Retransmit

Edit TFTP Parameters

Cancel
0K
3 Values..,

Help...

ENABLE

2
9
29

5

Figure 2-17. Edit TFTP Parameters Window

TFTP Interface Parameter Descriptions

Use the following descriptions to set TFTP interface parameters.

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Specifieswhether TFTP is enabled for the I P router.

Select Enableto enable TFTP for the IP router. Because TFTP alows
write-access to the router’s file system, we recommend that you do not
enable TFTP in network environmentsin which you are concerned with
security. Select Disable to disable TFTP for the IP router.

1.3.6.1.4.1.18.35.3.6.1
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Default Volume
2
112|3|4]|5]6|7]8]9|10|11|12|13|14

Specifieswhich of the router’s slotswill be used, by default, for all TFTP
GETsand PUTs.

Specify the appropriate slot number. If you are configuring an AN™
router, you must specify slot 1.

1.3.6.1.4.1.18.3.5.3.6.2

Retry Time Out
5 seconds
Any number of seconds

Specifies the number of seconds TFTP waits for an acknowledgment
before retransmitting the last packet.

Specify the appropriate number of seconds.
1.3.6.1.4.1.18.35.3.6.4

Close Time Out
25 seconds
Any number of seconds

Specifies the number of seconds TFTP waits, after it has successfully
received afile, to make sure that the sender has received the last
acknowledgment.

Specify the appropriate number of seconds.
1.3.6.1.4.1.18.35.3.6.5
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Par ameter : Retransmit
Default: 5 retransmissions
Range:  Any number of retransmissions

Function:  Specifies the number of times TFTP retransmits an unacknowledged
message before abandoning the transfer attempt.

Instructions:  Specify the number of retransmissions.
MIB Object ID: 1.3.6.1.4.1.18.35.3.6.6

Configuring RIPSO Support
To configure RIPSO support on an | P interface, begin at the Configuration
Manager window shown in Figure 2-9 and proceed as follows:
1. Select Protocols] PO I nterfaces.
The IP Interfaces window (see Figure 2-11) opens.
2. Click on the | P interface on which you want to enable RIPSO.

w

Scroll through the | P interface parameter s until you can accessthe
Enable Security parameter.

Set the Enable Security parameter to Enable.
Set theremaining RIPSO parameters.
Click on Apply toimplement your changes.

N o o &

Click on Doneto exit the window.
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RIPSO Interface Parameter Descriptions

Use the following descriptions to set RIPSO parameters.

Parameter:  Enable Security
Default:  Enable
Options:  Enable | Disable
Function:  Enables or disables I P security options for thisinterface.

Instructions:  Set to Disable if you want to disable I P security options. If you set this
parameter to Disable, then the router accepts only the following IP
datagrams:

» Labeled IP datagrams with the classification level set to Unclassified
and no authority flags set

* Unlabeled IP datagrams
MIB Object ID: 1.3.6.1.4.1.18.35.3.2.1.4.76
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

-p

Strip Security

None

None | Incoming | Outgoing | All

Specifies the type of IP datagram from which the router should remove

the IP security options.

Select the type of | P datagram from which you want | P security optionsto

be removed as follows;

None: The router leaves | P security options on al inbound and
outbound I P datagrams intact.

Incoming: The router strips the IP security option from each
incoming | P datagram, after checking the |P datagram against the
interface's security configuration.

Outgoing: The router stripsthe IP security option from each outgoing
| P datagram, before checking each datagram against the interface’s
security configuration.

All: The router strips the I P security options from both incoming and
outgoing | P datagrams:. incoming datagrams after checking each
against thisinterface’s security configuration and outgoing datagrams
before checking each against the interface’s security configuration.

13.6.1.4.1.18.3.5.3.2.1.4.77

Note: If you set this parameter to Outgoing or All, then you must set the
Require Out Security parameter to None. (Smilarly, if you set the Require Out
Security parameter to Forwarded, Originated, or All, then you must set this
parameter to None or Incoming.)
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Require Out Security

All

None | Forwarded | Originated | All
Specifies which type of outbound datagrams require IP security 1abels.

Select a Require Out Security type as follows:

None: Therouter forwards unlabeled | P datagrams unchanged on this
interface. In addition, those | P datagrams that it originates and
transmits do not require labels.

Forwarded: The router requires all |P datagramsit forwards on this
interface (not those it originates) to contain basic | P security options.
If the datagram already contains an | P security label, the router
forwards the datagram unchanged. If the datagram is unlabeled, the
router adds the implicit or default 1abel to the datagram before
forwarding it.

Originated: The router specifies basic | P security options for al IP
datagrams it originates and transmits on this interface. The router
adds the default label to IP datagrams it originates and transmits on
thisinterface.

All: Therouter requires all datagrams (both those that it forwards and
those it originates) on thisinterface to contain basic | P security
options. It supplies theimplicit or default label for those datagrams
that do not already contain one.

1.3.6.1.4.1.18.35.3.2.1.4.78

- | Note: If you set this parameter to Originated or All, then you must enable the
Default Label and Error Label parameters.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

RequireIn Security

All

None |All

Specifies which type of incoming | P datagram requires security 1abels.

Select an In Security type that matches your network requirements, as
follows:

* None: The router does not require inbound | P datagrams to contain
labels.

» All: Therouter requires all inbound I P datagrams received on this
interface to contain basic | P security options.

1.3.6.1.4.1.18.3.5.3.2.1.4.79

Min Level
Unclassified
Unclassified | Confidential | Secret | Top Secret

Specifies the minimum security level that the router allows for inbound or
outbound I P datagrams. This parameter, together with the Max Level
parameter, specifies the range of classification levels that the router will
accept and process. The router drops | P datagrams it receives on this
interface that are below the minimum level specified here.

Select aminimum security level for thisinterface.
1.3.6.1.4.1.18.3.5.3.2.1.4.80
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Max Level
Top Secret
Unclassified | Confidential | Secret | Top Secret

Specifies the maximum security level that the router allowsfor inbound or
outbound IP datagrams. This parameter, together with the Min Level
parameter, specifies the range of classification levels that the router
accepts. The router drops I P datagrams it receives or transmits on this
interface that are above the maximum level specified here.

Select a maximum security level for this interface. The maximum level
must be greater than or equal to the minimum level.

1.36.1.4.1.18.35.3.21.4.81

Must Out Authority
No authority flags selected
No authority flags selected | GENSER | SIOPESI | SCI | NSA | DOE

Specifieswhich authority flags must be set in the protection authority field
of al outbound datagrams.

Select all of those authority flags that the router must set in all outbound
IP datagrams it transmits on thisinterface. If you do not select any
authority flags (the default setting), the router does not set any protection
authority flags in outbound 1P datagrams.

1.3.6.1.4.1.18.3.5.3.2.1.4.82
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

May Out Authority
ANY
ANY | GENSER | SIOPESI | SCI | NSA | DOE

Specifieswhich authority flags may be set in the protection authority field
of al outbound datagrams. The authorities you specify here must be a
superset of the authorities you specify for the Must Out Authority
parameter.

The default setting specifies that any of the authority flags may be set.
Either accept the default setting or reset and select only those authority
flags that are appropriate.

1.3.6.1.4.1.18.3.5.3.2.1.4.83

Must In Authority
No authority flags selected
No authority flags selected | GENSER | SIOPESI | SCI | NSA | DOE

Specifieswhich authority flags must be set in the protection authority field
of inbound IP datagrams.

Select al of those authority flags that must be set ininbound | P datagrams
received on thisinterface. If you do not select any authority flags (the
default setting), then the router does not require a datagram to have
authority flags set, but still accepts the datagram if any flags are set.

1.3.6.14.1.18.3.53.2.1.4.84
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

May In Authority
Any
Any | GENSER | SIOPESI | SCI |NSA | DOE

Specifieswhich authority flags may be set in the protection authority field
of inbound IP datagrams. The authorities you specify here must be a
superset of the authorities you specify for the Must In Authority
parameter.

The default setting specifies that any of the authority flags may be set.
Either accept the default setting or reset and select only those authority
flags that are appropriate.

1.3.6.1.4.1.18.3.5.3.2.1.4.85

Implicit L abel
Enable
Enable | Disable

If you select Enable, the router uses the Implicit Authority and Implicit
Level fields to create an implicit label. The router supplies the implicit
label to unlabeled inbound datagrams received by thisinterface. If you
select Disable, the router does not supply implicit labels for this interface.

Accept the default, Enable, to allow the router to supply implicit labelsfor
unlabeled inbound datagrams.

1.36.1.4.1.18.3.5.3.2.1.4.86
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Implicit Authority
No authority flags selected
No authority flags selected | GENSER | SIOPESI | SCI | NSA | DOE

Specifies the authority flags that the router sets when it suppliesimplicit
security labels for unlabeled inbound 1P datagrams.

Select all of those authority flags that the router should set when it
supplies an implicit security label. The set of authority flags you specify
here must include the set of authority flags you specified for the Must In
Authority parameter, and cannot include any of the flags you did not
specify for the May In Authority parameter.

1.3.6.1.4.1.18.3.5.3.2.1.4.87

Implicit Level
Unclassified
Unclassified | Confidential | Secret | Top Secret

Specifies the security level that the router sets when it supplies implicit
security labels for unlabeled, inbound | P datagrams.

Specify alevel within the range specified by the Min Level and Max
Level parameters.

1.3.6.1.4.1.18.35.3.2.1.4.88

Default Label
Enable
Enable | Disable

If you select Enable, the router uses the Default Authority and Default
Level fieldsto create a default label. The router supplies the default label
to unlabeled outbound datagrams originated or forwarded out this
interface. If you select Disable, the router does not supply default labels
for thisinterface.

To alow the router to supply default labels for unlabeled outbound
datagrams, accept the default, Enable.

1.3.6.1.4.1.18.35.3.2.1.4.89
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Default Authority
No authority flags selected
No authority flags selected | GENSER | SIOPESI | SCI | NSA | DOE

Specifies the authority flags that the router uses when it supplies default
security labels to unlabeled outbound IP datagrams.

Select those authority flags that the router should set when it supplies
default security labels. The set of authority flags you specify must include
the set of authority flags specified for the Must Out Authority parameter,
and cannot include any of the flags you did not specify for the May Out
Authority parameter.

1.3.6.1.4.1.18.3.5.3.2.1.4.90

Default Level
Unclassified
Unclassified | Confidential | Secret | Top Secret

Specifies the security level that the router sets when it supplies default
security labels to unlabeled outbound IP datagrams.

Specify adefault level within the range specified by the Min Level and
Max Level parameters.

1.3.6.1.4.1.18.35.3.21.4.91

Error Label
Enable
Enable | Disable

If you select Enable, the router uses the Error Authority and Min Level
fieldsto create an error label. The router suppliesthe error label to
outbound ICMP error datagrams. If you select Disable, the router does
not supply error labels for thisinterface.

To alow the router to supply error labels for outbound ICMP error
datagrams, accept the default, Enable.

1.3.6.1.4.1.18.3.5.3.2.1.4.92
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Parameter: Error Authority
Default:  No authority flags selected

Options:  No authority flags selected | GENSER | SIOPESI | SCI | NSA | DOE |
ALL

Function:  Specifies the authority flags that the router uses when it supplies error
security labels to outbound ICMP error datagrams.

Instructions:  Select those authority flags that the router should set when it supplies
error security labels to outbound ICMP error datagrams.

The set of authority flags you specify here must include the set of
authority flags you specified for the Must Out Authority parameter, and
cannot include any of the flags you did not specify for the May Out
Authority parameter.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.1.4.93

Configuring Router Discovery
To configure Router Discovery, begin at the Configuration Manager window (see
Figure 2-9) and proceed as follows:
1. Seect Protocols] PO Router Discovery.
The IP Router Discovery window opens (Figure 2-18).

2. Edit the optionsin thiswindow.
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IPF Router Discovery

T N °PP-

Enable ENABLE

Broadcast Type MULTICAST

Minimum Interval 450

Maximum Interval 600

Lifetime 1800

Interface Preference 0]

Figure 2-18. IP Router Discovery Window

Router Discovery Window Parameter Descriptions

Use the following descriptions to set Router Discovery parameters.

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Disables and enables Router Discovery on thisinterface.

If you configured thisinterface with Router Discovery, use this parameter
to disable Router Discovery.

13.6.1.4.1.18.3532.1.17.1.2

2-87



Configuring IP Services

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Broadcast Type

Multicast

Multicast | Local | Direct

Specifies the type of broadcast to use in sending advertisements.

Use Multicast wherever possible; that is, on any link where al listening
hosts support |P multicast.

1.36.14.1.18.35321.17.15

Minimum Interval

450

A value specifying the number of seconds

Specifies the minimum time interval between advertisements.

Specify avalue that is no less than 3 seconds and less than the value you
set for the Maximum Interval parameter.

1.36.1.4.1.18.3532.1.17.1.6

Maximum Interval

600

A value specifying the number of seconds

Specifies the maximum time interval between advertisements.

Specify avalue that is not less than 4 seconds, is greater than the value
you specified for the Minimum Interval parameter, and is not greater than
1800 seconds.

13.6.1.4.1.18.35.3.21.17.1.7
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Lifetime
1800
A value specifying the number of seconds

Specifies the maximum length of time that the advertised addresses are to
be considered as valid router addresses by hosts, in the absence of further
advertisements.

Specify avalue that is no less than the value you set for the Maximum
Interval parameter and no greater than 9000 seconds.

136.14.1.1835321.17.1.8

I nterface Preference
0
A numeric value

Specifies the preferability (a higher number indicates more preferred) of
the address as a default router address, relative to other router addresses
on the same subnet.

Enter avalue indicating the relative preferability of the router address.
Enter a preference value of 0x80000000 to indicate to neighboring hosts
that the addressis not to be used as a default route.

1.3.6.1.4.1.18.35.3.21.17.1.9

Configuring Blacker Front End Support

Configuring BFE support on an IP interface requires you to

Configure an X.25 interface that conformsto the BFE requirements described
in this section.

Enable the IP routing protocol on the interface.
Enable RIPSO support on the interface.

Before you begin the procedures described in this section, we recommend that
you have the following guides available for reference:

Configuring Routers

The appropriate protocol manual
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To configure BFE support on an P interface, begin at the Configuration Manager
window and perform the following procedures:

1

Configurean X.25 interface.

When you initialy configure packet-level parameters for the X.25 interface,
make certain to

a.  Set the Network Address Type parameter to BFE_ NETWORK.

b. Setthe DDN IP Address parameter to the IP address that is assigned to
your BFE connection.

Edit the packet-layer parametersfor the X.25 interface so that they
match the settings specified in Table 2-3.

Add network service record(s) to the X.25 interface.

Edit the network servicerecord parametersfor the X.25 interface so that
they match the settings specified in Table 2-4.

Remember to set the DDN BFE parameter to Enable.
Enablethe|P routing protocol on the X.25 interface.

The I P address specified must match the one specified in the packet-layer
parameter setting.

Edit thelP interfacerecord.

The address resolution must be set to X.25 BFE DDN. Also configure IP
security options (RIPSO) on the interface. | P security must be enabled and
labels are required on all outbound data.

For instructions on performing Steps 1 through 4, see Configuring X.25 Services.
For instructions on performing Steps 5 and 6, see the section “ Configuring the
Revised IP Security Option” on page 2-16.

Note: Generally, the synchronous line parameter settings are the same for
both a DDN X.25 link and a BFE X.25 link. However, if your operating
environment has specific needs, you may want to edit synchronous line
parameters. See the appropriate protocol manual for instructions.
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Table 2-3.

BFE Required X.25 Packet-Level Parameter Settings

X.25 Parameter

BFE Required Setting

Enable

Enable

Network Address Type

BFE_NETWORK

PDN X.121 Address

Parameter is ignored.

DDN IP Address

Specify the IP address assigned to your BFE
connection.

Sequence Size

MOD8

Restart Procedure Type

DTE_RESTART

Default Tx/Rx Window Size

BFE range is 2 to 7. This setting should match the
default value configured in the BFE. This value should
be coordinated with the X.25 service record value.

Default Tx/Rx Packet Length

BFE options include 128, 256, 512, and 1024. This
setting should match the default value configured in the
BFE.This value should be coordinated with the X.25
service record value.

Number of incoming SVC
channels

Zero (0). BFE does not support the one-way logical
channel incoming facility.

Incoming SVC LCN Start

Parameter is ignored.

Number of outgoing SVC
channels

Any valid nonzero setting.

Bidirectional SVC LCN

Any valid nonzero setting.

Number of outgoing SVC
channels

Zero (0). BFE does not support the one-way logical
channel outgoing facility.

Outgoing SVC LCN Start

Parameter is ignored.

Number of PVC channels

Zero (0). BFE does not support PVCs.

PVC LCN Start

Parameter is ignored.

T1 Timer, T2 Timer, T3 Timer,
T4 Timer

BFE has no special requirements for any of these four
parameters.

Flow Control Negotiation

Set to On if you do not want to use the default values
configured in the BFE for this link.

Max Window Size

BFE range is 2 to 7. If you specify any other setting than
the default value configured in the BFE, set Flow Control
Negotiation to On.This value should be coordinated with
the X.25 service record value.

(continued)
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Table 2-3. BFE Required X.25 Packet-Level Parameter Settings (continued)

X.25 Parameter BFE Required Setting

Max Packet Length BFE options include 128, 256, 512, and 1024. If you
specify any other value than the default value configured
in the BFE, then set Flow Control Negotiation to On. (If
the IP interface is configured to support multiple IP
security levels, then set to 1024.) This value should be
coordinated with the X.25 service record value.

Trans/Recv Throughput Class | Parameter is ignored.

Max Throughput Class Parameter is ignored.

Throughput Class Negotiation | Off

Network User Identification Off

Incoming Calls Accept On

Outgoing Calls Accept On

Fast Select Accept Off

Reverse Charge Accept Off

Fast Select Off

Reverse Charging Off

CUG Selection Null

CUG Outgoing Access Null

CUG Bilateral Selection Null

RPOA Selection Off

Charging Information Off

Transit Delay Off

Full Addressing On

Acceptance Format Defext

Release Format Defext

CCITT (now ITU-T) DXE1980

Conformance

Network Standard DOD
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Table 2-4.
Settings

BFE Required X.25 Network Service Record Parameter

X.25 Parameter

BFE Required Setting

Enable

Enable

Type

DDN

Connection ID

Parameter is ignored.

Remote IP Address

Specify the IP address of the remote system.

Remote X.121 Address

Parameter is ignored.

Broadcast

Parameter is ignored.

Max Connections

Any valid setting.

Precedence Any valid setting. The BFE will accept, but not act on,
the DDN Precedence facility.

Max Idle Any valid setting.

Call Retry Any valid setting.

Flow Facility Set to On if you want to use a value other than the
default window size and packet size configured in the
BFE.

Window Size BFE range is 2 to 7. If you want to use a value other than
the default window size configured in the BFE, set Flow
Facility to On. You must coordinate this value with the
packet-level value.

Packet Size BFE options include 128, 256, 512, and 1024. If you

want to use a value other than the default packet size
configured in the BFE, set Flow Facility to On.

(If IP interface is configured to support multiple 1P
security levels, then set to 1024.) You must coordinate
this value with the packet-level value.

Fast Select Request Off
Fast Select Accept Off
Reverse Charge Request Off
Reverse Charge Accept Off
User Facility Null
DDN BFE Enable
CUG Facility Format None

(continued)
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Table 2-4. BFE Required X.25 Network Service Record Parameter
Settings (continued)

X.25 Parameter

BFE Required Setting

CUG Facility Type

This parameter is ignored.

CUG Number

This parameter is ignored.

2-94




Chapter 3
Configuring RIP Services

This chapter contains the following sections describing the Bay Networks
implementation of the Routing Information Protocol (RIP):

* RIPOverview - page 3-1

* Sending RIP Updates - page 3-2

* Receiving RIP Updates - page 3-4

»  Setting RIP Timers - page 3-6

» Enabling RIP2 Authentication - page 3-6
»  Specifying the RIP Diameter - page 3-7
e Editing RIP Parameters - page 3-7

RIP Overview

The Routing Information Protocol (RIP) is a distance-vector protocol that lets
routers in the same autonomous system exchange routing information by means
of periodic RIP updates.

Routers transmit their own RIP updates to neighboring networks and listen for
RIP updates from the routers on those neighboring networks. Routers use the
information in the RIP updates to ensure that their internal routing tables reflect
the current state of the network and contain the best paths available. For RIP, the
best path to a destination is the path with the fewest hops. RIP computes distance
asametric, usually the number of hops (or routers) from the origin network to the
target network.
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The Bay Networks implementation of RIP offers features of RIP Version 1 and
RIP Version 2. Combined features include

RIP Version 2 with selectable no-aggregation mode or aggregation mode
Multicast addressing for RIP Version 2 updates

Configurable timers

Update authentication

Support for subnet masks

Triggered updates

Sending RIP Updates

When you configure RIP on the router, you can specify whether RIP sends
Version 1 or Version 2 updates. You can also specify whether RIP sends split
horizon, poisoned reverse, or triggered updates.

Selecting the Sending Mode

You can specify whether RIP sends updatesin RIPVersion 1 mode, RIP Version 2
mode with no aggregation, or RIP Version 2 mode with aggregation.

In RIP Version 1 mode, RIP generates Version 1 updates only, using the
broadcast address as specified in RFC 1058. RIP aggregates subnet
information.

In RIPVersion 2 mode, RIP generates Version 2 updates, using the multicast
address 224.0.0.9 as specified in the RIP Version 2 RFC, 1388. RIP does not
aggregate subnet information.

In RIP Version 2 mode with aggregation, RIP generates RIP Version 2
updates, using the multicast address, and performs aggregation of subnetsinto
anatural network advertisement on interfaces belonging to another network.

In both Version 2 modes, RIP checks the authentication on al received updates
(see “Enabling RIP2 Authentication” on page 3-6).

For instructions on using Site Manager to specify the RIP update mode, see the RIP
Mode parameter on page 3-14.
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Sending Split Horizon and Poisoned Reverse Updates

Split horizon and poisoned reverse updating are schemes for controlling the way a
router advertises aroute to the neighbor from which it learned the route.

In split horizon updating, arouter that sends updates to a neighbor omits routes
that it learned from that neighbor.

In poisoned reverse updating, arouter that sends updates to a neighbor includes
routes learned from that neighbor but sets the route metric to infinity.

Site Manager allows you to configure RIP to generate split horizon or poisoned reverse
updates on an interface. For instructions, see the Poisoned Reverse parameter on page
3-12.

Note: Split horizon and poisoned reverse apply to routes learned from any
-> protocol. For example, with split horizon enabled, RIP will not advertise an
OSPF-learned route over the interface that OSPF determined to be the next
hop for that route. In Router Software Version 5, split horizon applied to routes
learned from RIP only.

Sending Triggered Updates

A triggered update is caused by the occurrence of a particular event — in contrast
to an update that occurs at regular intervals.

A RIP router configured to issue triggered updates sends an update for aroute
whenever RIP changes the route’s metric. The triggered update contains only the
routes that have changed.

A RIP router that issues triggered updates al so sends full updates at regular
intervals.

Site Manager allows you to configure RIP to generate triggered updates. For instructions,
see the Triggered Updates parameter on page 3-15.
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Receiving RIP Updates

RIP can receive both RIP Version 1 and RIP Version 2 updates. A RIP Version 2
update message includes a subnet mask along with the destination address. A RIP
Version 1 update message contains the destination address only.

To determine the subnet address part and the host address part of a 32-bit IP
address, RIP examines the version number field of each incoming RIP update.

» If theupdateisaVersion 1 update, RIP applies the network mask assigned to
the address of the receiving | P interface to determine the destination subnet.
(If thereceiving I Pinterface is an unnumbered interface, RIP applies the mask
of the associated | P address.) After applying the interface mask to the
destination, RIP1ooks at the remaining host portion of the address. If there are
any bits set in the host portion, this entry will be interpreted as a host address
and amask of all 1sis used.

» If theupdateisaVersion 2 update, RIP applies the mask in the update to the
destination address. Support for variable-length subnets, supernetting, and
host routes (addresses) isimplicit because of the support for subnet masksin
the Version 2 update.

Calculating the RIP Metric

To calculate the RIP metric for areceived route, the router adds the configured
interface cost to the received RIP metric. The router enters this new value in the
routing table and usesiit for subsequent RIP update transmissions.

For instructions on using Site Manager to configure the cost of an interface, see the
Interface Cost parameter on page 2-38.

Specifying a Subnet Mask for a Received Version 1 Update

A RIP Version 1 update does not include a subnet mask for a destination address.
By default, when RIP receives aVersion 1 update, it applies the network mask
assigned to the address of the receiving IP interface. RIP adds this address/mask
pair to the routing table.
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RIP accept policies (and import route filters) include a subnet mask parameter that
you can use to override the default mask. This parameter worksin two ways:

If you set the parameter with avalid mask value, RIP applies this mask to the
destination address in areceived Version 1 update. RIP adds the address/mask
pair to the routing table.

If you set the subnet mask parameter to 0.0.0.0, RIP uses the default subnet
mask (the mask of the receiving IP interface) only on the condition that the
destination address is a subnet of the same network as the receiving interface.
If the destination address and the address of the IP interface are on different
networks, RIP applies the natural mask of the destination address.

For example, consider arouter with an IP interface 2.2.2.2/255.255.0.0. Now
consider that the router receives on that interface a RIP Version 1 routing update
for the following destination networks:

2.1.00
3.0.0.0
2.3.3.0

If you set the subnet mask parameter with the value 0.0.0.0, RIP takes the
following actions:

Since network 2.1.0.0 is on the the same network as the receiving interface
2.2.2.2, IP appliesthe subnet mask of the receiving interface to the destination
address. In this case, RIP adds the address/mask pair 2.1.0.0/255.255.0.0 to
the routing table.

Since network 3.0.0.0 is on a different natural network than the receiving
interface, 1P applies the natural mask of this network to the destination
address. In this case, RIP adds the address/mask pair 3.0.0.0/255.0.0.0 to the
routing table.

Since network 2.3.3.0 is aso on the same network as the receiving interface
2.2.2.2, RIP applies the mask of the receiving interface to the destination
address and adds the address/mask pair 2.3.0.0/255.255.0.0 to the routing
table.
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*  Now suppose you know that the network mask for 2.3.3.0 is actually
255.255.255.0. You can write an accept policy to match on 2.3.3.0/
255.255.255.0 that specifies an apply mask of 255.255.255.0. Instead of
applying the mask of the receiving I P interface to the destination address, RIP
applies the mask 255.255.255.0 and adds the address/mask pair 2.3.3.0/
255.255.255.0 to the routing table.

For instructions on using Site Manager to configure a RIP accept policy to apply a user-
specified subnet mask to the destination address in a V1 update, see the Apply Subnet
Mask parameter on page 9-11. For instructions on using Site Manager to configure an
import route filter to apply a user-specified subnet mask, see the Apply Subnet Mask

parameter on page 10-6.

Setting RIP Timers

Configurable timers determine the way RIP manages route information. Setting
these timers alows you to specify

» Thefreguency at which RIP broadcasts full RIP updates
» Thetime period that RIP will wait before timing out a route

» Thetime period that unreachable routes will be held in the routing table

For instructions on using Site Manager to set RIP timers, see the Broadcast Timer
parameter on page 3-13, the Timeout Timer parameter on page 3-13, and the Holddown
Timer parameter on page 3-13.

Enabling RIP2 Authentication

RIP2 mode supports update authentication.

By default, RIP running in RIP2 mode does not ook for a password on incoming
updates. With authentication configured and enabled, RIP performs the following

steps:
1. If no password is present in the update, RIP drops the update.

2. If apassword is present in the update and that password is valid, RIP accepts
the update.

3. If the password isinvalid, RIP drops the update.
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On interfaces not configured and enabled for authentication, the following steps
occur:

1. If no password is present, RIP accepts the update.
2. |If apassword is present, RIP drops the update.

Site Manager allows you to configure authentication on a RIP interface and specify a
password. For instructions, see the Authentication Type parameter on page 3-15 and the
Authentication Password parameter on page 3-15.

Specifying the RIP Diameter

The RIP diameter is the hop count that RIP uses to denote infinity. In order for
RIP to operate properly, every router within the network must be configured with
an identical RIP diameter value.

For instructions on using Site Manager to set the RIP diameter, see the RIP Diameter
parameter on page 2-57.

Editing RIP Parameters

This section describes how to edit, or customize, RIP parameters for | P interfaces
on which you enabled RIP.

For each RIP parameter, this chapter provides information about default settings,
valid parameter options, the parameter function, instructions for setting the
parameter, and the Management Information Base (MIB) object ID.

The Technician Interface allows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
@ aparameter isvalid. Entering an invalid value can corrupt your
configuration.
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Configuring RIP on the Router

Before you can configure RIP on the router, you must perform the following
operations to ensure that the dlot is properly set up for IP:

1. Open aconfiguration file.

2. Specify aslot and configure alink module on the slot (if the configuration file
isaloca modefile).

3. Sdlect alink or net module connector and configure a circuit on the connector,
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.

Once you have configured a circuit, you are finished with the Add Circuit window.
1. Click on OK on theAdd Circuit Window.
The Select Protocols window opens.
2. Select IP and RIP from the Select Protocols window and click on OK.
Site Manager displays the IP Configuration window.

3. Edit thelPwindow asdescribed in “ Configuring a Circuit and Adding an
IP Interface” on page 2-32.

4. Click on OK.

RIP is configured on the interface with default parameters. To customize aRIP
interface, begin at the Configuration Manager window and proceed as follows:

1. Select Protocolsd IPORIP Interfaces.

The IP RIP Interfaces window opens (see Figure 3-1). It listsal RIP
interfaces configured on the router.

Click on the RIP interface you want to edit.
Edit those parameter s you want to change.

Click on Apply to implement your changes.

a M w DN

Click on Doneto save your changes and exit the window.
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3.3.3.3 cct #1 cct name E21 ; ST

Apply
Values...

Help...

o .————_.—- h e

Enable ENABLE

RIP Supply ENABLE

RIP Listen ENABLE
Default Route Supply DISABLE
Default Route Listen DISABLE

Poisoned Reverse POISONED

Figure 3-1. IP RIP Interfaces Window

RIP Parameter Descriptions

This section describes how to set all parameters shown on the IP RIP Interfaces
window.
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable
Enable
Enable | Disable

Specifies whether the Routing Information Protocol (RIP) is enabled on
thisinterface.

Select Enable to enable RIP on this interface. Select Disable to disable
RIP on thisinterface.

1.36.1.4.1.18353.2.2.2.1.2

RIP Supply
Enable
Enable | Disable

Specifies whether the interface transmits periodic RIP updates to
neighboring networks.

Select Enable to configure the interface to transmit RIP updates. Select
Disable to prohibit the interface from transmitting RIP updates.

1.3.6.14.1.18.3.5322215

RIP Listen
Enable
Enable | Disable

Specifies whether thisinterface listens to RIP updates from neighboring
networks.

Select Enableto configure thisinterfaceto listen to RIP updates and, thus,
add received routing information to itsinternal routing table.

If you select Enable, a configured policy can till prohibit the interface
from updating its internal routing tables.

Select Disable to configure the interface to ignore RIP updates from
neighboring routers. Thus, the interface does not add received routing
information to itsinternal routing table.

1.3.6.1.4.1.18.35.322.2.1.6
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Default Route Supply
Disable
Enable | Disable | Generate

Specifies whether or not the interface advertises a default route in RIP
updates sent to neighboring networks. When a router does not know the
route of a particular address, it uses the default route as the destination. A
configured policy can override this setting.

Beginning with Router Software Version 9.0, this parameter is
independent of the RIP Supply parameter.

If you select Enable, RIP advertises the default routeiif it is present in the
routing table — that is, if you have statically included a default routein
the table or if the router has learned the default route (0.0.0.0)
dynamically.

If you select Generate, RIP advertises a default route whether or not a
default route is present in the routing table. (This parameter does not
cause RIP to create arouting table entry for a default route; the route will
not be visible in the routing table.)

1.36.1.4.1.18353.22.2.1.7

Default Route Listen
Disable
Enable | Disable

Specifies whether or not | P adds default route information to its internal
routing table.

Select Enable to configure the RIP interface to listen for and potentially
add the default route (0.0.0.0) information to its internal routing table.
Note that you must aso enable RIP Listen on thisinterface. A configured
policy can override this setting.

Select Disable to prohibit the RIP interface from adding the default route
(0.0.0.0) information to itsinternal routing table.

1.3.6.14.1.18.3532221.8
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Parameter:  Poisoned Reverse
Default:  Poisoned
Options.  Poisoned |Actual | Split
Function:  Specifies how the RIP interface advertises routesit learns from an
adjacent network in periodic updates subsequently sent to that network.

Instructions:  Select Poisoned to configure this RIP interface to implement poisoned
reverse. When poisoned reverse is enabled, the RIP interface advertises
routes to the adjacent network from which it has learned the routes. In
RIP updates, RIP uses a hop count of RIP Network Diameter plus one,
thus declaring the destination unreachable. Poisoned reverse can speed up
the convergence of the network routing tables.

Select Split to configure this RIP interface to implement a split horizon.
When split horizon is enabled, the RIP interface omits routes learned
from a neighbor in RIP updates subsequently sent to that neighbor.

Select Actual to configure this RIP interface to advertise routes with the
learned cost. Thisis useful on a Frame Relay interface that has virtual
connections (VCs) to different routers that are part of the same logical IP
subnet.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.2.2.1.9

Parameter:  TimetoLive
Default: 1
Range:  1to 255 hops
Function:  SpecifiesaTTL valueto be inserted in the IP header for RIP updates.

Instructions:  Certain RIP implementations ignore packets with a TTL value of 1 hop.
Use this parameter to provide interoperability with such implementations.

SettingaTTL of 1 prevents RIP updates from inadvertently getting off the
local network. Increasing the TTL introduces the risk of the update
getting off the local network and being forwarded around the network.

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.2.2.1.11
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Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Range:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Broadcast Timer

30 seconds

5 seconds to 86,400 seconds (24 hours)

Specifies how frequently RIP does afull update of the routing table.
Enter avalue in 5-second increments.
1.3.6.1.4.1.18.35.3.2.2.2.1.12

Timeout Timer
90 seconds
15 seconds to 259,200 seconds (72 hours)

Specifies the time period that RIP will wait for an update for a particular
network before declaring it to be unreachable.

We recommend a timeout value of the broadcast time multiplied by 3.
Enter atime in 5-second increments.

1.3.6.1.4.1.18.3.5.3.2.2.2.1.13

Holddown Timer
90 seconds
15 seconds to 259,200 seconds (72 hours)

Specifies the time period that unusable routes will be advertised through
thisinterface after the route has become invalid.

We recommend a timeout value of the broadcast time multiplied by 3.
Enter atime in 5-second increments.

This parameter affects how long aroute remains in the routing table after
the route has become unusable. To guarantee the holddown time for each
interface, RIP uses the largest holddown value as the amount of time to
keep the route in the routing table. Please note that if arouteto a
destination becomes unusabl e, the holddown value will not affect the
router’s ability to learn new routes to the same destination.

1.36.1.4.1.18.3.532.2.2.1.14
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Parameter:  RIP Mode
Default:  RIPI
Options:  RIP I |RIPII | RIPII with aggregation
Function:  Specifies which mode of RIP to run.

Instructions:  If you specify RIP I, RIP generates RIP Version 1 packets only. The
destination |P address is the directed broadcast address, and the
destination MAC address is the broadcast address. Select RIP | if any of
the listening devices are RIP Version 1-only devices.

If you select RIP I1, RIP generates RIP Version 2 updates with the
destination MAC address set to the multicast address of 224.0.0.9
specified in the RIP Version 2 RFC. The destination MAC address on
Ethernet and FDDI networks will be the corresponding multicast address.
On dll other media, the destination MAC address will be the broadcast
address. RIP does not aggregate subnet information in the updates.

If you select RIPII with aggregation, RIP generates Version 2 updates but
aggregates subnet information in the manner of RIP Version 1.

We recommend the use of RIP Il mode, with or without aggregation,
rather than RIP | mode, especially if unnumbered point-to-point links or
variable-length subnets are used.

MIB Object ID:  1.3.6.1.4.1.18.35.3.22.2.1.15
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Triggered Updates
Disable
Enable | Disable

Configures RIP to generate an update each time it recal culates aroute’s
metric.

For compatibility with routers running Version 8.10 or earlier, disable this
feature. Pre-V9.00 implementations of RIP do not support triggered
updates.

If you enable triggered updates, RIP will generate triggered updates with
amaximum frequency of one every 5 seconds. The route will include al
changes that occurred in the last 5 seconds. This enforced interval
prevents RIP from monopolizing CPU resources during periods of
instability.

1.3.6.1.4.1.18.35.3.2.2.2.1.16

Authentication Type

None

None | Simple

Specifies the way RIP handles simple authentication in RIP2 mode.

If you are running RIP in RIP2 mode and do not want authentication, set
this parameter to None. If you set the parameter to Simple, RIP drops all

received Version 1 updates and processes only Version 2 updates with the
correct password set.

1.3.6.1.4.1.18.35.3.2.2.2.1.17

Authentication Passwor d

None

A valid password string up to 16 characters

Specifies a password.

Set the Authentication Type to Simple and enter a password.
1.3.6.1.4.1.18.35.3.2.2.2.1.18
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Chapter 4
Configuring OSPF Services

Open Shortest Path First (OSPF) isan internal gateway protocol for usein large
networks. This chapter consists of the following sections that describe OSPF and
show you how to edit OSPF parameters.

Link States and Shortest Path Trees - page 4-2

OSPF Addresses and Variable-Length Masks - page 4-2
Configuring the OSPF Soloist and Backup on a Slot - page 4-2
Specifying Network Types - page 4-3

Discovering and Configuring Neighbors - page 4-5

Dividing an ASinto Areas - page 4-7

Configuring Cost Metrics - page 4-18

Enabling Authentication and Specifying a Password - page 4-20
Configuring OSPF Message Logging - page 4-20

Putting the Pieces Together - page 4-20

OSPF Implementation Notes - page 4-22

Editing OSPF Parameters - page 4-23
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Link States and Shortest Path Trees

OSPF isalink-state protocol. A router running alink-state protocol periodically
tests the status of the physical connection to each of its neighbor routers and sends
thisinformation to its other neighbors. A link-state protocol does not require each
router to send its entire routing table to its neighbors. Instead, each router floods
only link-state change information throughout the system (a system, in this case,
may be the autonomous system, or a subset of the autonomous system called an
area). Thisprocessisreferred to as the synchronization of the routers' topological
databases.

With the link information, each router builds a shortest-path tree with itself asthe
root of thetree. It then can identify the shortest path from itself to each destination
and build its routing table.

OSPF Addresses and Variable-Length Masks

A destination in as OSPF route advertisement is expressed as an | P address and a
variable-length mask. Taken together, the address and the mask indicate the range
of destinations to which the advertisement applies.

The ability to specify arange of networks allows OSPF to send one summary
advertisement that represents multiple destinations. For example, a summary
advertisement for the destination 128.185.0.0 with amask of Oxffff0000 describes
asingle route to destinations 128.185.0.0 to 128.185.255.255.

Configuring the OSPF Soloist and Backup on a Slot

The OSPF protocal isimplemented as a soloist — that is, as a single process
running on asingle slot of arouter. When you add an OSPF interface to a circuit,
the router enables OSPF on adot. If the slot on which the OSPF soloist is running
goes down, the router will attempt to run OSPF on another sot. The router uses
any available slot (the default) or a dlot specified by the network administrator.
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Each time the OSPF soloist isrestarted, al of the routing information is lost and
must be relearned from the network. The OSPF backup soloist provides a method
of preserving information learned from the network in the event of an OSPF crash
or slot removal, avoiding the time-consuming and resource-intensive process of
relearning routing information. In the event of a crash or slot removal, transition
between the OSPF primary and backup soloist occurs without relearning routing
information from the network.

For instructions on customizing the way the OSPF soloist runs on a router, see “Editing
OSPF Global Parameters” on page 4-35.

Site Manager allows you to specify a slot or slots on which the router can restart the
OSPF soloist. For instructions, see the OSPF Slot parameter on page 4-38.

To disable and enable the OSPF backup soloist, see the Backup Enable parameter on
page 4-39.

Specifying Network Types

OSPF interfaces support four types of network:
* Point-to-point

* Broadcast

* Nonbroadcast multiaccess

»  Point-to-multipoint

A point-to-point network joins asingle pair of OSPF routers. An example of such
anetwork would be a network of synchronous lines.

A broadcast network supports multiple routers and can address a single physical
message to all attached routers. Examples of such a network are Ethernet, FDDI,
and Token Ring.

A nonbroadcast multiaccess (NBMA) network supports multiple routers and
cannot address a single physical message to all routers. Examples of such a
network are Frame Relay and X.25.

A point-to-multipoint network supports multiple routersin a partial mesh
configuration. (Bay Networks supports the standard OSPF point-to-multipoint
interface and also provides a proprietary point-to-multipoint solution for routers
running OSPF in star Frame Relay topologies.)
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Figure 4-1, for example, shows a point-to-multipoint topology in which four AN
routers are connected by Frame Relay linksto a BCN router. The AN routers are
the spokes of the topology, and the BCN router is the hub. All of the routers are
running OSPF. The BCN router is connected to the Frame Relay network over a
permanent virtual circuit (PVC) in group mode. The AN routers are connected
over PVCsin direct or group mode. For details on Frame Relay, see Configuring
Frame Relay Services.

BCN

<— Group Mode PVC

Frame Relay

Group Mode or
Direct Mode PVC

AN1 AN2 AN3 AN4

Figure 4-1. Point-to-Multipoint Topology

OSPF point-to-multipoint interfaces provide an efficient means to connect routers
in astar topology. The routers are configured as follows:

* Thehub of the star topology — the BCN router in Figure 4-1 — is configured
with a point-to-multipoint interface to the PV C and is set to be the OSPF
designated router in the network. The Router Priority parameter isset to a
value greater than O.

» Each spoke of the star — the AN routersin Figure 4-1 — is configured with a
point-to-multipoint interface to the PV C and is made ineligible to become the
designated router. The Router Priority parameter on each AN isset to O.

When the spokes of the topology (the AN routers) are computing routes through
the other spokes, the next hop is forced to be the hub (the BCN router). The hub
can then forward the packet to the correct spoke.
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Running OSPF with point-to-multipoint network interfaces addresses two
problems: how to minimize the number of subnets and how to minimize the
number of interfaces required to support communications within the star topol ogy.
With point-to-multipoint interfaces, each star topology requires only one subnet,
rather than one subnet for each PV C. Also, the hub needs to support only one
interface for each star rather than one interface for each PV C. This reduces the
demand for resources on the router.

For instructions on using Site Manager to specify the type of network supported on an
OSPF interface, see the Type parameter on page 4-29.

Configuring OSPF on a Circuitless Interface

In some configurations, you may want the router’s circuitless interface to be
treated as the interface for an OSPF internal route. To do this, you can add OSPF
to the circuitless interface.

For instructions on using Site Manager to add OSPF to the router’s circuitless interface,
see “Configuring a Circuitless IP Interface” on page 2-62.

Discovering and Configuring Neighbors

OSPF neighbors are any two routersthat have an interface to the same network. In
each OSPF network, routers use the Hello protocol to discover their neighbors and
maintain neighbor relationships. On a broadcast or point-to-point network, the
Hello protocol dynamically discovers neighbors; however, on a nonbroadcast
multiaccess network, you must manually configure neighbors.

The Hello protocol is responsible for ensuring that communication between
neighborsis bidirectional. Periodically, OSPF routers send out Hello packets over
al interfaces. Included in these Hello packets are

» Therouter’s priority
» Therouter's Hello Timer and Dead Timer value
» Alist of routersthat have sent this router Hello packets on this interface

» Therouter's choice for designated router and backup designated router
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Bidirectional communication is determined when one router seesitself listed in
the neighbor’s Hello packet.

For instructions on using Site Manager to set the characteristics of the Hello protocol on
an OSPF interface, see the Hello Interval parameter on page 4-31, the Dead Interval
parameter on page 4-32, and the Poll Interval parameter on page 4-32.

For instructions on using Site Manager to configure a connection to a neighbor on a
nonbroadcast multiaccess network, see “Adding a Neighbor to an NBMA Interface” on

page 4-55.

Establishing Adjacencies

Neighbors may form an adjacency for the purpose of exchanging routing
information. When two routers form an adjacency, they go through a process
called database exchange to synchronize their topological databases. When their
databases are synchronized, the routers are said to be fully adjacent. From this
point on, only routing change information is passed between the adjacencies, thus
conserving bandwidth.

All routers connected by a point-to-point network or avirtual link will always
form an adjacency. Also, every router on a multiaccess network forms an
adjacency relationship with the designated router and the backup designated
router.

Electing a Designated and Backup Designated Router

To further reduce the amount of routing traffic, the Hello protocol elects a
designated router and a backup designated router on each multiaccess network.
Instead of neighboring routers forming adjacencies and swapping link-state
information with each other (which on alarge network can mean alot of routing
protocol traffic), al routers on the network form an adjacency with the designated
router and the backup designated router only and send link state information to
them. The designated router then redistributes the information from each router to
every other router.

The Hello protocol always elects a backup designated router along with the
designated router. Its responsibility isto take over al of the designated router’'s
functions should the designated router fail.
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Dividing an AS into Areas

OSPF routers reduce and restrict the amount of internal and external routing
information that is flooded through the AS by dividing the ASinto areas.
Figure 4-2 shows an OSPF autonomous system divided into three areas and a
required central area called a backbone that is used to distribute routing
information among areas. Each area has a unique ID number in the AS (the
backbone always has ID 0.0.0.0).

BGP EGP
R1 R> Backbone
R3 R11
—" = ArT
R12
R10 R13
@@
R7
Area A . o Stub Area R14
BGP

Area B

Figure 4-2. OSPF Areas

An ASdivided into areas requires three kinds of OSPF router: internal routers,
boundary routers, and border routers.

* Internal routers flood each area with complete routing information about
changes that occur within the area. In AreaA, for example, R4, R5, and R6
areinternal routers.

» Boundary routers receive information about routes outside the AS, generate
AS externa (ASE) routing advertisements, and inject the ASEsinto the AS.
RI, R2, R7, and R14 are boundary routers.
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Each border router connects an area to the backbone. In Figure 4-2, R3, RS,
and R11 are border routers. Using the backbone, border routers ensure that
ASEs and summaries of routing information for all areas are distributed
throughout the AS.

Border routers can treat certain areas as stubs. Border routers forward no
information about external routes to stubs and can also be configured to forward
no information about internal OSPF routes. Figure 4-2 includes one stub area.

For instructions on using Site Manager to assign an ID to an area, see “Configuring

OSPF on the Router” on page 4-24.

For an example of an OSPF AS that has been divided into areas, see Appendix C.

The network administrator creates areas by configuring OSPF routers as described
in the following sections:

Configuring an Internal Area Router - page 4-8
Configuring a Border Router - page 4-10
Configuring a Boundary Router - page 4-14

Configuring an Internal Area Router

Aninternal router has OSPF interfaces to networksin one areaonly. Each internal
router

Generates advertisements about the state of its local interfaces (updating its
routing table) and floods these internal advertisementsto all adjacent routers.

Receives link-state advertisements from other routersin the areaand
summaries about routes in other areas. The router floods all received interna
advertisements to adjacent routers and uses this information to update its
routing table.

Receives ASE advertisements, updates its routing table, and floods the ASEs
to adjacent routersin the area.
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Figure 4-3, for example, provides a closer view of router R4, an internal router in
AreaA inFigure 4-2. R4 has six interfacesto AreaA networks: A, B, C, D, E, and
F. On interface F, the router has established an adjacency with internal router R5.
On interface D, the router has established an adjacency with internal router R6.
On interface B, the router has established an adjacency with border router R3.

If the state of one of its interfaces changes (for example, if interface A fails),
router R4 generates an internal link-state advertisement and floods it to adjacent
routers.

Periodically, R4 receives internal and external state information from adjacent
router R5. When this occurs, R4 updates its routing table and floods the
information to adjacent routers.

By flooding all internal and external change information to adjacent routers,
internal routers ensure that every router in the area has the same routing table for
that area. (In OSPF terminology, this process is called synchronizing area
databases.) For information about adjacent routers, see “ Establishing
Adjacencies’ on page 4-6.

to R3

(o5 o] 7] o

Routing

— Table
- (o]

]

to R6

Key

<% | ocal network connection
to adjacent router

Figure 4-3. Internal Area Router
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Configuring a Border Router

Each areais connected to the backbone by one or more border routers. In

Figure 4-2, for example, R3 isaborder router connecting AreaA to the backbone.
A border router can have connections to multiple areas. In Figure 4-4, for
example, BR 2 has an interface to a network in Area B and an interface to a
network in Area C.

Backbone Network

Area C
Border Internal
Border Router 2 Router

Router 1

Area C Network

Area A Network Area B Network
1T I
—| Area A Area B
Internal |__ Internal [
_ | Router Router

Figure 4-4. Area Border Router

Each border router in an AS

» Receivesrouting information from its attached areas, creates summaries of
this information, and forwards the summaries to the backbone and to any
other attached area. In Figure 4-4, for example, BR2 floods summaries from
AreaB to the backbone and Area C. Through the backbone, the summaries
are forwarded to all other areasinthe AS.
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* Receives (viathe backbone) summaries from other border routers, uses this
information to create new routing summaries (which add in the cost of the
backbone routes), and forwards the new summaries to its attached areas.

Using Site Manager, you configure a border router by assigning the reserved backbone
ID (0.0.0.0) to one OSPF interface and an area ID to one or more additional OSPF
interfaces. For instructions, see the OSPF Area parameter on page 4-26.

The features and functions of OSPF border routers are described in the following
sections:

» Configuring aVirtual Backbone Link through a Transit Area - page 4-11
» Defining a Range for a Summary Route - page 4-13
» Configuring Border Servicesfor a Stub - page 4-13

Configuring aVirtual Backbone Link through a Transit Area

Every border router must have a connection to the backbone. This connection can
be physical or virtual.

If the border router has an interface to a backbone network, that router is
considered to be physically connected to the backbone. In Figure 4-4, BR1 and
BR2 are both physically connected to the backbone.

In some cases, it may not be possible to configure a border router with an interface
to a backbone network. If the router has an OSPF neighbor that is physically
connected to the backbone, the router can use that neighbor to establish avirtual
link to the backbone.

In Figure 4-5, for example, Border Router 1 haslost its interface to the backbone
network. In its place, the network administrator has configured an interface to a
network in Area B. Through this network, Border Router 1 now has a neighbor —
Border Router 2 — that is connected physically to the backbone. The network
administrator can use Border Router 2 to configure avirtua link between Border
Router 1 and the backbone.
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An areathat is used to provide avirtual link between aborder router and the
backbone is considered to be atransit area. In Figure 4-5, Area B functions as a
transit area.

For instructions on using Site Manager to configure a virtual link through a transit area,
see “Configuring OSPF Virtual Interfaces” on page 4-59.

Backbone Network

Area C
Internal
Router [~

Area C Network

Area A Network Area B Netwoﬁ< >~

| AN
—_—
| \
—| Area A Area B \
Internal |___ \ Internal [ |
__| Router \ Router
N |
A | | Transit
AN
~ Area y
N ~
Key S
Virtual
Link

Figure 4-5. Virtual Link and Transit Area
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Defining a Range for a Summary Route

Border routers generate summary advertisements for their attached areas. Each
summary advertisement specifies arange of destinationsin an area. An arearange
specification consists of a network address and a variable-length mask. For
example, asummary advertisement for the destination 140.191.0.0 with amask of
255.255.0.0 describes a single route to the collection of destinations 140.191.0.0
to 140.191.255.255. When a packet is forwarded, it is always forwarded to the
network that is the best (longest or most specific) match for the packet's
destination.

For instructions on using Site Manager to define a range for a summary route, configure a
cost for the summary, and suppress any advertisement for the range, see “Adding a
Range to an Area” on page 4-49.

Configuring Border Services for a Stub

A stub area does not import ASEs and may or may not import internal route
summaries.

In place of routes to destinations outside the stub, a border router connected to a
stub injects a default route advertisement. When an internal router encounters a
datagram addressed to a destination outside the stub, the router forwardsiit to the
border router specified in the default route advertisement.

Assume, for example, that the stub areain Figure 4-2 has been configured to
import no internal or external routing information. BR8 receives ASEs and
internal summaries from its interface to the backbone. However, BR8 does not
forward the ASEs or summariesto the stub. Instead, R8 injects a default route that
internal routers use to forward datagrams to destinations beyond the stub.

Site Manager allows you to specify whether an area is a stub and, if so, whether it imports
internal routing summaries. Site Manager also lets you supply a metric for the default
route that the border router injects into the stub. For instructions, see “Editing OSPF Area
Parameters” on page 4-44.
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Configuring a Boundary Router

A router connected to anon-OSPF network — called a boundary router — injects
AS external advertisements (ASEs) into the AS. In Figure 4-2, for example,
routers R1 and R2 are boundary routers that use BGP and EGP to connect the
backbone to external ASs. R7 in AreaA is also a boundary router, connecting the
areato an external RIP network. R14 in Area C connects the areato an external
ASviaBGP.

A boundary router learns and propagates external routes. OSPF considers the
following routes to be external routes:

* A routeto adestination outsidethe AS

* A dtaticroute

* A default route

* A route derived by RIP

» A directly connected network not running OSPF

A boundary router can be attached to the backbone or to any other area. In
addition to OSPF, aboundary router may also run some exterior gateway protocol
(on the interface that connects to another AS), such as BGP.

Boundary routers propagate external routesin the form of AS external (ASE)
advertisements. ASEs are flooded throughout every areain the AS (except stubs,
which by definition receive no information about external routes).

For instructions on using Site Manager to configure a boundary router, see the AS

Boundary Router parameter on page 4-37.

The features and functions of OSPF boundary routers are described in the
following sections:

*  Specifying the Metric Type for an ASE Advertisement - page 4-15
» Using the Route Weight as the Type 2 Metric - page 4-15
e Using the External Route Tag in an ASE - page 4-16
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Specifying the Metric Type for an ASE Advertisement

Each ASE advertisement that a boundary router injectsinto the ASincludes a
Type 1 or Type 2 metric. The Type 1 metric is equivalent to the metric of the non-
OSPF route. The Type 2 metric is either the metric of the non-OSPF route or the
weight value calculated for that route (see “ Using the Route Weight as the Type 2
Metric” on page 4-15).

By default, an OSPF boundary router generates a Type 2 metric for BGP, EGP, or
RIP routes. For routes from all other sources, the boundary router generates a
Type 1 metric. You can construct an OSPF announce policy to override the default
metric type.

For details on using an announce policy to specify the metric type for an ASE route that a
boundary router injects into an OSPF domain, see the Type parameter on page 9-35.

Using the Route Weight as the Type 2 Metric

The network administrator has the option of generating OSPF AS external (ASE)
routes that use the route weight as the Type 2 metric. For information about route
weights, see “Route Weights® on page 1-12.

Figure 4-6, for example, shows three routersin an OSPF domain. Router A and
router B are both configured to generate A SE routes using the route weight as the
Type 2 metric.

1. Boundary router A learns arouteto destination X via EGP.

2. Boundary router A advertises the route to the internal router as an OSPF ASE
route. The Type 2 metric in the advertisement contains the route weight value
calculated for the EGP route to destination X.

Boundary router B learns aroute to destination X via BGP.

Boundary router B advertises the route to the internal router as an OSPF ASE
route. The Type 2 metric in the advertisement contains the route weight value
calculated for a BGP route.

5. To determine the preferable route, the internal router compares the Type 2
metrics — the EGP route weight and the BGP route weight.

6. Router C selects the BGP route — the route with the lower weight.
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Note: The route weight will appear to be

a greater value than the route’s

nd original metric. For thisreason, all routers advertising a particular network

must use the same metric type — Type 1 or Type 2. If not, the router that
receives the advertisements may choose the wrong route.

For instructions on using Site Manager to configure a router to use the route weight as
the OSPF metric, see the ASE Metric Support parameter on page 4-38.
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Figure 4-6. OSPF ASE Routes

Using the External Route Tag in an ASE

An OSPF AS externa route advertisement includes an external route tag field.
Thisfield allows boundary routersin an AS to exchange information about
external routes. (The specific nature of thisinformation is outside the scope of

OSPF)
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By default, Bay Networks boundary routers that generate A SEs set the external
route tag field to 0. For a boundary router running OSPF and BGP, the network
administrator can configure OSPF to set the external route tag field with avaluein
accordance with RFC 1403, “OSPF/BGP Interaction.”

In Figure 4-7, for example, boundary router R14 running OSPF and BGP learns
external routes via BGP:

1. R14 generates an ASE describing the route. OSPF fills in the external route
tag with BGP-specific information according to RFC 1403.

2. Rl4injectsthe ASE into the AS, and OSPF routers flood the A SE throughout
the AS.

3. R1, which runs OSPF and BGP, receives the ASE. R1 generates aBGP
update, using the contents of the external route tag to set the Origin and AS
Path attributes in the update.
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Figure 4-7. AS External Route Tag
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Applying IP Policies to OSPF Interfaces

According to the OSPF standard, all routersin a given areamust maintain a
similar routing database. To ensure the integrity of the database, the network
administrator must not use IP policies to manipulate link-state advertisements
before propagating them on an interface.

There are two ways, however, in which an | P policy can be applied to an OSPF
interface:

*  An OSPF announce policy can be used on a boundary router to control which
self-originated external routing updates are placed in the link-state database
for distribution according to the OSPF standard. The announce policy affects
what other routers learn but only with regard to the local boundary router’'s
self-originated information.

* An OSPF accept policy can be used on arouter to control which OSPF non-
self-originated external routing information is stored in the routing table. This
accept policy controls only what the local router uses; it does not affect the
propagation of non-self-originated external information to other routers.

For instructions on specifying a tag value in an announce policy, see the announce Tag
parameter on page 9-35. For instructions on matching a tag value, see the accept policy
Tag parameter on page 9-12.

For instructions on using Site Manager to configure the router for automatic OSPF/BGP
tag generation, see the Tag Generation Method parameter on page 4-43 and the
announce policy Automatic Tag parameter on page 9-35.

Configuring Cost Metrics

In contrast to RIP (adistance-vector routing protocol), which considers only ahop
count in calculating the best path, OSPF considers a cost metric that you assign to
apath.
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OSPF recognizes that a simple hop count takes no account of reliability,
bandwidth, delay, or the actual dollar cost of using a path. Passing through an
extrahop to get to a1.54-Mb T1 channel, for instance, may be more efficient than
traversing a shorter, but slower route. For OSPF, the best path isthe one that offers
the least-cost metric delay. With the Bay Networks implementation of OSPF,
every path automatically takes on acost metric value of 1. You must configure cost
metrics if you want to specify a preferred path. To specify a preferred path, you
would allow the preferred path to retain the cost metric value of 1, and then assign
higher-cost metric values to the less-preferred paths.

Figure 4-8 shows the benefit of using configurable cost metrics. Assigning the
56-Kb line a cost metric value of 10 forces OSPF to choose the faster T1 line path
as the best path, despite the extra hop, when transmitting a packet from Host A to
Host B.

T1
1.544Mb

T1

Router 2 1.544Mb

Assigned Cost
Metric =1

56 Kb Router 3
Assigned Cost
Metric = 10

Assigned Cost
Metric = 1

Figure 4-8. Configurable Cost Metrics Usage Example

For instructions on using Site Manager to specify a cost metric for an OSPF interface, see
the Metric Cost parameter on page 4-33.
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Enabling Authentication and Specifying a Password

OSPF provides a measure of security through the use of passwords. If an areais

configured to use authentication, all OSPF interfaces configured in that area must
be configured with a password. The password must be identical on each interface
connected to the same network. Different networks can have different passwords.

In such an area, arouter that receives a packet verifies the password before doing
anything else with the packet. Unauthorized routers are not allowed to
communicate with the OSPF system.

For instructions on using Site Manager to enable authentication in an area, see the
Authentication Type parameter on page 4-47.

For instructions on specifying a password for an OSPF interface, see the Password
parameter on page 4-34.

Configuring OSPF Message Logging

Two special Site Manager windows allow you to customize how much message
logging you want from OSPF.

For instructions on using Site Manager to customize message logging, see the Primary

Log Mask parameter on page 4-39 and the Backup Log Mask parameter on page 4-41.

Putting the Pieces Together

An OSPF autonomous system consists of multiple areas and a backbone. Each
areais acontiguous group of hosts and networks and routers that have interfaces
to those networks. The backbone consists of networks not included in any area,
routers attached to those networks, and routers attached to more than one network.

Within each area and within the backbone reside four classes of routers; internal
routers, backbone routers, area border routers, and AS boundary routers. These
classes are functional and can overlap.
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Table 4-1 lists the OSPF area routers and describe the principal services they
provide.

Table 4-1. OSPF Area Routers

Router Type | Description/Function

Internal The internal router resides within an area. All of its directly connected
Router networks belong to the same area. Routers with only backbone interfaces
also fall into this category. Each internal router runs a single copy of the
basic routing algorithm.

Area Border | The area border router attaches to more than one area and runs multiple
Router copies of the basic routing algorithm — one copy for each area to which it
is attached. An area border router distributes topological information about
each of its attached areas to the backbone; then, the backbone distributes
that same information to other areas.

Backbone The backbone router is any router that has an interface to the backbone,
Router including all routers that have an interface to more than one area (area
border router). Backbone routers with all interfaces connected to the
backbone are considered to be internal routers.

AS Boundary | The AS boundary router is the autonomous system’s link to other routing
Router domains. The AS boundary router exchanges router information with
routers belonging to other routing domains. Such a router has AS external
routes that are advertised throughout the autonomous system. The path to
each AS boundary router is known to every other router in the
autonomous system.

All areas in the autonomous system must be physically contiguous with the
backbone or, if not contiguous, must have avirtual link to the backbone. An area
containing border routersthat are configured to create avirtual link between
another area and the backboneis called atransit area.

OSPF supports interfaces to four types of network: point-to-point networks,
broadcast networks, nonbroadcast multicast networks, and point-to-multipoint
networks. OSPF also supports | P subnetting and supernetting, address ranges, and
specid areas called stubs that rely on default routing.

There are three categories of OSPF routing: intra-area routing, interarea routing,
and external routing. Interarea routing occurs when source and destination reside
in the same area. Intra-area routing occurs when source and destination reside in
different areas within the sasme AS. External routing occurs when source and
destination reside in different ASs or when source or destination reside on aRIP
network within the AS.
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All routersin an OSPF area must have databases that are synchronized for that
area. First, the routers in the area use the Hello protocol to discover their

nei ghbors — each router sends periodic hello packets out all interfaces and checks
to seeitself listed in the hello packetsit receives from other routers. Next, it forms
an adjacency relationship with certain neighbors or, on a multiaccess network,
with the designated router and backup designated router. Thisrelationship is
established to facilitate the distribution of routing information. All routing
protocol packets, except for the hello packet, are sent over adjacencies.

By issuing link state advertisements, adjacent routers synchronize their area
topology databases to facilitate routing between sources and destinations within
the area. To route beyond the area, arouter depends on area border routers. These
border routers advertise topology information to the backbone; the backbone, in
turn, advertisestheinformation to all other areas, thus facilitating routing between
different areas. Each AS boundary router exchangesinformation with routersfrom
other autonomous systems or with routers from RIP networks within the same
autonomous system. Each AS boundary router receives routes from external
networks — for example, RIP or EGP networks — which it advertises throughout
the autonomous system. Each router in the area knows the path to every boundary
router, thus facilitating routing to external networks.

For More Information about OSPF

If you would like more information about OSPF, refer to the following
documents:

Moy, J. “OSPF Version 2." RFC 1247, Network Information Center (NIC), SRI
International, Menlo Park, California, July 1991.

Comer, Douglas E. Internetworking with TCP/IP, Volume |: Principle, Protocols,
and Architecture. 2d ed. Englewood Cliffs, N.J., Prentice Hall, Inc., 1991.

Perlman, Radia. Interconnections: Bridges and Routers. Reading, Massachusetts:
Addison-Wesley Publishing Company, 1992.

OSPF Implementation Notes

This section provides some suggestions to help you configure your OSPF
network. The Bay Networks OSPF implementation does not restrict you to these
suggestions, but we are providing them as guidelines.
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» Keep the same password throughout an area, or even throughout the entire
OSPF AS, if possible.

e Usethedefault timers, unless you are running 9.6-KB sync lines. In this case,
double the default timers on both ends of the link.

* Useaddressrangesif your network is a subnetted network.

» Keep all subnetswithin one area. If you cross areas, you cannot configure
summaries.

» Make surethe AS Border Router parameter is enabled if the router has any
non-OSPF interfaces, and if you want that information propagated.

* You must configure virtual links for each area border router that does not
reside within or directly interface to the backbone. Every area border router
must have a configured path to the backbone. See “ Configuring OSPF Virtual
Interfaces’ on page 4-59.

» Rather than just a hop count, OSPF considers the cost of a path when
choosing the best path. Each interface, however, is assigned the default cost 1
for the path to which it interfaces. If you have a preferred path, you must edit
the Metric Cost parameter for your interfaces. You will need to assign ahigher
metric cost for those paths which are not preferred paths. See * Editing OSPF
Interface Parameters’ on page 4-26.

» If you have any devicesin your network running OSPF, and are now adding a
Bay Networks router, you must make sure that the router’s timer values
coincide with the timers in your other devices. Determine the timer values of
the other devices, and change the router’s timer values to match them. See
“Editing OSPF Interface Parameters’ on page 4-26.

» If thereisatopology change (for example, if you add an area, combine two
areas, move routers, and so on), you must reconfigure the appropriate OSPF
elements (OSPF area ranges/interfaces/neighbors/virtual links, and so on).

Editing OSPF Parameters

This section describes how to edit OSPF parameters for |P interfaces and the
OSPF soloist.

For each OSPF parameter, this chapter provides information about default
settings, valid parameter options, the parameter function, instructions for setting
the parameter, and the Management Information Base (MIB) object ID.
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The Technician Interface allows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
a parameter isvalid. Entering an invalid value can corrupt your
configuration.

OSPF parameters are described in the following sections:
» “Configuring OSPF on the Router” on page 4-24

e “Editing OSPF Interface Parameters’ on page 4-26

e “Editing OSPF Global Parameters’ on page 4-35

e “Editing OSPF Area Parameters’ on page 4-44

e “Configuring OSPF Virtual Interfaces’ on page 4-59

Configuring OSPF on the Router

Before you can configure OSPF on the router, you must perform the following
operations to ensure that the ot is properly set up for IP:

1. Open aconfiguration file.

2. Specify adot and configure alink module on the slot (if the configuration file
isaloca modefile).

3. Select alink or net module connector and configure a circuit on the connector,
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.
Once you have configured a circuit, you are finished with the Add Circuit window.
1. Click on OK on theAdd Circuit Window.

The Select Protocols window opens.

2. Select |P and OSPF from the Select Protocols window and click on OK.
Site Manager displays the IP Configuration window.
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3. Edit the parameterson the I P Configuration window as described in “IP
Configuration Parameter Descriptions’ on page 2-33.

Site Manager adds OSPF to the circuit and displays the Initial OSPF Global
Configuration window (Figure 4-9).

Initial 05PF Global Configuration

[ et
|
[“Values...

r

| Help...

Enable IENABLE

Router Id B B E ]

AS Boundary Router NO

Hold Down Timer 1

0OSPF Slot 01000

ASE Metric Support DISABLE
Backup Enable DISABLE
Primary Log Mask 0x0000011F

Backup Log Mask 000000000

Tag Generation Method DEFAULT

Figure 4-9. Initial OSPF Global Configuration Window

Thiswindow contains a subset of the parameters that you can set to configure
the OSPF soloist. For a complete list and description of OSPF global
parameters, see “Editing OSPF Global Parameters’ on page 4-35.

4. When you arefinished with the Initial Global Configuration window,
click on OK.

An interface-specific OSPF Area Address window opens (Figure 4-10).
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5. Enter theaddress of the area to which thisinterface belongsand click on
OK.

0SPF Area Configuration

O5PF Area

Figure 4-10. Area Address for Interface Window

Parameter:  OSPF Area
Default:  0.0.0.0
Range:  Any 4-octet number in dotted decimal notation
Function:  Identifies the OSPF area to which this interface belongs.

Instructions:  Enter the appropriate area ID in dotted decimal notation. Area |D 0.0.0.0
isreserved for the backbone.

MIB Object ID:  1.3.6.1.4.1.18.35.3.23.2.1.4

Editing OSPF Interface Parameters

All OSPF interfaces assume certain default values when you first configure them.
You can, however, change these defaults by editing the interface-specific
parameters. The changes you make affect only the interface you select.

To edit OSPF interface parameters, begin at the Configuration Manager window
and compl ete the following steps:

1. Select ProtocolsD I PO OSPFO I nterfaces.
The OSPF Interface List window opens (Figure 4-11).
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2. Perform any of the functions described in the following sections.

Note: When you reconfigure an interface in dynamic mode, OSPF restarts on
=>| all interfaces; the only exception to this is when you dynamically change the
Transit Delay, Hello Interval, Retransmission Interval, or Dead Interval
timers.

= 05PF Interfaces

area: 0,0,0.0 BROADCA | Tone

jNEighburs..
Apply

; Values...

Help...

P e HP

Enable ENABLE

Area Id 0,0.0,0

Type BROADCAST

Rtr Priority
Transit Delay

Retransmit Interval

Figure 4-11. OSPF Interface List Window

Editing an OSPF Interface

To edit OSPF interface parameters, begin at the OSPF | nterfaces window
(Figure 4-11) and compl ete the following steps:

1. Click on theinterface you want to edit.
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2.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Edit those parameter s you want to change.
All OSPF interface parameters are described following these instructions.
Click on Apply to implement your changes.

Click on Doneto exit the window.

Enable
Enable
Enable | Disable

This parameter indicates whether or not OSPF is enabled on this
interface. The default value, Enable, indicates that neighbor relationships
may be formed on thisinterface, and that this interface will be advertised
as an internal route to some area. The value Disable indicates that thisis
not an OSPF interface.

Set this parameter to Disable if you do not want OSPF enabled on the
interface. Set it to Enable if you previously disabled OSPF on this
interface and now wish to re-enable it.

136.14.1.18353.235.1.2

ArealD

0.0.0.0

Any 4-octet number in dotted decimal notation

This parameter identifies the area to which this interface belongs.

Enter the appropriate area ID in dotted decimal notation. ArealD 0.0.0.0
is reserved for the backbone.

1.36.1.4.1.18.353.235.1.6
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Parameter: Type
Default:  Broadcast

Options:  Broadcast | NBMA (nonbroadcast multiaccess) | Point-to-point | Point-to-
multipoint (STD) | Point-to-multipoint

Function:  Indicates the type of network to which thisinterface is attached. Select
Broadcast if this network is a broadcast LAN, such as Ethernet. Select
NBMA if the network is a nonbroadcast network, such as X.25. Select
Point-to-point for a synchronous, point-to-point interface. Select Point-to-
multipoint (STD) if the network is a point-to-multipoint network. If you
want to use the Bay Networks proprietary solution for Frame Relay point-
to-multipoint networks, select Point-to-multipoint.

Instructions:  Set this parameter to match this interface type.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.35.1.7

- | Note: If you set this parameter to NBMA, you need to configure neighbors
manually.

Parameter:  Rtr Priority

Default: 1
Range: 0to 255
Function:  Indicates the priority of thisinterface. The router priority valueisused in

multiaccess networks (Broadcast, NBMA, or point-to-multipoint), for the
election of the designated router. If this parameter is set to O, thisrouter is
not eligible to become the designated router on this particular network.

In the case of equal Rtr Priority values, the router ID will determine
which router will become the designated router. However, if there already
is adesignated router on the network when you start this router, it will
remain the designated router no matter what your priority or router ID.

Instructions:  Set the router priority to a value between 0 and 255 or accept the default
value, 1.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.35.1.8
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Transit Delay
1 second
1 to 3600 seconds

Indicates the estimated number of secondsit takesto route a packet over
thisinterface.

Either accept the default value of 1 second or enter some slightly higher
number for slower-speed serial lines, for example, 15 to 20 seconds for a
19.8-KB line.

1.36.1.4.1.18.3.5323519

Retransmit Interval
5 seconds
1 to 3600 seconds

Indicates the number of seconds between link-state advertisement
retransmissions for adjacencies belonging to thisinterface. Thisvalueis
also used when retransmitting OSPF packets. Although the default value
is 5, we suggest the following values for this parameter:

Network Type Suggested Retransmit Interval

Broadcast 5 seconds
Point-to-point 10 seconds
NBMA 10 seconds
Point-to- 10 seconds
multipoint

Either accept the default value of 5 seconds or set the retransmit interval

to some dightly higher number for slower-speed serial lines.

1.3.6.1.4.1.18.3.5.3.2.3.5.1.10
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Parameter: Hello Interval
Default: 10 seconds
Range:  1to 65,535 seconds

Function:  Indicates the number of seconds between the hello packets that the router
sends on the interface. Although the default value is 10 seconds, we
suggest the following values for this parameter:

Network Type Suggested Hello Interval

Broadcast 10 seconds
Point-to-point 15 seconds
NBMA 20 seconds
Point-to- 15 seconds
multipoint

Instructions:  Either accept the default value of 10 seconds or set the hello interval to
some higher number for slower-speed serial lines.

MIB Object ID:  1.3.6.1.4.1.18.35.3.235.1.11

Note: Thisvalue must be the same for all routers attached to the same
network.

-p
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Dead Interval
40 seconds
1to 2147483647 seconds

Indicates the number of seconds that arouter’s Hello packets have not
been seen before its neighbors declare the router down. The Dead Interval
value should be some multiple of the Hello interval value. We suggest the
following values for this parameter:

Network Type Suggested Dead Interval

Broadcast 40 seconds
Point-to-point 60 seconds
NBMA 80 seconds
Point-to- 60 seconds
multipoint

Either accept the default value of 40 seconds or set the Dead Interval to
some higher number for slower-speed seria lines.

1.36.1.4.1.18.353.235.1.12

- | Note: This value must be the same for all routers attached to the same
network.

Poll I nterval
120 seconds
1to 2147483647 seconds

Indicates the largest number of seconds allowed between Hello packets
sent to an inactive nonbroadcast multiaccess neighbor.

Either accept the default value of 120 seconds or set this parameter to
some dlightly higher number for sower-speed serial lines.

1.36.1.4.1.18.3.5.3.2.35.1.13
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

Metric Cost
1
1to 65535

Indicates the cost of using this type of service on thisinterface. We
suggest the following values for this parameter:

Network Type//Bit Rate Suggested Metric Cost

> =100 Mb/s 1
Ethernet/802.3 10

E1l 48

T1 65

64 Kb/s 1562
56 Kbl/s 1785
19.2 Kb/s 5208
9.6 Kb/s 10416

This parameter alows you to configure preferred paths. If you do want to
configure a preferred path, allow that path to retain the default value of 1
or assign it arelatively low metric cost. Then, assign the less preferred
paths a higher metric cost value.

Either accept the default value, 1, or enter alarger number for a slower
path or a backup route.

1.36.1.4.1.18.3.5.3.2.35.1.16
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Parameter:  Password
Default:  None
Options:  Any ASCII string up to eight characters long
Function:  Specifies the password used for this area. You can specify a password up
to eight ASCII charactersin length that will appear in the authentication
field of all OSPF packets across thisinterface. This parameter isvalid
only when Authentication Type is set to Simplepassword.
Instructions:  Enter the appropriate password.
MIB Object ID:  1.3.6.1.4.1.18.35.3.23.5.1.17
- | Note: All routersin the same area must either have no authentication or have
the same password.
Parameter: MTU Size
Default: 1
Options: 1|2 |anumber up to 10,000
Function:  Specifies the maximum transmission unit (MTU) size of OSPF updates
on thisinterface.
Instructions:  Accept the default value, 1, to usethe IPMTU size for that physical

|learned

MIB Object ID:

interface. Enter 2 to send packets no larger than the IPMTU size for
Ethernet (1500). Enter a number up to 10,000 to specify an MTU size
directly; the number you enter must be less than the IP MTU size for that
physical interface.

Note: When running OSPF over a synchronous/PPP link, set the MTU sizeto
=»| avaluelessthanthe sync MTU size (1200). Thisallows all OSPF routesto be

over thelink.

1.3.6.1.4.1.18.3.5.3.2.3.5.1.29
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Editing OSPF Global Parameters

When you edit OSPF global parameters, you are editing parameters that affect
OSPF on the entire router.

To edit OSPF global parameters, begin at the Configuration Manager window and
complete the following steps:

1. Select Protocolsd I PO OSPF Global.

The Edit OSPF Global Parameters window opens (Figure 4-12).
2. Edit those parameter s you want to change.
3. Click on OK to saveyour changesand exit the window.

Edit 05FF Global Parameters

Enable [ENABLE

Router Id 4.4.4.4
AS Boundary Router NO

Hold Down Timer 1

0OSPF Slot 01000

ASE Metric Support DISABLE
Backup Enable DISABLE
Primary Log Mask 0x0000011F

Backup Log Mask 000000000

Tag Generation Method DEFAULT

Figure 4-12. Edit OSPF Global Parameters Window
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OSPF Global Parameter Descriptions

This section describes how to set all parameters shown on the
Edit OSPF Global Parameters window.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Glabally enables or disables OSPF on al router interfaces.

Set to Disable if you want to disable OSPF for the entire router. Set to
Enable if you previously disabled OSPF on the router and now want to
re-enableit.

1.3.6.1.4.1.18.3.5.3.2.3.1.2

Router ID
The I P address of the first OSPF circuit configured on this router.
Any |P address; preferably, one of the router’s | P interface addresses

This |P address uniquely identifies this router in the OSPF domain. By
convention, and to ensure uniqueness, one of the router’s I P interface
addresses should be used as the router ID.

The router ID will determine the designated router on a broadcast link if
the priority values of the routers being considered are equal. The higher
the router ID, the greater its priority.

Enter the appropriate | P address in dotted decimal notation.

If both OSPF and BGP are running on the router, the OSPF router ID
must be identical to the BGP identifier. In addition, the OSPF router ID
must match one of the | P addresses configured on the router.

1.3.6.1.4.1.18.35.3.23.14
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

AS Boundary Router
No
Yes|No

Indicates whether or not this router functions as an AS boundary router.
Only AS boundary routers are allowed to convert non-OSPF routes into
OSPF routes so that they can be passed along throughout the OSPF
routing domain. The router can be an AS boundary router if one or more
of itsinterfaces is connected to a non-OSPF network (for example, RIP,
BGPR, or EGP).

Set this parameter to Yesif thisrouter functions as an AS boundary router.
Otherwise, accept the default value, No.

1.36.1.4.1.18.35.3.23.1.7

Hold Down Timer
1 second
0 to 10 seconds

Prevents the algorithm from running more than once per holddown time.
Its purposeisto free up the CPU. Note that a value of 0 means thereisno
holddown time.

Either accept the default value of 1 second or enter a new value.
1.3.6.1.4.1.18.35.3.2.3.1.9
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Parameter:  OSPF Slot
Default:  All slots
Range:  Any slot on the router

Function:  Indicates which slot(s) the OSPF soloist iseligible to run on. If the slot on
which the OSPF soloist is running goes down, the router will attempt to
run OSPF on another slot specified by this parameter.

Instructions:  Select all of the appropriate slots.
MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.3.1.10

Note: Use caution when selecting the slot(s) on which OSPF may run. If you
choose an empty slot, and it is the only slot you choose, OSPF will not run; if
you choose a slot that becomes disabled, and it is the only slot you choose,
OSPF will not restart.

-p

Parameter:  ASE Metric Support
Default:  Disable
Options:  Enable | Disable

Function:  Causes the router to use the route weight as the OSPF metric in OSPF
ASE Type 2 advertisements.

Instructions:  Disable ASE metric support if the router is to interoperate with routers
using apre-8.00 OSPF version. The new metric is not compatible with the
pre-8.00 metric.

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.3.1.11
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

Backup Enable
Disable
Enable | Disable

Enables or disables the backup OSPF soloist’s backup link state database.
When the parameter is set to Disable, the OSPF backup soloist will not
maintain a copy of the OSPF link state database.

Select the default, Disable, if you do not want to back up the OSPF
soloist.

1.36.1.4.1.18.353.2.3.1.12

Primary Log Mask

TRACE/INFO/DEBUG/INTF STATE/NBR STATE/BAD LS

See Figure 4-13

Specifies which OSPF log messages should be logged in the primary log.

Highlight the line entry for Primary Log Mask in the Edit OSPF Global
Parameters window and click on Values. The Primary Log Mask window
opens (Figure 4-13). Choose the log messages that you want to enter into
the primary log by clicking on their buttons. Then click on OK.

TRACE: log trace messages.
Example: " Desi gnat ed Rout er changed on net work : x. X. X. X X. X. X. X -
> X. X X X"

INFO: log info messages.

OSPF DEBUG: log debug messages.
Example: “OSPF coul dn't get a buffer, dying"

INTF STATE: log OSPF interface state changes.

Example: "I nterface x.x.x.x up on circuit x"

NBR STATE: log OSPF Neighbor state changes.
Example: " T2: Nei ghbor x.x.x.x Event: x State change: x->x"

LSA SELF-ORIGIN: log self-origination of LSAS.
Example: " T4: Originating newLSA - type x LSI D x. x. x. X router
X. X. X. X"
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MIB Object ID:

LSA RECEIPT: log receipt of new LSASs.
Example: " T5: Recei ved new LSA - type x LSID x.x.Xx.x router
X. X. X. X nei ghbor x.x.x.x"

ROUTE CHANGE: log changes to OSPF’s Routing Table.
Example: " T6: Routi ng Tabl e changed - type x desti nati on x. x. X. x
old X.X.X.X new X.X.X.X"

BAD LS: log Bad LS requests, Acks or updates.
Example: "R4: Ack received for non-existent LSA: type x LSID
X. X. X. X nei ghbor x.x.x.x"

LESS RECENT LSA: log receipt of less recent LSAs.

Example:" C3: Packet Rejected: LS UPDATE: LESS RECENT RX (X) src
X.X.X.xtypexls_id: x.x.x.xadv_rtr: x.x.x.x|s_seq: x|s_age:
x db_seq: x db_age: x el apse: x freene: x ackcnt: x nbr_retrans: x
nbr Ecnt: x Fcnt: x"

MORE RECENT LSA: log receipt of more recent self-originated LSAs.
Example:" R3: Recei ved nore recent sel f-originated LSA: type x
LSID x.x.X.Xx router x.X.x.Xx neighbor x.x.x.x"

MAX AGE LSA:
Example:" N3: LSA of MaxAge flushed: type x LSI D x. x. x. X router
X. X. X. X"

1.36.1.4.1.18.353.2.3.1.13
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Yalues

H OSPF TRACE it
H OSPF INFO

H 0SPF DEBUG

m INTF STATE

B NBER STATE

[J LSA SELF-ORIGIN
[0 LSA RECEIPT

[J ROUTE CHAMGE

H BAD LS
[J LESS RECENT LSA

Figure 4-13. Primary Log Mask Window

Parameter:
Default:
Options:
Function:

Instructions;

Backup Log Mask

L og no messages

See Figure 4-14

Specifies which OSPF log messages should be logged in the backup log.

Highlight the line entry for Backup Log Mask in the Edit OSPF Global
Parameters window and click on Values. The Backup Log Mask window
opens (Figure 4-14). Choose the log messages that you wish to enter into
the backup log by clicking on their buttons. Then click on OK.

TRACE: log trace messages.

Example:" Desi gnat ed Rout er changed on net work : x. X. X. X X. X. X. X -
> X. X X, X"

INFO: log info messages.
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MIB Object ID:

DEBUG: log debug messages.
Example: “OSPF coul dn't get a buffer, dying"

INTF STATE: log OSPF interface state changes.

Example: "I nterface x.x.x.x up on circuit x"

NBR STATE: log OSPF neighbor state changes.
Example: " T2: Nei ghbor x.x.x.x Event: x State change: x->x"

LSA SELF-ORIGIN: log self-origination of LSAS.
Example: "T4: Originating newLSA - type x LSID x. x. x. X router
X. X. X. X"

LSA RECEIPT: log receipt of new LSAs.
Example: " T5: Received new LSA - type x LSID x.x.X.x router
X. X. X. X nei ghbor x.x.x.x"

ROUTE CHANGE: log changes to OSPF's Routing Table.
Example:" T6: Routi ng Tabl e changed - type x desti nati on x. x. X. X
old Xx.X.X.X new X. X. X. x"

BAD LS: log Bad L S requests, Acks or updates.
Example: "R4: Ack received for non-existent LSA: type x LSID
X. X. X. X nei ghbor x.x.x.x"

LESSRECENT LSA: log receipt of lessrecent LSAS.

Example:" C3: Packet Rejected: LS UPDATE: LESS RECENT RX (X) src
X.X. X.xtypexls_id: x.x.x.xadv_rtr: x.x.x.x|s_seq: x|s_age:
x db_seq: x db_age: x el apse: x freene: x ackcnt: x nbr_retrans: x
nbr Ecnt : x Fcnt: x"

MORE RECENT LSA: log receipt of more recent self-originated LSAS.

Example: " R3: Recei ved nore recent sel f-originated LSA' type x
LSID x.x.Xx.X router X.X.x.Xx neighbor x.x.x.x"

MAX AGE LSA:
Example: " N3: LSA of MaxAge flushed: type x LSIDx. x. X. X router
X. X. X. X"

1.36.1.4.1.18.3.5.3.2.3.1.14
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Yalues

[J OSPF TRACE

[J OSPF INFO
[ OSPF DEBUG
[0 INTF STATE

[J NBR STATE

[J LSA SELF-ORIGIN
[J LSA RECEIPT
[J ROUTE CHANGE

[J BAD LS

[J LESS RECENT L5A

Figure 4-14.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Tag Generation Method

Zero

Zero | Autotag | Proprietary

Backup Log Mask Window

Specifies the method of OSPF external tag field generation.

Set the parameter to Autotag if you want OSPF to generate atag value
according to RFC 1403, “OSPF/BGP Interaction.”

Use the default to insert 0 into the tag field. The Proprietary optionis

reserved for debugging purposes.
1.3.6.1.4.1.18.35.3.2.3.1.15
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Editing OSPF Area Parameters
To edit OSPF Area Parameters, begin at the Configuration Manager window and
proceed as follows:
1. Select Protocolst 1P OSPF Areas.

The OSPF Area List window opens (Figure 4-15). It lists the areas currently
configured on the router.

2. Perform any of the functionslisted below, which are described in the
following sections:

e “Adding anArea’ on page 4-45

« “Editing an Area’ on page 4-46

* “Deleting an Ared’ on page 4-48

* “Adding aRangeto an Area’ on page 4-49

e “Editing an Area's Range” on page 4-52

» “Deleting aRange from an Area’ on page 4-54
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Done

| Ranges...

Add. .

Delete

Apply
: Values...

Hélp...

Enable ENABLE
Authentication Type NONE
Import AS Extern

Stub Default Metric

Import Summaries

Figure 4-15. OSPF Area List Window

Adding an Area

To add an OSPF area, begin at the OSPF Areas window shown in Figure 4-15 and
complete the following steps:

1. Click on Add.

The OSPF Area Configuration window opens.
2. Enter thearea address of the new area at the OSPF Area parameter.
3. Click on Doneto save your changes and exit.

The OSPF Areas window now lists the area you added.
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Editing an Area

After you add an area, you may edit any of your area’s default parameters. To edit
an area, begin at the OSPF Area List window shown in Figure 4-15 and complete
the following steps:

1. Click ontheareayou want to edit.
2. Edit the OSPF area parameters.

The OSPF area parameters that you can edit are described following these
instructions.

3. Click on Apply to implement your changes.

4. Click on Doneto exit the window.

OSPF Area Parameter Descriptions

This section describes how to set all OSPF area parameters.

Parameter : Enable
Default: Enable
Options:  Enable | Disable

Function:  Allowsyou to enable and disable this area. This parameter is useful if you
want to temporarily disable an area rather than deleteit.

Instructions:  Set this parameter to Disable if you want to disable this area. Set this
parameter to Enable if you previously disabled the area and now want to
re-enableit. Thiswill cause OSPF to restart.

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.3.1.2
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Par ameter :
Default:

Options:
Function:

Instructions;

MIB Object ID:

Authentication Type
None
None | Simplepassword

Enables or disables password authentication for the area. If you select
Simplepassword (enabling password authentication), only those routers
that share the correct password will be able to communicate with each
other. If you accept the default, None, password authentication is disabled
for thisarea.

Either accept the default value, None, to disable password authentication
or select Simplepassword to enable password authentication.

1.36.1.4.1.18353.23.15

Import AS Extern
Yes
Yes|No

Indicates whether or not this areaimports AS external link-state
advertisements. If this area does not import AS external link-state
advertisements, it isastub area. If it doesimport AS external link-state
advertisements, it is not a stub area.

Set to Noif this area functions as a stub area. Otherwise, accept the
default value, Yes.

136.14.1.18353.23.1.6
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Deleting an Area

Stub Metric
1
1to 255

When an area border router is connected to a stub area, it generates a
default link summary into the area specifying a default route. The stub
metric is the cost of that route. By default, Stub Metric equals 1. This
parameter has meaning only when the Import AS Extern parameter is set
to No.

Either accept the stub metric default value, 1, or supply the appropriate
Stub Metric value.

136.1.4.1.18353.23.1.7

Import Summaries
True
True | False

Specifies whether network summaries are flooded into a stub area. This
variable has meaning only if the Import AS Extern parameter is set to No.

Set to Falseif Import AS Externis set to No and you do not want network
summaries imported into the stub area. Otherwise, set to True.

1.3.6.1.4.1.18.353.23.1.8

Sometimes, as the result of atopology change, you may want to delete an area. To
delete an area, begin at the OSPF Area List window shown in Figure 4-15 and
compl ete the following steps:

1. Click ontheareayou want to delete.
2. Click on Delete.

3. Click on Apply to confirm the deletion.

The area no longer appears in the OSPF Area List window.

4. Click on Doneto exit the window.
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Adding a Range to an Area

Ranges are address/mask pairs that let you group subnetted networks residing in
the same area. The router generates a single network summary advertisement for
the group. Without this feature, the router would generate a summary
advertisement for each subnet in the area.

To add arange to an area, begin at the OSPF Area List window shown in Figure
4-15 and compl ete the following steps:

1
2.

Click on the areafor which you want to define arange.
Click on Ranges.

The OSPF Range List window opens (Figure 4-16).

Click on Add.

The OSPF Range Areawindow opens (Figure 4-17).
Specify the Range Net and Range M ask parameters.
These parameters are described following these instructions.
Click on OK.

Click on Doneto exit the window.
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Done
Add...
Delete

Apply

Values...

Help...

Enable

Mask

Status

Metric

Figure 4-16. OSPF Range List Window

0K
Values,..

Help...

Range Mask

Figure 4-17. OSPF Range AreaWindow
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OSPF Range Parameter Descriptions

This section describes how to set OSPF range parameters.

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Range Net
None
Any network number

Allows you to assign a single network address to agroup of subnets. This
network address, together with the subnet mask you provide, specifiesthe
subnets to be grouped in this area range. Just one link summary
advertisement will be generated for al subnetsin this range, rather than
one link summary advertisement for each of the subnets included in that
network.

Enter the appropriate network number in dotted decimal notation.
1.3.6.14.1.18.35.3.234.15

Range Mask
None
Any address mask

This parameter, together with Range Net, indicates all of the networks
that belong to this range. The range mask is not restricted to the natural
address class mask for the address supplied at Range Net.

Enter the appropriate subnet mask in dotted decimal notation.
1.3.6.14.1.18.35.3.2.3.4.1.6
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Parameter: Status
Default:  Advertise
Options:  Advertise | Do Not Advertise

Function:  Specifies whether the boundary router advertises a summary route to
other areas.

Instructions:  Select Do Not Advertiseif you want to hide the existence of certain
networks from other areas. By default, the boundary router advertises a
single route for the range of routes you specify.

MIB Object ID:  1.3.6.14.1.18.3.5.3.2.34.1.7

Parameter: Metric
Default: 0
Range: 0to 2147483647

Function:  Specifies the metric to advertise into other areas as the distance from the
OSPF router to any network in the range.

Instructions:  If you select O, the router uses the value calculated by OSPF.
MIB Object ID:  1.3.6.14.1.18.3.5.3.2.3.4.1.8

- | Note: When setting up your OSPF network, keep all subnetted networksin the
same area.

Editing an Area’s Range

Onceyou add arangeto an area, you can edit the Enable and Mask parametersfor
the range.

To edit arange, begin at the OSPF Area List window shown in Figure 4-15 and
compl ete the following steps:

1. Click ontheareafor which you want to edit arange.
2. Click on Ranges.
The OSPF Range List window opens (Figure 4-16).
3. Click on therangethat you want to edit.
4. Edit the Enable or Mask parameter, or both.
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The Enable and Mask parameters are described following these instructions.

5. Click on Apply to implement your changes.

6. Click on Doneto exit the window.

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Enable
Enable
Enable | Disable

Enables or disables this range for the specified area. This parameter is
useful if you want to disable the range, rather than delete it.

Set this parameter to Disable if you want to disable this range. Set the
parameter to Enableif you previously disabled this range and now want to
re-enableit.

1.3.6.14.1.18.35.3.234.1.2

Mask
None
Any address mask

This parameter allows you to change the mask portion of this arearange.
Mask, together with Range Net, indicates all of the networks that belong
to thisrange. Mask is not restricted to the natural address class mask for
the address supplied at Range Net.

Enter the appropriate address mask in dotted decimal notation.
1.3.6.14.1.18.35.3.2.3.4.1.6
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Deleting a Range from an Area

If you no longer want arange to be associated with an area, you can deleteiit.

To delete arange, begin at the OSPF Area List window (Figure 4-15) and
complete the following steps:

1. Click ontheareafor which you want to delete arange.
2. Click on Ranges.
The OSPF Range List window opens (Figure 4-16).
3. Click on the range you want to delete.
4. Click on Delete.
Thisrange no longer appearsin the OSPF Range List window.

5. Click on Doneto save your changes and exit the window.

Deleting OSPF from an Interface

To delete OSPF from an interface on which it is currently configured, begin at the
Configuration Manager window and proceed as follows:

1. Click on the connector from which you want to delete OSPF services.
2. Click on Edit Circuit.
3. Sdlect Protocolsl] Add or Delete.

The Select Protocols window opens. The OSPF button is highlighted to show
that OSPF is enabled on the circuit.

4. Click on OSPF to deselect it.

5. Click on OK to exit the window.
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Adding a Neighbor to an NBMA Interface

In an NBMA network, neighbors are not learned dynamically. For each neighbor
on the network, you need to enter its | P address.

To add aneighbor to an NBMA interface, begin at the OSPF Interface List

Note: You configure neighbors for NBMA interfaces only (those where the
interface’s Type parameter is set to NBMA).

window (see Figure 4-11) and complete the following steps.

1
2.

Click on theinterfaceto which you want to add a neighbor.
Click on Neighbors.

The OSPF Neighbor List window opens (Figure 4-18).

Click on Add.

The OSPF Neighbor Configuration window opens (Figure 4-19).
Enter the appropriate neighbor address.

Click on OK.

Add...

Apply
Delete

i Values...

Help. ..

T A
Enable

Priority

Figure 4-18. OSPF Neighbor List Window

4-55



Configuring IP Services

Neighbor™s IPF Address

Figure 4-19. OSPF Neighbor Configuration Window

Parameter:  Neighbor’s|P Address
Default:  None
Options.  IP address of neighbor

Function:  Indicates by |P address a nonbroadcast multiaccess neighbor for this
interface.

Instructions:  Enter the appropriate | P address of the nonbroadcast multiaccess
neighbor in dotted decimal notation.

MIB Object ID:  1.3.6.1.4.1.18.35.3.23.7.1.4
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Editing a Neighbo

r

Once you have configured the neighbors for an NBMA interface, you can change
them.

To edit aneighbor, begin at the OSPF Interface List window shown in
Figure 4-11 and complete the following steps.

1
2.

5.
6.

Click on theinterface for which you want to edit a neighbor.
Click on Neighbors.

The OSPF Neighbor List window opens (Figure 4-18).

Click on the neighbor that you want to edit.

Edit the Enable and Priority parameters, which are described in the
following section.

Click on Apply to implement your changes.

Click on Doneto exit the window.

OSPF Neighbor Parameter Descriptions

This section describes how to set all OSPF neighbor parameters.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable
Enable
Enable | Disable

Allows you to enable and disable this neighbor configuration for this
interface. This parameter is useful if you want to temporarily disable a
neighbor configuration rather than deleteit.

Set to Disableif you want to disable this neighbor configuration. Or set to
Enableif you previously disabled this neighbor configuration and now
want to re-enableit.

1.3.6.1.4.1.18.3.5.3.2.3.7.1.2
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Priority
1
0to 255

Indicates the priority of this neighbor, with 255 indicating the highest
priority. The neighbor priority valueis used in multiaccess networks for
the election of the designated router. If this parameter is set to 0O, this
router is not eligible to become the designated router on this particular
network.

Either accept the default neighbor priority value or enter some other value
between 0 and 255.

1.36.1.4.1.18.3.5.3.2.3.7.1.9

Deleting a Neighbor

To delete aneighbor from an NBMA interface, begin at the OSPF Interface List
window shown in Figure 4-11 and compl ete the following steps:

1
2.

Select theinterface from which you want to delete a neighbor.
Click on Neighbors.

The OSPF Neighbor List window opens (see Figure 4-18).

Click on the neighbor that you want to delete.

Click on Delete.

The OSPF neighbor interface is removed from the list.

Click on Doneto save your changes and exit the window.
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Configuring OSPF Virtual Interfaces
To add, edit, or delete OSPF virtua interfaces, begin at the Configuration
Manager window and proceed as follows:
1. Select Protocolstd PO OSPFO Virtual Interfaces.
The OSPF Virtual Interface List window opens (Figure 4-20).
2. Perform any of the functions described in the following sections.
— “Adding aVirtua Interface” on page 4-60
— “Editing aVirtual Interface” on page 4-61
— “Deleting aVirtual Interface” on page 4-65

Add, ..

Apply
Delete

| Values,..

Help...

Enable

Transit Delay
Retransmit Interwval
Hello Interval

Dead Interwval

Password

Figure 4-20. OSPF Virtual Interface List Window
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Adding aVirtual Interface

To add avirtua interface, begin at the OSPF Virtual Interface List window shown
in Figure 4-20 and compl ete the following steps:

1. Click on Add.
The OSPF Virtua Interface Configuration window opens (Figure 4-21).

Transit Area ID

Neighbors Router ID

Figure 4-21. OSPF Vi

05SPF Yirtual Interface Configuration

Cancel
| 0K
[TDetail...

Help...

_J

rtual Interface Configuration Window

2. Specify theTransit Area ID and Neighbor’s Router ID parameters.
3. Click on OK.

4. Click on Doneto save your changes and exit the window.

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Transit ArealD

None

Any area|D

Identifies the transit area through which this virtual link is configured.

Enter the appropriate area ID in dotted decimal notation. The transit area
must contain the neighboring router identified in the Neighbors Router ID
parameter.

1.3.6.1.4.1.18.35.3.2.3.6.1.4
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Parameter:  Neighbor’s Router 1D
Default:  None
Range:  Any IP address
Function:  Identifiesthe interface at the other end of this virtual link.
Instructions:  Enter the appropriate |P address.
MIB Object ID: 1.3.6.1.4.1.18.35.3.23.7.1.5

Editing a Virtual Interface

To edit the default parameters for avirtual interface, begin at the OSPF Virtua
Interface List window shown in Figure 4-20 and compl ete these steps:

1. Click onthevirtual interfacethat you want to edit.
2. Edit those parametersthat you want to change.

All OSPF virtual interface parameters that you can edit are described
following these instructions.

3. Click on Apply to implement your changes.

4. Click on Doneto save your changes and exit the window.

Note: When you reconfigure a virtual interface in dynamic mode, OSPF
restarts on that interface. The only exception to this rule is when you change
the Hello Interval, Retransmit Interval, or Dead Interval timers.

OSPF Virtual Interface Parameter Descriptions

This section describes how to set al virtual interface parameters that you can edit.

Parameter: Enable
Default: Enable
Options:  Enable | Disable

Function:  Enables or disablesthisvirtual link. This parameter is useful when you
want to temporarily disable avirtua link rather than deleteit.

Instructions:  Set to Disable to turn off thisvirtual link. Set to Enableif you previously
disabled this virtual link and now want to re-enable it.

MIB Object ID:  1.3.6.1.4.1.18.35.3.23.7.1.2
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Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions;

MIB Object ID:

Transit Delay
1 second
1 to 360 seconds

Indicates the estimated number of seconds it takes to transmit alink state
update packet over thisinterface.

Either accept the default value of 1 second or enter anew value between 1
and 360 seconds.

1.3.6.1.4.1.18.3.5.3.2.3.7.1.6

Retransmit Interval
5 seconds
1 to 360 seconds

Indicates the number of seconds between link-state advertisement
retransmissions for adjacencies belonging to thisinterface. Thisvalueis
also used when retransmitting database description and link-state request
packets. This value should be well over the expected round-trip time.
Although the default value is 5, we suggest the following values for this
parameter:

Network Type Suggested Retransmit Interval
Broadcast 10 seconds

Point-to-point 15 seconds

NBMA 15 seconds

Point-to- 15 seconds

multipoint

Either accept the default value of 5 seconds or set the retransmit interval
to some other value between 1 and 360 seconds.

136.1.4.1.18353.23.7.1.7
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Parameter: Hello Interval
Default: 15 seconds
Range:  1to 360 seconds

Function:  Indicates the number of seconds between the hello packets that the router
sends on the interface. Although the default value is 15 seconds, we
suggest the following values for this parameter:

Network Type Suggested Hello Interval

Broadcast 10 seconds
Point-to-point 15 seconds
NBMA 20 seconds
Point-to- 15 seconds
multipoint

Instructions:  Either accept the default value of 15 seconds or set the Hello Interval
parameter to some other value between 1 and 360 seconds.

MIB Object ID:  1.3.6.1.4.1.18.35.3.23.7.1.8

Note: Thisvalue must be the same for the virtual neighbor and for all routers

-—p
attached to the same network.
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Par ameter : Dead Interval
Default: 60 seconds
Range:  1to 2000 seconds

Function:  Indicates the number of seconds that arouter’s hello packets have not
been seen before its neighbors declare the router down. This value should
be some multiple of the Hello Interval. Although the default value is 60
seconds, we suggest the following values for this parameter:

Network Type Suggested Dead Interval

Broadcast 40 seconds
Point-to-point 60 seconds
NBMA 80 seconds
Point-to- 60 seconds
multipoint

Instructions: Either accept the default value of 60 seconds, or enter some other value
for this parameter.

MIB Object ID:  1.3.6.1.4.1.18.35.3.23.7.1.9

- | Note: This value must be the same for all routers attached to the same
network.
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

-p

Password
None
Any ASCII text string up to eight characters long

Specifies the password used for this area. You can specify a password up
to eight ASCII charactersin length that will appear in the authentication
field of all OSPF packets across thisinterface. Password isvalid only
when Authentication Type is set to Simplepassword.

Enter the appropriate password.
1.3.6.1.4.1.18.35.3.2.3.7.1.10

Note: All routesin the same area must either have no authentication or have
the same password.

Deleting a Virtual Interface

To delete avirtual interface, begin at the OSPF Virtual Interface List window
shown in Figure 4-20 and compl ete the following steps.

1
2.

Select the virtual interface that you want to delete.

Click on Delete.

The virtual interface no longer appears on the OSPF Virtua Interfaces
window.

Click on Doneto save your changes and exit the window.
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Chapter 5
Configuring BGP Services

This chapter describes the Bay Networks implementation of the Border Gateway
Protocol (BGP) and shows you how to edit parameters for BGP Version 3 and
Version 4 (BGP-3 and BGP-4). The chapter contains the following sections:

* BGP Features - page 5-2

»  Configuring BGP on the Router - page 5-4

»  Sdlecting the BGP Version - page 5-4

» Establishing a Peer-to-Peer Connection - page 5-4
* BGP Messages - page 5-9

* How BGP Sdlects the Best Path - page 5-17

e OSPF/BGP Interaction - page 5-20

« Using IBGPinaTransit AS - page 5-21

* Using IBGPin Intra-AS Routing - page 5-22

» Configuring BGP Message Logging - page 5-22
» Editing BGP Parameters - page 5-24
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BGP Features

BGP is an exterior gateway protocol primarily used to exchange network
reachability information with other BGP systems in other autonomous systems.

BGP exchanges routing information in the form of routing updates. An update
includes a network number, alist of autonomous systems that the routing
information has passed through (the AS path), and alist of other path attributes.

Figure 5-1 shows two autonomous systems: AS1 and AS2. Networks within AS1
and AS2 are connected by routers running an interior gateway protocol — in this
case, OSPF. AS1 and AS2 are connected by routers that run an exterior gateway
protocol — BGP — in addition to OSPF.

AS1 AS2

H

Figure 5-1. BGP Connecting Autonomous Systems Running OSPF

A BGP router employs a BGP speaker, which is an entity within the router that
transmits and receives BGP messages and acts upon them. BGP routers form
neighbor rel ationships with other BGP routers. BGP runs over the LAN and WAN
media/protocols that IP runs over — Ethernet, Token Ring, Sync, Wellfleet
Proprietary Sync, Frame Relay, SMDS, X25 (DDN, PDN, Pt-to-Pt), ATM PVC,
FDDI, T1, E1, HSSI, and PPP.

An autonomous system can include one or more BGP speakers that provide
external route information for the networks within the AS. An AS containing a
single BGP speaker with asingle external BGP connectionisastub AS. The BGP
speaker is providing external route information for the networks contained within
itsASonly.
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BGP features include

TCP support

The neighbors communicate over areliable transport layer connection —TCP
— so that BGP can assume that its communication with other BGP routersis
reliable. This eliminates the need to implement the update, retransmission,
acknowledgment, and sequencing that are necessary with EGP.

Multiple path elimination

A BGP speaker can announce only routesthat it actually uses. Therefore, a
border router that learns multiple paths to an external destination must choose
only one of those routes for further advertisement into the AS or to other BGP
peers.

Authentication

BGP provides support for multiple authentication schemes. A schemeis
identified in the Open message, and each subsequent message on that TCP
connection must contain a marker field that complies with the scheme.
However, only the default authentication scheme (none) has been devel oped
at thistime.

AS Path attribute

Each BGP route contains a list of the autonomous systems that it has
traversed. This allows a BGP speaker to eliminate looped routes. If a BGP
speaker seesits own AS listed in aroute, then thereisaloop, and the routeis
not used.

Routing policy support

Each routing update contains information on which hop-by-hop policies can
be applied. For example, policies can be defined based on the information
contained in aroute’sAS path attribute. BGP can favor routes based on AS
count, or the presence of acertain ASin the path. Conversely, it can also avoid
routes that contain a certain AS in the path or that originate in a certain AS.
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Configuring BGP on the Router

BGP communicates with BGP speakersin other routersthrough BGP interfacesto
attached networks. The router runs BGP on every dot that is configured with IP.

For information on using Site Manager to configure BGP, see “Configuring BGP on the
Router” on page 5-25. For instructions on using Site Manager to customize the way BGP
runs on the router, see “Editing BGP Global Parameters” on page 5-28.

Selecting the BGP Version

Bay Networks supports BGP-3 and BGP-4. BGP-3 assumes that each advertised
network is anatural class network (A, B, or C) based on its high-order bits.
BGP-3 cannot advertise subnets or supernets. In contrast, BGP-4 has no concept
of address classes. Each network listed in the Network Layer Reachability
Information (NLRI) portion of an Update message contains a prefix length field,
which describes the length of the mask associated with the network. This allows
for both supernet and subnet advertisement. The supernet advertisement is what
makes classless interdomain routing (CIDR) deployment possible.

Site Manager allows you to select BGP-3 or BGP-4 (or both) to run on the router. For
instructions, see “Editing BGP-3 Global Parameters” on page 5-34 and “Editing BGP-4
Global Parameters” on page 5-35.

Establishing a Peer-to-Peer Connection

A BGP speaker forms neighbor relationships with other BGP speakers. This
happens when a BGP speaker establishes a TCP connection to a BGP peer (which
issimply the BGP speaker at the other end of the connection), based on local
configuration information.

Site Manager allows to you specify the way a BGP speaker establishes and maintains a
peer-to-peer relationship with another BGP speaker. For instructions, see “Configuring a
BGP Peer Relationship” on page 5-36.
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Using the Circuitless IP Interface

In configuring a peer-to-peer connnection for BGP speakers, you specify alocal
peer address (the address of alocal |P interface) and a remote peer address (the
address of aremote IP interface).

In situations where BGP speakers reside on routers that have multiple network
connections over multiple IP interfaces (the typical case for IBGP speakers),
consider using the address of the router’s circuitless | P interface as the local peer
address.

By using the address of the circuitless I P interface as the local peer addressin an
IBGP configuration, you are ensuring that BGP is reachable aslong asthereis an
active circuit on the router.

For information on using Site Manager to define a circuitless interface and add BGP to
the interface, see “Defining a Circuitless IP Interface” on page 2-15.

Configuring BGP Peers over an Unnumbered Point-to-Point Link

A BGP peer cannot be configured directly on an unnumbered interface. To
establish a peer-to-peer connection, each side of the connection must be
associated with a numbered interface.

For example, consider the two routersin Figure 5-2. Router A and Router B are
connected by a point-to-point network using unnumbered interfaces. Both routers
are configured with BGP.

Peer-to-Peer

Network 1 Connection Network 3

(|-
Point-to-Point :l
Network
Router A Router B

Key

Numbered IP interface configured for a BGP
peer-to-peer connection

[J Unnumbered IP interface

Figure 5-2. BGP over an Unnumbered Point-to-point Link
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To establish a peer-to-peer connection between Router A and Router B, you must
do the following:

1. Chooseanumbered interface on each router for the peer-to-peer
connection. Note the networ k/subnet that each interfaceison.

In Figure 5-2, Router A has anumbered interface to Network 1. Router B has
anumbered interface to Network 3. The network administrator has chosen
these two interfaces to support the peer-to-peer connection.

2. Ifthetworoutersarein different ASs, enable multihop EBGP
connections.

For instructions on enabling multihop EBGP, see the Multi-hop EBGP
Connection parameter on page 5-32.

3. IfnolGP protocol (RIP or OSPF) isrunning over the unnumbered link,
configure a static route on each router to the other router’s network and
subnet.

Since the routers do not share a numbered subnet, each BGP peer needs to
know aroute to the network/subnet of the interface that the other BGP peer is
using. If thereisan IGP protocol (RIP or OSPF) running over the unnumbered
link, RIP or OSPF will learn the route and store it in the routing table.
Otherwise, you need to configure a static route on each router to the other
BGP peer’s network/subnet. The route should point to the unnumbered link.

4. Configurethe BGP connection on each router.

Initiating a Connection

A BGP speaker that wants to initiate peer-to-peer connections periodically issues
an Open message (see “ Open Message” on page 5-9).

BGP speakers respond to connection requests by returning an Open message. In
Figure 5-3, for example, BGP Speaker A sends an Open message to BGP Speaker
B to request a connection; BGP Speaker B responds by sending an Open message
to BGP Speaker A.
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) —=j| Open Message Ato B E

> E =
BGP BGP
Speaker A Open Message B to A Speaker B
= )| —]| Keepalive Message Ato B > = [ =
BGP ) BGP
Speaker A < Keepalive Message B to A Speaker B

Figure 5-3. Establishing and Confirming a Connection between BGP
Peers

All BGP speakers respond to connection requests from other speakers. The
network administrator can specify whether BGP also issues connection requests
and, if so, how frequently.

Site Manager allows you to configure a BGP speaker to issue connection requests and to

configure the request interval. For instructions, see the Connect Retry Timer parameter
on page 5-42.

Negotiating a Connection

BGP speakers use the exchange of Open messages to negotiate the characteristics
of the peer-to-peer connection.

For example, when BGP peers establish communications, they negotiate the
version of BGP that they use to exchange routing information. If you add both
BGP-3 and BGP-4 to an I P circuit, the router first attempts to use BGP-4. If the
BGP peer is not a BGP-4 speaker, the router uses BGP-3.

For instructions on using Site Manager to control the way the router negotiates the BGP
version with a BGP peer, see the Min BGP Version parameter on page 5-41 and the Max
BGP Version parameter on page 5-41.
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Keeping the Connection Alive

Once Open messages have been exchanged, each speaker then sends a Keepalive
message (see “ Keepalive Message’ on page 5-10) to confirm the BGP connection.
A neighbor relationship now exists between the two BGP peers. BGP peers
periodically issue a Keegpalive message to maintain the connection.

Site Manager allows you to specify how often the BGP speaker issues a Keepalive
message on a peer-to-peer connection. For instructions, see the Keepalive Timer

parameter on page 5-43.

Sending an Update Message on the Connection

Once a connection is established, the BGP speaker uses one or more Update
messages (see “ Update Message” on page 5-10) to send the entire | P routing table
(compliant with local BGP export policies). BGP, however, does not require the
entire routing table to be sent again. Therefore, the BGP speaker must keep a
current version of the routing information received from of all of its peersfor as
long as the connection to each peer isvalid. Thisinformation will be updated via
Update messages whenever changes occur.

Site Manager allows you to specify how often a BGP speaker issues Update messages
and how long the BGP speaker waits for an Update message (or a Keepalive message)
before terminating the connection. For instructions, see the External Advertisement Timer

parameter on page 5-42 and the Holdtime parameter on page 5-43.

Terminating a Connection

If a condition occurs that causes a BGP speaker to terminate a peer-to-peer
connection, the BGP speaker issues a Notification message, specifying the reason
(see “Noatification Message” on page 5-15). The connection isimmediately
terminated.
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BGP Messages

BGP uses four different message types. Open, Keepalive, Update, and
Notification.

All of the messages share a common BGP message header made up of the
following three fields:

Open Message

Marker

Thisfield is used for authentication. Currently, thisfield can only be set to al
1s, specifying the null authentication scheme, the only authentication scheme
yet defined.

Length

Thisfield indicates the total length of the message in octets. The value of this
field must be between 19 octets (header-only message) and 4096 octets.

Type
Thisfield indicates the type of message:
1 — Open message
2 — Update message
3 — Notification message
4 — Keepalive message

The Open message is used to establish a BGP connection between two BGP
speakers. In addition to the message header, the Open message includes the
following fields:

The BGP Version. Bay Networks currently supports BGP Version 3 and
Version 4.

The AS Number, which provides the autonomous system number of the
transmitting BGP speaker.

The Holdtime, which indicates the maximum number of seconds that can
elapse between the receipt of Keepalive and/or Notification and/or Update
messages. If thistimer expires, the receiver assumes the connection is down.
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Over switched virtual circuits, a Holdtime of zero can be used. This disables

the transmission of periodic Keepalive messages on the connection so that the
virtual circuit can go idle. While this can result in cost savings for line usage,
it also makes it more difficult for either BGP speaker to determine, in atimely
manner, whether the BGP connection has gone down.

» TheBGP Identifier, which isthe | P address of the transmitting BGP speaker.
A BGP speaker sets the BGP identifier to the | P address of one of its
interfaces. It uses the same identifier in all the Open messages on every
connection.

Note: If OSPF isrunning on the same router, and BGP-3 routes are advertised
as OSPF external routes, the BGP identifier and the OSPF router 1D must be
identical.

» TheAuthentication Code, which indicates the authentication mechanismin
use. Currently, only the null authentication mechanism is defined. Therefore,
thisfield must be set to 0.

» Authentication Data, afield with variable length and contents depending on
the value of the Authentication Code field. Currently, this field must be nil,
because only the null authentication mechanism is defined.

Keepalive Message

The Keepalive message has two functions. First, it is used as a confirmation of the
Open message when a connection between two BGP speakersis being
established. Second, it is used to keep the hold timer from expiring and the
connection from going down when there has been no other BGP message sent
over the connection for awhile. The periodic transmission of the Keepalive
message is regulated by the Keepalive timer.

A Keepalive message consists only of the common BGP header.

Update Message

The Update message is used to transfer current routing information between BGP
peers. It describes routes from the transmitting BGP speaker to alist of destination
networks. Each destination islisted, and the path to the set of destinationsis
described using path attributes.
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When a BGP speaker receives aroute in an Update message, it applies any local
routing policies to determine whether the router will use the route and whether it
will propagate the route to other routers. Then, if the route can be used, itis
compared against routes from other protocols and possibly included in the
forwarding table.

BGP-3 Update Message Format
In addition to the message header, a BGP-3 Update message includes the
following fields:

» Total Path Attributes Length. Thisfield indicates the total length of the Path
Attributes field.

» PathAttributes. Thisfield is a variable-length sequence of path attributes.
Each attribute entry consists of an attribute value and afield describing the
attribute. Table 5-1 lists the mandatory and optional BGP-3 path attributes.

» The Networks. Thisfield indicates the destinations being described by the
path attributes.

Table 5-1. BGP-3 Path Attributes

Attribute Description

AS Path Mandatory attribute containing a list of the ASs that
must be traversed to reach the given destinations.

Origin Mandatory attribute containing one of the following
values: IGP (the path is valid all the way to the IGP of
the originating AS), EGP (the path was advertised
using EGP by the last AS in the AS path), or
Incomplete (the path is valid only to the last AS in the
AS Path).

Next Hop Mandatory attribute that defines the IP address of the
router to use as a next hop for the advertised
destinations.

Inter-AS attribute Optional attribute used to choose between paths to
the destinations listed.

Unreachable Discretionary attribute used to indicate destinations
that have become unreachable.
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You set values in BGP-3 accept and announce policy parameters to match and, in
some cases, to override the attribute val ues contained in inbound and outbound
update messages.

For details about BGP-3 accept policy parameters, see “ BGP-3-Specific Accept
Policy Parameters’ on page 9-14.

For details about BGP-3 announce policy parameters, see “BGP-3-Specific
Announce Policy Parameters’ on page 9-38.

Note: For BGP-3, only natural class networks or the default route (0.0.0.0)
can be advertised. BGP-3 assumes that each advertised network is a natural
class network (A, B, or C) based on its high-order bits. It cannot advertise
subnets or supernets.

BGP-4 Update Message Format

The BGP-4 update message has the same format and contains the same mandatory
attributes as the BGP-3 update message with the following additions.

* Inplace of the Unreachable attribute that BGP-3 includes as part of the path
attribute description, the BGP-4 update includes an Unreachable field. This
field specifies destinations that have become unreachable.

* Inplace of the BGP-3 optional attributes, a BGP-4 update message can
include the optiona attributes described in Table 5-2.

Table 5-2. BGP-4 Optional Path Attributes

Attribute Description

Multi-Exit Discriminator Optional attribute used to choose between paths to
the destinations listed.

Local Preference Optional attribute allowing AS border routers to
indicate the preference they have assigned to a
chosen route when advertising it to IBGP peers.

Atomic Aggregate Optional attribute used to ensure that certain network
layer reachability information (NLRI) is not
deaggregated.

(continued)
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Table 5-2. BGP-4 Optional Path Attributes (continued)

Attribute Description

Aggregator Optional attribute identifying which AS performed the
most recent route aggregation. The attribute contains
the last AS number that formed the aggregate route
followed by the IP address of the BGP speaker that
formed the aggregate route.

Route Clusters Optional attribute listing the route clusters that may
be traversed to reach a given destination.

Advertiser Optional attribute identifying which border router
injected the route.

You set values in BGP-4 accept and announce policy parameters to match and, in
some cases, override the attribute values contained in inbound and outbound
update messages.

For details about BGP-4 accept policy parameters, see “ BGP-4-Specific Accept
Policy Parameters’ on page 9-17.

For details about BGP-4 announce policy parameters, see “BGP-4-Specific
Announce Policy Parameters’ on page 9-41.
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BGP-4 accept and announce policies allow you to specify amatch for an AS
number in an AS path. To specify the position of the ASin the path, you supply a
regular expression using the characters described in Table 5-3.

Table 5-3. Characters in AS Path Pattern Matching

Filter Character

Function

C

Matches any character, except those listed below. An ordinary
character (like a, b, 7, or q) matches only itself.

\ (Backslash)

Escape character. Use this to match a special character that would
otherwise have special meaning to the software. You must enclose the
special character to be matched in single quotes following the
backslash character. The special character that require quoting to
match themselves are:

\ (backslash)

. (dot or period)

A (caret or circumflex, as the first character in the string)

$ (currency symbol, as the last character in the string)

[ (left bracket)

? (question mark)

* (asterisk)

{ (left brace)

( (left parenthesis)

) (right parenthesis)

| (vertical bar)
Any other quoted character following a backslash matches itself.
For example, to match a backslash (\) in a string, include the following
in the filter expression:

v

. (Dot or period)

Matches a single character.

A (Caret or
circumflex)

The caret or circumflex has special meaning only when it's the leftmost
character in the filter expression. As such, it constrains the expression
to match the leftmost portion of a line. A match of this type is called an
“anchored match,” because it is anchored to a specific place in the line.

$ (Currency
symbol)

The currency symbol has special meaning only when it’s the rightmost
character in the filter expression. As such, it constrains the expression
to match the rightmost portion of a line. A match of this type is called
an “anchored match,” because it is anchored to a specific place in the
line.

(continued)
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Table 5-3. Characters in AS Path Pattern Matching (continued)

Filter Character

Function

[c...]

As the rightmost element in a string, this element tells the filter to
match any one of the characters enclosed in the brackets

To use [* (a left bracket) as one of the characters to be matched, make
it the first character in the string, and follow it with a right bracket, as
shown in the following example:

Having [abcxyz] as the rightmost element in the filter expression
matches a single character from the set “abcxyz.”

The expression:
[Jabc]
matches any of the characters 7T, ‘a’, ‘b’, or ‘c’.

[~c..]

When a caret is the first character of the enclosed string, the filter
expression matches any character except those in the remainder of
the string. For example, the expression [*45678] matches any
character except 4, 5, 6, 7, or 8

To include a ‘] ‘(right bracket] in the string of filtered characters, place it
directly after the caret. For example, the expression [*] abc] matches
every character except 7', ‘a’, ‘b’, or ‘c’.

(-]

The minus sign between two characters indicates a range of
consecutive ASCII characters to match. This bracketed string of
characters is known as a character class. For example, the range:
[0-9]
is equivalent to the string:
[0123456789]

The - (minus sign) is treated as an ordinary character if it occurs first,
first after an initial caret, or last in a string.

Notification Message

The notification message is sent whenever a condition is detected that causes a
BGP speaker to terminate a connection. The BGP connection is closed after the
notification is transmitted. In addition to the message header, the Notification
message includes the following fields:

» TheError Code, which indicates the type of notification

» TheError Subcode, which further specifies the reported error conditions
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Error codes and their associated subcodes are described in Table 5-4.

Table 5-4. Notification Message Error Codes and Subcodes

Error Code Associated Error Subcode

Message Header Error (1) | (1) Connection not synchronized
(2) Bad Message Length
(3) Bad Message Type

Open Message Error (2) (1) Unsupported version number

(2) Bad peer AS

(3) Bad BGP identifier

(4) Unsupported authentication code

(5) Authentication failure

(6) Unacceptable hold time

(254) Bad route server version

(255) Inconsistent route server cluster ID

Update Message Error (3) | (1) Malformed attribute list

(2) Unrecognized well-known attribute
(3) Missing well-known attribute
(4) Attribute flags error

(5) Attribute length error

(6) Invalid origin attribute

(7) AS routing loop

(8) Invalid next hop attribute

(9) Optional attribute error

(10) Invalid network field

(11) Malformed AS_PATH

(255) Invalid advertiser

Hold Timer Expired (4) No subcodes
Finite State Machine Error | No subcodes
(5)

Cease (6) No subcodes

255 List Message Error (1) Bad address
(Route Server)
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How BGP Selects the Best Path

A BGP speaker must, at times, evaluate and compare different pathsto a
destination network to determine the best path. Because all border routers must
provide the same view of the ASto external ASs, having a selection strategy that
is consistent in the router, and that can be consistent across all border routers, is
very important in BGP. To select the best available path, BGP uses AS weights
and classes and | P policies. To compare IBGP routes, BGP-4 can also calculate
and use a Local Preference value. These mechanisms are described in the
following sections.

AS Weight and Class Values

You can assign aweight classto any AS number and aweight value to aweight
class.

ASweight classes allow anetwork administrator to assign multiple weight values
to the same AS. This feature allows the administrator to consider an AS path
differently for different networks. For example, consider a situation in which two
networks — 192.32.1.0 and 192.32.2.0 — are both reachable by two paths. The
first path to each network shares acommon AS— AS 5. The second path to each
network also sharesacommon AS— AS 10. If the administrator for some reason
wantsto favor AS 5 in the path to 192.32.1.0 and AS 10 in the path to 192.32.2.0,
he or she can assign one weight class to the AS as a component in the path to
network 192.32.1.0 and another class to the AS component in the path to
192.32.2.0.

An assigned weight can range from 1 to 15 plus an infinity value. Weights provide
away either to prefer or to avoid routes that pass through certain ASs. Theweights
of each ASin apath are added, and the path with the smallest total weight isthe
preferred path. Any path containing an AS weight of infinity will be avoided.

When aBGP router receives a new route, it is evaluated against any existing
accept policies. If after this evaluation, the path still is to be used, the total weight
of the path is calculated.

AS weights should be configured the same on al BGP routersin an AS.

For instructions on assigning weight and class values to an autonomous system, see
“Configuring BGP AS Weights and Weight Classes” on page 5-47.
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Routing Policies

BGP accept and announce policies govern which routes are used by a router, and
which are propagated to other routers.

Note: By default, an external BGP-3 or BGP-4 speaker will neither advertise
any routes to a peer, nor inject any routes into its |GP. Route policies must be
configured to enable any route advertisement.

So that every BGP border router within an AS comes to the same decision in
constructing path attributes for an external path, route policies must be
coordinated between all of the BGP speakerswithin an AS. It is suggested that the
accept and announce policies on all IBGP connections accept and propagate all
routes. On external BGP connections, consistent routing policy decisions should
be made.

Note: In addition to announce and accept policies, Bay Networks supports
import and export filters for BGP-3. Import and export filters provide a subset
of the parameters provided by the policies. In a future release, support for
import and export filterswill be dropped.

Calculating the BGP-4 Local Preference Attribute

BGP-4 update messages include a Local Preference attribute that allowsan AS
border router to assign a preference value to aroute when advertising it to IBGP
peers. The calculation of the Local Preference attribute is implementation-
specific. A higher value indicates that the route is more preferred.

You can configure a BGP-4 accept or announce policy to override the valuein the
Local Preference attribute. For details and instructions, see the accept Local
Preference parameter on page 9-20 and the announce Local Preference Override
parameter on page 9-44.

The router uses the following equations to calculate a value for the Local
Preference attribute:

local preference = 8191 — origin value — AS path weight

where origin value is O for routes with an Origin Path attribute of 1GP and 4096
otherwise, and AS path weight is a sum of weight values associated with AS
numbers listed in the route’s AS Path attribute. These weight values can be
configured and default to 8.
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A steep penalty is applied to routes that are advertised with an ORIGIN attribute
other than IGP — that is, EGP or Incomplete.

For an OSPF internal route or adirect route, the Local Preference attributeis set to
local preference = (8191 + 256 — (metric & 255))

where metric is the OSPF metric for an OSPF route or the configured cost for a
direct route.

For aRIP route, an EGP route, an OSPF ASE route, or a static route, the loca
preference attribute is set to
local preference = (256 — metric)

where metric isthe RIP metric for a RIP route, the EGP metric for an EGP route,
the OSPF metric for an OSPF ASE route, or the configured cost for a static route.

Note that Local Preference values for OSPF internal routes and direct routes are
higher than the Local Preference values calculated for BGP routes.
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Best Route Calculation for Equal Routes
The following eight rules (tie breakers) are used to choose between two equal
BGP routes:
1. Choose the route with the lower route weight.
2. Choose the route with the higher Local Preference attribute.

3. Choose the route with the lower Inter-AS Metric attribute (if both routes
include this optional attribute).

Choose the route with the lower interior cost to the Next Hop.
Choose external BGP over IBGP.
Choose the route with the lower BGP identifier.

Choose the route with the lower BGP connection remote address.

© N o g &

Choose the route with the lower BGP connection local address.

OSPF/BGP Interaction

RFC 1403 defines the interaction between BGP and OSPF when OSPF isthe IGP
within an autonomous system. For routers running both protocols, the OSPF
router 1D and the BGP identifier must be an |P address and must be identical. A
route policy must be configured in order to allow BGP advertisement of OSPF
routes.

For more information, see “Using the External Route Tag in an ASE” on page 4-
16.

Interaction between BGP-4 and OSPF includes the ability to advertise supernets
to support classless interdomain routing (CIDR). BGP-4 allows interdomain
supernet advertisements. OSPF can carry supernet advertisements within a
routing domain.
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Using IBGP in aTransit AS

If an AS has more than one BGP speaker, it can provide transit service between
multiple networks outside the AS. An ASthat provides such for a service for BGP
speakersis known as atransit AS (see Figure 5-4).

Figure 5-4. Transit Autonomous System

It isimportant that there be a consistent view of routing within thetransit AS. This
view is provided by whichever IGP the ASis running. It is also important that
routes exterior to the AS be consistent. This can be accomplished by having al of
the BGP speakers within the AS that connect to exterior ASs maintain direct
connections with each other. Thisisknown asinternal BGP (IBGP). The speakers
then agree upon which border routers will serve as exit/entry points for particular
networks outside the AS. All internal routers must be updated with this transit
information before transit service is advertised to other ASs.

In Figure 5-4, Autonomous System 20 isthe transit AS. It is providing
information about its internal networks, aswell as transit networks, to the
remaining ASs. The IBGP connections between BGP routers A, B, and C are
necessary to provide consistent information to the ASs.
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When setting up IBGP connections, consider using a circuitless IP interface.
Doing so separates the connection endpoint from any of the physical interfaceson
the router. For example, if the BGP connection is configured over a physical
interface and that interface becomes disabled, the IBGP connection will become
disabled as well. However, if you configure the BGP connection on a circuitless
interface, then as long as thereis avalid path between the peer routers, the BGP
connection will stay alive.

Using IBGP in Intra-AS Routing

Because situations will arise where OSPF is not the | GP within some autonomous
systems, and because BGP does not interact well with IGP protocols other than
OSPF, Bay Networks implements IBGP intra-AS routing.

With IBGP intra-AS routing, an AS need not propagate BGP routes into the AS.
Instead, al routersin the AS must run IBGP to each border router. The IBGP
information is used in conjunction with the | GP route to the authoring BGP border
router to determine the next hop to use for external networks.

No BGP information is carried by the IGP. Each router uses IBGP exclusively to
determine reachability to external networks. When an IBGP update for a network
isreceived, it can be passed on to IP for inclusion in the forwarding tables only if
aviable IGP route to the correct border gateway is available.

For instructions on using Site Manager to configure the router for IBGP communications,
see the BGP Intra-AS parameter on page 5-30.

Configuring BGP Message Logging

Site Manager alows you to control the event messages that BGP sends to the log
file by specifying

» Loca and remote address of a peer-to-peer session or sessions

* Message severity level: fault, warning, information, trace, or debug, or all
levels

» BGP message type: Open, Update, Notification, or Keepalive
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Use BGP message logging parametersto limit the volume of debug-level
messages that BGP generates and logs. If you alow BGP to log al debug-level
events, the messages that BGP generates will quickly overrun and overwrite the
log file.

For instructions on using Site Manager to configure BGP message logging on the router,
see “Generating BGP Event Messages” on page 5-52.

For More Information about BGP

For more information about BGP, refer to the following documentation:

Lougheed, K., and Rekhter, Y. “A Border Gateway Protocol 3" RFC 1267,
Network Information Center (NIC), SRI International, Menlo Park, California,
October 1991.

Perlman, Radia. Interconnections: Bridges and Routers. Reading, Massachusetts:
Addison-Wesley Publishing Company, 1992.

Rekhter, Y. “Application of the Border Gateway Protocol in the Internet.” RFC
1268, Network Information Center (NIC), SRI International, Menlo Park,
California, October 1991.

Varadhan, K. “BGP OSPF Interaction.” RFC 1364, Network Information Center
(NIC), SRI International, Menlo Park, California, September 1992.

Willis, S., and Burruss, J. “ Definition of Managed Objects for the Border Gateway
Protocal (Version 3).” RFC 1269, Network Information Center (NIC), SRI
International, Menlo Park, California, October 1991.

BGP Implementation Notes

This section provides you with some guidelines that you should follow when you
configure BGP. If you do not follow these guidelines, BGP will either not work
efficiently or will become disabled on the interfaces invol ved.

* BGPwill not operate with an IP router in nonforwarding (host-only) mode.
Make sure that the routers you want BGP to operate with are in forwarding
mode.
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* |If you are using BGP for a multihomed AS (one that contains more than one
exit point), we strongly encourage you to use OSPF for your |GP and BGP for
your sole exterior gateway protocol, or use intraAS IBGP routing.

If OSPF isthe IGP, you should also use the default OSPF tag construction.
Using EGP or modifying the OSPF tags makes network administration and
proper construction of BGP path attributes more difficult.

»  For any router supporting both BGP and OSPF, the OSPF router ID and the
BGP identifier must be the same.

Editing BGP Parameters

The following sections show you how to configure BGP parameters:

» “Configuring BGP on the Router” on page 5-25

e “Editing BGP Global Parameters’ on page 5-28

e “Editing BGP-3 Global Parameters’ on page 5-34

e “Editing BGP-4 Global Parameters’ on page 5-35

» “Configuring a BGP Peer Relationship” on page 5-36

» “Configuring BGP AS Weights and Weight Classes’ on page 5-47
» “Generating BGP Event Messages’ on page 5-52

» “Deleting BGP from the Router” on page 5-55

For each BGP parameter, this chapter provides information about default settings,
valid parameter options, the parameter function, instructions for setting the
parameter, and the Management Information Base (MIB) object ID.

The Technician Interface allows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
a parameter isvalid. Entering an invalid value can corrupt your
configuration.
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Configuring BGP on the Router
Before you can configure BGP on the router, you must perform the following
operations to ensure that the dlot is properly set up for IP:
1. Open aconfiguration file.

2. Specify aslot and configure alink module on the slot (if the configuration file
isaloca modefile).

3. Sdlect alink or net module connector and configure a circuit on the connector,
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.

Once you have configured a circuit, you are finished with the Add Circuit window.
1. Click on OK on theAdd Circuit Window.
The Select Protocols window opens.
2. Select IP and BGP from the Select Protocols window and click on OK.
Site Manager displays the IP configuration window.

3. EditthelP Configuration Window asdescribed in “ Configuring a Circuit
and Adding an IP Interface” on page 2-32.

4. Click on OK.
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The BGP Configuration window opens (Figure 5-5).

_BGP CONFIGURATION

Cancel
0Ok
| Values,..

Help...

Identifier E.3.3.3

Local AS

Route Server Topology

Cluster Identifier

Figure 5-5. BGP Configuration Window

5. Configurethe parametersasdescribed in “BGP Configuration
Parameter Descriptions’ on page 5-27.

6. When you have configured all parametersin the window, click on OK.
The BGP Peer window opens (see “Adding a BGP Peer” on page 5-38).

7. Configurethe parameters, using the descriptionsin this chapter asa
guide.

8. When you have configured all parametersin the window, click on OK to
enable default BGP service.
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BGP Configuration Parameter Descriptions

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:

| dentifier
None
An |P address of an | P interface on this router

I dentifies the BGP router. There is no default for this parameter. You must
use an IP address of one of the router’s | P interfaces.

Either accept the current BGP identifier or enter anew |P address. The
BGP identifier must be one of the router’'s | P interfaces. |If both BGP and
OSPF are running on the router, then the OSPF router ID must be
equivalent to one of the configured IP interfaces.

136.14.1.1835325114

Local AS

None

1to 65535

| dentifies the autonomous system to which this BGP router belongs.
Enter avalue from 1 to 65535.

1.36.1.4.1.18.35.3.25.1.1.5
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Parameter: Route Server Topology

=>| Note: The IBGP route server isnot available in Version 10.0.

Default:  None
Options:  None | Client | Mesh | Tree
Function:  Configuresthe router as an IBGP route server or an RS client.

Instructions: If the BGP is neither aroute server nor an RS client, use the default,
None. If you want BGP to establish a client relationship with an IBGP
route server, specify Client. If you want the router to function as an IBGP
route server, specify Mesh or Tree. Mesh and Tree specify the type of
topology required to support server-to-server communications.

MIB Object ID:  1.3.6.1.4.1.18.35.3.25.1.1.17

Editing BGP Global Parameters

When you edit the BGP global parameters, you are editing parameters that affect
BGP on the entire router.

To edit BGP global parameters, begin at the Configuration Manager window and
compl ete the following steps:

1. Sdect ProtocolsT IPOBGPIBGP Global.
The Edit BGP Global Parameters window opens (Figure 5-6).
2. Edit those parameter s you want to change.
BGP global parameters are described following these instructions.

3. Click on OK to save your changes and exit the window.
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BGP

BGP

BGP

BGP

BGP

BGP

BGFP

Edit BGP Global Parameters

Cancel
OK
3 vélﬁes... |

Help...

Enable RBLE

Identifier i, s i T
Local As 1
Intra-AS ENABLE
From Protocols BGP
Interval Timer 5

Collision Detect ENABLE

Multi—hop Ebgp Connection DISABLE

Route Server Topology NONE

Cluster Identifier |

Figure 5-6. Edit BGP Global Parameters Window

BGP Global Parameter Descriptions

This section describes how to set all BGP global parameters.

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

BGP Enable

Enable

Enable | Disable

Globally enables or disables BGP on all router interfaces.

Set to Disable if you want to disable BGP for the entire router. Set to
Enable if you previously disabled BGP and now want to re-enable it.

1.3.6.1.4.1.1835.3.251.1.2
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

BGP | dentifier
None
An |P address of an | P interface on this router

I dentifies the BGP router. There is no default for this parameter. You must
use an IP address of one of the router’s | P interfaces.

Either accept the current BGP identifier or enter anew IP address. The
BGP identifier must be one of the router’s | P interfaces. |If both BGP and
OSPF are running on the router, then the OSPF router ID must be
equivalent to one of the configured IP interfaces.

136.14.1.1835325114

BGP Local AS

None

1 to 65535

| dentifies the autonomous system to which this BGP router belongs.

Either accept the current BGP Local ASvalue or enter anew valuefor this
parameter.

136.1.4.1.18353251.15

BGP Intra-AS

Enable

Enable | Disable

Specifies whether BGP will perform intra-AS IBGP routing.

Transit ASs should use intra-A S routing. Stub or multihomed ASs usually
do not use IBGP intra-AS routing.

1.36.1.4.1.18.35325.1.1.8
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Defaullt:
Range:
Function:

Instructions;
MIB Object ID:

BGP From Protocols
BGP
BGP |ALL

Controls (if intra-AS routing is enabled) the types of routes that BGP
advertisesin any IBGP sessions.

Select BGP to propagate only advertised routes learned from external
BGP peers. Select ALL to propagate routes learned from all route sources
(excluding IBGP and OSPF interarea and intra-area routes, which are
never advertised with IBGP).

136.14.1.18353251.1.9

BGP Interval Timer
5 seconds
1to 2147483647

Specifies the minimum time interval, in seconds, between injections of
external BGP routes into the IP routing table.

Accept the default or enter anonzero value.
13.6.1.4.1.18.3.5.3.25.1.1.10
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

BGP Collision Detect
Enable
Enable | Disable

Specifies whether redundant BGP connections to the same router will be
detected and disallowed.

If you want only one BGP connection to the same router to be maintained,
usethe default. If you want to allow redundant connections, enter Disable.

Collision detection is based on router 1D. If two BGP peers have multiple
physical connections and want to establish a BGP session across each
physical connection, you must disable this parameter. The advantage of a
configuration with multiple physical connectionsis redundancy. The
disadvantageisthat such a configuration resultsin multiple copies of each
route.

1.36.1.4.1.18.3.53.251.1.16

Multi-hop EBGP Connection
Disable
Enable | Disable

Specifies whether BGP allows multihop connections to an external BGP
peer.

By default, BGP enforces the rule that requires an external BGP peer to
be located on a directly attached network. Use this parameter to override
the restriction.

Caution: Enabling multihop BGP connections is dangerous because it can
cause BGP speakers to establish a BGP connection that traverses a third-
party AS, which may violate policy considerations and may also introduce
forwarding loops.

MIB Object ID:

1.3.6.14.1.18.3.53251.1.6
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Parameter:

Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:

Default:
Range:
Function:
Instructions:

MIB Object ID:

Route Server Topology

=>| Note: The IBGP route server isnot available in Version 10.0.

None

None | Client | Mesh | Tree

Configures the router as an IBGP route server or an RS client.
If the BGP isneither aclient or server, use the default, None.

If you want BGP to establish a client relationship with an IBGP route
server, specify Client.

If you want the router to function as an IBGP route server, specify Mesh
or Tree. Mesh and Tree specify the type of topology required to support
server-to-server communications.

1.36.14.1.18353.251.1.17

Cluster |dentifier

=>| Note: The IBGP route server isnot available in Version 10.0.

Null
1to0 65535
Specifies aroute server cluster identifier.

If this router is configured as an IBGP route server in aroute server
cluster, you must specify acluster ID. Route serversin the same cluster
must have the same cluster ID.

1.36.14.1.18.3.53.25.1.1.18
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Editing BGP-3 Global Parameters

When you edit the BGP-3 global parameters, you are editing parameters that
affect BGP-3 on the entire router.

To edit BGP-3 global parameters, begin at the Configuration Manager window
and complete the following steps:

1. Select Protocolsd | PO BGPO BGP-3 Global.
The Edit BGP-3 Globa Parameters window opens (Figure 5-7).
2. Edit those parameter s you want to change.
The BGP-3 global parameters are described following these instructions.

3. Click on OK to saveyour changes and exit the window.

Edit BGP-3 Global Parameters

Cancel
Ok
| values,..

Help...

ENABLE

Figure 5-7. Edit BGP-3 Global Parameters Window

Parameter:  Enable
Default:  Enable
Options:  Enable | Disable
Function:  Globally enables or disables BGP-3 on all router interfaces.
Instructions:  Set to Disable if you want to disable BGP-3 for the entire router.
MIB Object ID: 13.6.1.4.1.18.35.3.25.21.2
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Editing BGP-4 Global Parameters

When you edit the BGP-4 global parameters, you are editing parameters that
affect BGP-4 on the entire router.

To edit BGP-4 global parameters, begin at the Configuration Manager window
and complete the following steps:

1.

Select ProtocolsC] | PO BGPO BGP-4 Global.

The Edit BGP-4 Globa Parameters window opens (Figure 5-8).

Edit those parameter s you want to change.

The BGP-4 global parameters are described following these instructions.

Click on OK to save your changes and exit the window.

Edit BGP-4 Global Parameters

ENABLE

Figure 5-8. BGP-4 Global Parameters

BGP-4 Global Parameter Descriptions

This section describes how to set all BGP-4 global parameters.

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Enable

Enable

Enable | Disable

Globally enables or disables BGP-4 on all router interfaces.

Set to Disable if you want to disable BGP-4 for the entire router.
136.1.4.1.1835.3.253.1.2
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Configuring a BGP Peer Relationship

When you configure BGP peers, you are setting parameters that affect the
formation of BGP peer relationships on a particular 1P interface.

To configure BGP peers, begin at the Configuration Manager window and
complete the following steps:
1. Select Protocols] I PO BGP Peers.

The IP Interface List for BGP window opens (Figure 5-9). This window lists
al IPinterfaces on which you can enable BGP peers.

_IP Interface List for BGP

5.3, 8.5 ' E21

N e

Enable EHABLE
Subnet Mask 255.0,0.0
Broadcast Address 0,0,0,0

Interface Cost 1

MTU Discovery

Addr Mask Reply

Figure 5-9. IP Interface List for BGP Window

2. Click on thelP interface for which you want to edit BGP peer
parameters.

3. Click on BGP Peers.
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The BGP Peer List window opens (Figure 5-10). It shows all of the neighbors
configured for the IP interface that you selected in Step 2.

= BGP Peer List

3.3:8.308.3:83.B ?. Hone
E Add
Delete
Apply
é ?alues...

Help...

R -

Enable ENABLED

Min BGP Version 4
Max BGP Version 4
Peer As 5
External Advertisement Timer 30

Connect Retry Timer

Figure 5-10. BGP Peer List Window

Add aBGP peer to the IP interface, edit parameters associated with a specific
BGP neighbor, or delete a BGP peer from the IP interface as described in the

following section.
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Adding a BGP Peer

To add a BGP peer to an IP interface, begin at the BGP Peer List window shown
in Figure 5-10 and compl ete the following steps:

1. Click on Add.
The BGP Peer parameters window opens (Figure 5-11).
2. Set the BGP peer configuration parameters.

The BGP peer configuration parameters are described following these
instructions.

3. Click on OK.

The BGP Peer List window now lists the BGP peer you added. If you click on
the peer, the default values for the rest of the peer parameters are shown at the
bottom of the window.

_BGP PEER

Cancel
OK
| Values...

Help...

Peer Address 2.5054 I

Local Address 3.5.5:5

Peer RS Mode HONE

Figure 5-11. BGP Peer Parameters Window
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BGP Peer Parameter Descriptions

This section describes how to set BGP peer configuration parameters shown on
the BGP Peer Parameters window.

Parameter:
Default:
Range:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Defaullt:
Range:
Function:

Instructions;
MIB Object ID:

Peer Address
None
Any IP address

Specifies the | P address of the interface on the remote side of this BGP
peer connection.

Enter the IP address in dotted decimal notation. If the peer isin aremote
AS, the address must be on the same subnet as the local interface.

1.36.1.4.1.18.353.251.2.1.6

Peer AS
None
1 to 65535

| dentifies the autonomous system to which the BGP router at the remote
end of this BGP peer connection belongs.

Enter the appropriate AS number.
1.3.6.1.4.1.18.35.3.25.1.2.1.10

Local Address
None
Any |P address

Specifiesthe |P address of theinterface on the local side of this BGP peer
connection.

Enter the appropriate address.
13.6.1.4.1.18353.25.1.214
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Peer RSMode

None

None | Client | Internal | External

Indicates the route server mode of the BGP peer.

If the peer isnot aroute server or an RS client, use the default, None. If
the peer isan RS client, specify Client. If the peer is aroute server in the
same cluster, specify Internal. If the peer isaroute server in adifferent
cluster, specify External.

1.36.1.4.1.18.3.53.251.21.35

Editing a BGP Peer Relationship

-

Note: You cannot reconfigure the Local Address or Peer Address parameters
for a BGP peer. To change these parameters, you must delete the peer and add
a new peer with the proper information. See “ Deleting a BGP Peer” on page
5-47 for instructions.

To edit aBGP peer, begin at the BGP Peer List window shown in Figure 5-10, and
compl ete the following steps:

1

Click on the peer for which you want to edit parameters.

When you do this, al of the parameters shown at the bottom of the window
will reflect the current values for the peer you selected.

Edit those parameter s you want to change.

The BGP peer parameters that you can edit are described following these
instructions.

Click on Apply to implement your changes.

Repeat Steps 1 through 3to edit any other peersyou want to change;
remember to click on Apply each time.

Click on Doneto exit the window.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables a BGP peer relationship with the specified |P address.

Set this parameter to Disable if you want to temporarily disable this peer
relationship rather than delete it. Or set it to Enableif you previously
disabled this peer relationship and now want to re-enableiit.

1.36.1.4.1.18.353.251.2.1.2

Min BGP Version
4
3o0r4

Specifies the minimum acceptable BGP version to run on this peer
connection.

Specify BGP-3 or BGP-4.
1.3.6.1.4.1.18.35.3.25.1.2.1.8

Max BGP Version
4
3o0r4

Specifies the maximum acceptable BGP version to run on this peer
connection.

Specify BGP-3 or BGP-4.
1.36.1.4.1.18.35.3.25.1.21.9
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Parameter:
Default:
Range:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

I nstructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Peer AS
None
1to 65535

| dentifies the autonomous system to which the BGP router at the remote
end of this BGP peer connection belongs.

Either accept the current value or enter a new one.
1.3.6.1.4.1.18.35.3.25.1.2.1.10

External Advertisement Timer
5 seconds
1to 2147483647

Specifies the minimum number of seconds allowed between BGP updates
for this peer connection.

Either accept the current value or enter a value greater than zero seconds.

The external advertisement interval controls how often the IP routing
table is examined for changes. BGP update messages for routes that
originate external to thisAS will be issued no faster than the number of
seconds you specify with this parameter.

1.3.6.1.4.1.18.35.3.251.21.11

Connect Retry Timer
120 seconds
0to 2147483647

Specifies the maximum number of seconds allowed between TCP
connection attempts for this peer connection.

Either accept the current value or set this parameter to some other value.
A value of 0 indicates that no active attempt to establish a BGP
connection to the peer isto be done. Incoming calls from the peerswill be
accepted.

1.36.1.4.1.18.3.5.3.25.1.21.12
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Parameter:
Default:
Range:

Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Holdtime
90 seconds
0 or any decimal number greater than 2

Specifies the holdtime that will be inserted into an Open message. Upon
receipt of the peer’s Open message, the lesser of the two holdtimeswill be
used (this must be at least 3 seconds). There are two exceptions:

» If one peer sends a zero holdtime, then the non-zero holdtime is used.
» If both peers send zero holdtimes, then no holdtime is used.

The calculated holdtime is the amount of time either peer will wait for a
Keepalive or Update message before declaring the connection down.

Either accept the current Holdtime Timer value or set the parameter to O
or some value greater than 2 seconds.

1.3.6.1.4.1.18.3.5.3.2.5.1.2.1.13

Keepalive Timer
30 seconds
Any decimal number

Specifies how often Keepalive messages will be sent across this peer
connection.

If aholdtime of 0 is negotiated, no periodic Keepalive messages are sent.
Otherwise, the Keepalive timer is set to the smaller of this configured
value and one-third of the holdtime.

Either accept the current Keepalive value or set this parameter to some
value greater than O.

1.36.1.4.1.18.3.53.25.1.2.1.15
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Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

Min AS Origination Interval
15 seconds
A value greater than 0

Determines the minimum amount of time that must el apse between
successive advertisements of Update messages that report changes within
the advertising BGP speaker’s own autonomous system.

Enter avalue greater than 0 seconds.
1.3.6.1.4.1.18.35.3.2.5.1.2.1.30

Local AStoAdvertiseto Peer

Null

1to0 65535

Specifiesthe AS number that is sent in an Open message to this peer.

Enter an AS number. To specify the AS number you set with the BGP
Local AS parameter, use the default, null.

1.36.14.1.18353251.21.31

Peer Max Update Size
800 bytes
64 to 4096 bytes

Specifies the maximum size (in bytes) of Update messages that are sent to
this peer.

Use the default or specify asize. Note that, if the size of the Update
message that is used to advertise asingle route is greater than the
configured message size, the actual message size can exceed the
configured value.

1.36.1.4.1.18.3.5.3.2.5.1.2.1.32
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:

Default:
Options:
Function:
Instructions:

MIB Object ID:

Peer Route Echo Switch
Enable
Enable | Disable

Controls the way the router echoes a BGP route that is selected for
forwarding. (Echoing in this case means advertising the route back to the
peer from which it was received.) If this parameter is enabled, the router
advertises the route back as reachable and includes the local AS. If this
parameter is disabled, the router echoes the route as UNREACHABLE/
withdrawn.

If the peer router saves routes that contain its own AS number and is
running short of memory, send an UNREACHABLE echo.

A BGP speaker that participatesin inter-AS multicast routing must
advertise aroute it receives from one of its external peers. If the router
storesthe route in its routing table, it must also advertise it back to the
peer from which the route was received. For a BGP speaker that does
participate in inter-AS multicast routing, such echoing is optional.

1.36.1.4.1.18.3.5.3.25.1.2.1.33

Discard Duplicate Route Switch

=»| Note: The IBGP route server isnot available in \ersion 10.0.

Disable
Enable | Disable
Indicates whether BGP discards routes with identical path attributes.

This parameter isfor RS clients only. When you enable this feature, the
RS client will discard duplicate updates received from route serversin the
same cluster.

1.3.6.1.4.1.18.353.25.1.21.34
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Parameter:

Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:

Default:
Range:
Function:

Instructions;

MIB Object ID:

Peer RSMode

=>| Note: The IBGP route server isnot available in Version 10.0.

None
None | Client | Internal | External
Indicates the route server mode of the BGP peer.

If the peer is not aroute server or an RS client, use the default, None. If
the peer isan RS client, specify Client. If the peer is aroute server in the
same cluster, specify Internal. If the peer isaroute server in adifferent
cluster, specify External.

1.3.6.1.4.1.18.3.5.3.25.1.2.1.35

Delayed Granularity

=»| Note: The IBGP route server isnot available in \ersion 10.0.

30 seconds
1 to 30 seconds

Specifies the number of seconds aroute server waits before accepting a
client that another route server should have accepted (that is, before
establishing a peer-to-peer connection with that client).

This parameter is a backoff timer that eliminates contention between
route servers for clients. IBGP route servers balance their client load in a
cluster.

This value should be less than two-thirds of the smallest Holdtime
interval of all connections between route serversin the AS and their
clients (including route serversin other clusters).

1.3.6.1.4.1.18.3.5.3.2.5.1.2.1.36
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Deleting a BGP Peer

To delete a BGP peer from an IP interface, begin at the BGP Peer List window
shown in Figure 5-10, and complete the following steps:

1
2.

Click on the peer that you want to delete.
Click on Delete.
The peer you selected is del eted.

Click on Cancel to exit the window.

Configuring BGP AS Weights and Weight Classes

When you configure BGP AS weights and weight classes, you are affecting the
way BGP selects routes.

To configure BGP AS weights, begin at the Configuration Manager window and
proceed as follows:

1.

Select Protocolsl] | PO BGPO Weights.

The BGP AS Weight Parameters window opens. Thiswindow listsall ASsto
which aweight value has been assigned.

Click on Add.
The BGP AS Weights window opens (Figure 5-12).
Specify the AS and Weight parameters.

Click on OK to save your changesand exit the window.
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Yalue

Value
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Value

Yalue

Yalue

Yalue

Figure 5-12. BGP AS Weights Window

BGP Weight Parameter Descriptions

This section describes how to set all parameters shown on the BGP Weight
Parameters and AS Weights windows.

Parameter: AS
Default:  Null
Range:  1t0 65535
Function:  Identifies the autonomous system to which you want to assign aweight.
Instructions:  Enter the appropriate AS number.
MIB Object ID:  1.3.6.1.4.1.1835.3.25.1.3.14
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Parameter:
Default:
Range:

Function:
Instructions;
MIB Object ID:
Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions:

MIB Object ID:

Weight Value 1
8
1to 15, plusthe infinity value of 16

Specifiesthe Class 1 weight value to add to thisAS. Thisweight valueis
added to the other ASweight valuesin aroute to determine the preference
of the route and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

136.14.1.18353251.3.15

Weight Value 2
8
1to 15, plusthe infinity value of 16

Specifies the Class 2 weight value to add to thisAS. Thisweight valueis
added to the other ASweight valuesin aroute to determine the preference
of the route and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

1.36.1.4.1.18.35.3.25.1.3.1.6

Weight Value 3
8
1to 15, plustheinfinity value of 16

Specifies the Class 3 weight value to add to thisAS. Thisweight value is
added to the other ASweight values in aroute to determine the preference
of theroute and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

136.14.1.18353251.31.7
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Parameter:
Default:
Range:

Function:
Instructions;
MIB Object ID:
Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions:

MIB Object ID:

Weight Value 4
8
1to 15, plusthe infinity value of 16

Specifies the Class 4 weight value to add to thisAS. Thisweight valueis
added to the other ASweight valuesin aroute to determine the preference
of the route and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

136.14.1.18353251.3.18

Weight Value 5
8
1to 15, plusthe infinity value of 16

Specifies the Class 5 weight value to add to thisAS. Thisweight valueis
added to the other ASweight valuesin aroute to determine the preference
of the route and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

1.36.1.4.1.18.35.3.25.1.3.1.9

Weight Value 6
8
1to 15, plustheinfinity value of 16

Specifies the Class 6 weight value to add to thisAS. Thisweight value is
added to the other ASweight values in aroute to determine the preference
of theroute and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

1.36.1.4.1.18.3.53.251.3.1.10
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions;

MIB Object ID:

Weight Value 7
8
1to 15, plusthe infinity value of 16

Specifiesthe Class 7 weight value to add to thisAS. Thisweight valueis
added to the other ASweight valuesin aroute to determine the preference
of the route and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

1.36.14.1.18353251.31.11

Weight Value 8
8
1to 15, plusthe infinity value of 16

Specifies the Class 8 weight value to add to thisAS. Thisweight valueis
added to the other ASweight valuesin aroute to determine the preference
of the route and aid in route selection.

Either accept the current AS weight value or enter anew value. Any route
that traverses an AS with an AS weight of 16 (infinity) will not be used.

1.36.1.4.1.18.3.5.3.25.1.3.1.12

Editing the Weight Value Parameters of an AS

To edit the weight value of an AS, begin at the BGP AS Weight Parameters
window shown in Figure 5-12 and complete the following steps:

1. Click on the ASfor which you want to edit the weight value parameters.
When you do this, the parameters shown at the bottom of the BGP AS Weight

Parameters window reflect the current values for the AS you selected.

Edit those parameter s you want to change.

The Enable parameter is described following these instructions; see “BGP
Weight Parameter Descriptions’ on page 5-48 for instructions on setting the
Weight parameter.

3. Click on Apply to implement your changes.
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4. Repeat Steps 1 through 3to edit any other AS you want to change;
remembering to click on Apply each time.

5. Click on Doneto exit the window.

Parameter: Enable
Default:  Enable
Options.  Enable | Disable
Function:  Enables or disables aweight assignment for a particular AS.

Instructions:  Set to Disable to disable the weight assignment for thisAS; set to Enable
if you previously disabled this weight assignment and now want to re-
enableit.

MIB Object ID:  1.3.6.1.4.1.18.35.3.25.1.3.1.2

Deleting a Weight Value from an AS

To delete aweight value from an AS, begin at the BGP AS Weight Parameters
window and complete the following steps:

1. Click onthe ASfor which you want to delete the weight value.
2. Click on Delete.

3. Click on Doneto exit the window.

Generating BGP Event Messages

To control the generation of BGP event messages:
1. Sdect Protocols] PO BGPO Debug.
The BGP Debug Parameters window opens (Figure 5-13).
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Done
Add
Delete
Apply

Values. ..

Help...

Remote Address
Message Level

Message Trace Switch

Figure 5-13. BGP Debug Parameters Window

2. Click on Add.
The New BGP Debug Parameters window opens (Figure 5-14).

Cancel
OK
Values,..

Help...

Remote Address 0.0.0.0

Message Level 0x001 F£0000

Message Trace Switch 000000001

Figure 5-14. New BGP Debug Parameters Window
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3. Edit the parametersto specify a connection and indicate the level of

information you need.

4. Click on OK to exit the window.

BGP Debug Parameters Descriptions

This section describes how to set all parameters shown on the New BGP Debug
Parameters window and the BGP Debug Parameters window.

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Local IP Address

Null

An IP address

Specifiesa BGP peer’s local address.

Enter 0.0.0.0. to obtain event messages about all connectionsto a peer
with the specified local address.

1.36.14.1.18.3532515.1.2

Remote Address

Null

An IP address

Specifies a BGP peer’s remote address.

Enter 0.0.0.0 to obtain event messages about all connections to peers
using the specified remote address.

1.36.1.4.1.18.353.25.1.5.1.3

Message L evel

ALL

ALL | DEBUG | INFO | WARNING | FAULT | TRACE
Specifies the severity level of event messages required.
Select the default to obtain event messages of all levels.
1.3.6.1.4.1.1835.325.1514
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Parameter:  Message Trace Switch
Default:  DISABLE
Options: DISABLE | OPEN | UPDATE | NOTIFICATION | KEEPALIVE

Function:  Specifies whether or not BGP messages on the specified connection are
logged and, if so, which messages are logged.

Instructions:  Usethe default or select a BGP message type.
MIB Object ID: 1.3.6.1.4.1.18.35.3.25.1.5.1.5

Deleting BGP from the Router

You can delete BGP from all router circuits on which it is currently enabled.

To delete BGP, begin at the Configuration Manager window, and complete the
following steps.

1. Select ProtocolsO | PO BGPO Delete BGP.
A pop-up window opens, prompting, “Do you really want to delete BGP?’
2. Click on OK.

You are returned to the Configuration Manager window. BGP is removed
from all circuits on the router.

Deleting BGP-3 from the Router

You can delete BGP-3 from all router circuits on which it is currently enabled. To
delete BGP-3, begin at the Configuration Manager window and complete the
following steps.

1. Select Protocolsl] |1 PO BGPO Delete BGP-3.
A popup window opens, prompting, “ Do you realy want to delete BGP-37’
2. Click on OK.

You are returned to the Configuration Manager window. BGP-3 is removed
from al circuits on the router
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Deleting BGP-4 from the Router

You can delete BGP-4 from all router circuits on which it is currently enabled. To
delete BGP-4, begin at the Configuration Manager window and complete the
following steps.

1. Select Protocols | PO BGPU Delete BGP-3.
A popup window opens, prompting, “Do you really want to delete BGP-47
2. Click on OK.

You are returned to the Configuration Manager window. BGP-4 is removed
from al circuits on the router.

5-56



Chapter 6
Configuring EGP Services

This chapter, which explains how to configure the Exterior Gateway Protocol,
contains the following sections:

* EGP Overview - page 6-1
» EGP Implementation Notes - page 6-11
» Editing EGP Parameters - page 6-12

EGP Overview

EGP-2 is an exterior gateway protocol used to exchange network reachability
information between routers in different autonomous systems. In each AS routers
share routing information using one or more interior gateway protocols — for
example, RIP or OSPF. The routers that serve as endpoints of a connection
between two ASs run an exterior gateway protocol, such as EGP-2 (see

Figure 6-1).
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AS1 AS2

EGP
Connection

[ = I =
RIP RIP/EGP |

H

Figure 6-1. EGP Connection between Two Autonomous Systems
Running RIP

The Bay Networks implementation of EGP complies with RFCs 827 and 904. It
runs over the same LAN and WAN media/protocols that | P runs over, including
Ethernet, Token Ring, Synchronous, Wellfleet Proprietary Synchronous, Frame
Relay, SMDS, X.25 (DDN, PDN, Pt-to-Pt), ATM PVC, FDDI, T1, E1, HSSI, and
PPP.

Note: EGP assumes that each advertised network is a natural class network
(A, B, or C) based on its high-order bits. EGP cannot advertise or interpret
subnets or supernets.

An EGP router has the following capabilities:

» It acquires EGP neighbors.

» It determines neighbor reachability.

» It exchanges network reachability information with its neighbors.

Each of these capabilities has an associated phase in EGP: the Neighbor

Acquisition phase, the Neighbor Reachability phase, and the Network
Reachability phase, respectively. The following three sections explain each phase.
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Neighbor Acquisition Phase

This portion of EGP is responsible for forming neighbor relationships between
routers that are peers. Routers that are peers each have an interface to a common
network. One router attempts to acquire a peer router. |f the peer agreesto be
acquired, the two routers form a neighbor relationship. They then negotiate the
mode of operation and the polling modes.

Certain messages that are used in the Neighbor Acquisition phase include the
following:

Neighbor Acquisition Reguest

This is the message that one router sends to another to request the formation
of aneighbor relationship. The requesting router includesits

— Autonomous system number

— Acquisition mode

— Heéllointerval that it will accept from the peer
— Poall interval that it will accept from the peer
Neighbor Acquisition Confirm Response

This message is sent in response to a Neighbor Acquisition Request when the
router agrees to being acquired; that is, it iswilling to form the neighbor
relationship. The responding router includesits

— Autonomous system number

— Acquisition mode

— Hellointerval that it will accept from the peer
— Poall interval that it will accept from the peer
Neighbor Acquisition Refuse Response

This message is sent in response to a Neighbor Acquisition Request when the
router does not agree to be acquired; that is, it will not form the neighbor
relationship. The status field of the Neighbor Acquisition Refuse message
header supplies the reason for the refusal.
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Modes

* Neighbor Acquisition Cease Message

When two routers have an established neighbor relationship, either of the
routers may send a Neighbor Acquisition Cease message to the other to end
the relationship. The status field of the Neighbor Acquisition Cease message
header supplies the reason for ending the neighbor relationship.

* Neighbor Acquisition Cease Ack Response

This message is sent in response to a Neighbor Acquisition Cease message
and indicates that the peer received and accepts the message.

Once two routers agree to form a neighbor relationship, they must then negotiate
modes. Remember that in the Acquisition Request message, the requesting
neighbor suppliesits acquisition mode, and in the Acquisition Confirm Response
message the responding router suppliesits acquisition mode. The acquisition
mode is configured for each router, and it can be active, passive, or both.
Ultimately, however, one of the routers must become the active router, and the
other router must become the passive router.

The router that becomes the active router will later be responsible for Hello
packets and Poll requests specified by the Hello Interval and the Poll Interval,
respectively. The passive router just responds to the active router with I-H-U and
Routing Update messages.

According to EGP, the routers’ modes are determined as shown in Table 6-1.

Table 6-1. Router Mode Determinator

Router A Router B Resulting Modes

Active Passive Router A is active; Router B is passive.
Passive Passive Not allowed.

Active Active The router with the lower autonomous system

number becomes active; the other becomes the
passive router.

Both Active Router A is passive; Router B is active.
Both Passive Router A is active; Router B is passive.
Both Both The router with the lower autonomous system

number becomes active; the other becomes the

passive router.
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Table 6-1 shows al possible acquisition mode combinations that are available
when you configure the EGP neighbors at each end of aconnection. However, it is
recommended that one router be configured in the Active acquisition mode and
the other in the Passive acquisition mode.

As an example of aneighbor acquisition, consider RoutersA and B in Figure 6-2.
Router A attempts to acquire Router B by sending an Acquisition Request
message to Router B. Router B agrees to form the neighbor relationship with
Router A by responding with an Acquisition Confirm message.

| =]

il

Router A

ASN=50 Hello=30
Poll =120 Mode = Passive

Neighbor Acquisition
Request

Neighbor Acquisition
Confirm

Router B

ASN =51 Hello=30
Poll =240 Mode = Active

Figure 6-2. Neighbor Acquisition Sequence

Router B becomes the active router because its configured acquisition mode was
Active and Router A’s configured mode was Passive (refer to Table 6-1). This
means that Router B, as the active router, will later be responsible for sending
Hello packets and Poll messages, and Router A will respond to Router B.

Had Router B sent an Acquisition Refuse Response, no relationship would have
been formed. Also, at any time after the neighbor relationship is formed, either
Router A or Router B could send an Acquisition Cease message. Thiswould
terminate the neighbor relationship between them.
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Neighbor Reachability Phase

This portion of EGP is responsible for monitoring and maintaining an established
EGP neighbor relationship between two routers. Its purpose is to ensure that the
neighbors are operational and can provide reliable network reachability
information.

Two neighbors will be able to exchange network reachability information only if
they are both in the UP state and know that they are both in the UP state. Thisis
the point at which neighbor reachability is positively determined.

Whether arouter isin the UP or DOWN stateisindicated in the status field of the
Hello and I-H-U messages. Following is a description of these two messages. Poll
and Update messages are also sent during the neighbor reachability phase, but
they will be discussed in the next section.

* Neighbor Reachability Hello Message

This message is sent by the active neighbor to the passive neighbor to
determine whether the passive neighbor is functioning. The frequency of the
active router’'s Hello message transmissions is dictated by the passive router’s
configured Hello interval. The passive router specifies, in the Neighbor
Acquisition Confirm response, an interval at which it iswilling to respond to
Hello messages. The active router can send Hello messages less frequently
than the specified Hello interval, but not more frequently. The passive
neighbor determines reachability by the status field in the active neighbor’'s
Hello message.

» Neighbor Reachability I-H-U Response

Thisresponse is sent by the passive neighbor in response to a Hello message.
If the status field in the I-H-U is UPR, then the active neighbor determines that
the passive neighbor is reachable.
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As stated previously, Hello messages and 1-H-U messages are used to determine
neighbor reachability. A neighbor is reachable when it moves to the UP state,
whichisindicated in the status field of these two messages. A neighbor will move
to the UP state only when it has received a certain number of reachability
indicators within a specified time interval. Similarly, a neighbor will move to the
DOWN state when it has not received a certain number of reachability indicators
within that same specified time. These UP and DOWN state thresholds differ for
active and passive routers (see Table 6-2).

Table 6-2. UP and DOWN State Thresholds

Mode UP Threshold |DOWN Threshold | Specified Time Interval
Active 3 1 Tx5
Passive 1 0 Tx5

T isthe agreed-upon Hello interval for this neighbor relationship. If, after 5 Hello
intervals, the number of reachability indicatorsis 3 for an active router or 1 for a
passive router, the neighbor is considered UP. If, after 5 Hello intervals, the
number of reachability indicatorsis 1 for an active router or zero for a passive
router, the neighbor is considered DOWN.

Figure 6-3 shows two routers that already have formed an EGP neighbor
relationship in the Neighbor Acquisition phase, and are now attempting to
determine neighbor reachability. Router B, the active neighbor, will use the Hello
and Poll intervals provided by Router A, the passive neighbor. The Hello interval
is 30 and the Poll interval is 120.
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— [ ]l — Passive Router A
— transitions to the
UP state.

Router A

ASN =50 Hello=30 Poll =120
State = UP Mode = Passive

First
Hello Command

Router B

ASN =51 Hello=30 Poll =240
State = Down Mode = Active

Figure 6-3. Neighbor Reachability Exchange Begins between Two EGP
Neighbors

When Router B sendsitsfirst Hello message, Router A transitions to the UP State.
Router A responds to the Hello message with an I-H-U; however, Router B does
not yet transition to the UP state. As an active router, it must receive 3

I-H-Us within a specified time (in this case 2.5 minutes, or 5 * 30 seconds) before
transitioning to the UP state. Upon receipt of the third [-H-U within the specified
time interval, Router B transitions to the UP state (see Figure 6-4). At this paint,
neighbor reachability is established.
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| ==

Router A

ASN =50 Hello=30 Poll =120

State = UP Mode = Passive

Active Router B
transitions to the

UP state upon request
of the third I-H-U.

Third
Hello Command

| =

Router B

ASN =51 Hello=30 Poll =240
tate = UP Mode = Active

Figure 6-4. Neighbor Reachability Is Established with Both Routers in the

UP State

Network Reachability Phase

This portion of EGP is responsible for determining which networks are reachable
through two EGP neighbors; that is, it provides the network reachability
information. Thisinformation provides alist of gateways, the networks those
gateways can reach, and their associated distances.

Two neighbors determine network reachability by exchanging Poll messages and
Routing Update responses as described bel ow:

Poll Message

The active neighbor sends a Poll message to a passive neighbor that it already
knows to be reachable. The Poll message requests routing information from
the passive neighbor.

Routing Update Response

The Routing Update Response is the message that contains the routing
information (the list of gateways on the common network, the networks they
can reach, and associated distances). Both active and passive neighbors can
send Routing Update messages. The active neighbor usually sends a Routing
Update Response after it sends a Poll message. The passive neighbor usually
sends a Routing Update Response in response to a Poll message.

6-9



Configuring IP Services

Modes

Although the Routing Update Response is typically sent as aresponse, each
router isallowed to send one Unsolicited Routing Update packet between Poll
intervals. This Unsolicited Routing Update is sent either upon atransition to
the UP state, or when there is a neighbor reachability change.

The Poll message and Routing Update Response both use an | P Source Network
Field. The IP Source Network Field contains the | P address of the network to
which both EGP neighbors have an interface. From this network, all distances to
reachabl e networks (contained in Routing Update Responses) are measured.

Figure 6-5 shows the typical Network Reachability sequence between two routers
that have established an EGP neighbor relationship, and have determined
neighbor reachability through the exchange of Hello and I-H-U messages.

=| L =
Router A
ASN=50 Hello=30 Poll = 120 Update
State =UP Mode = Passive ASN =51 seq=4
status = UP, list of gate-
AN ways, networks reachable

through the gateways and
Update associated distances.
ASN =50 seq =4

status = UP, list of gate-
ways, networks reachable
through the gateways and
associated distances.

Poll Command
ASN =51 seq=4
status = UP

= L =

Router B

ASN =51 Hello=30 Poll =240
State = UP Mode = Active

Figure 6-5. Network Reachability Sequence between Two EGP Neighbors

The EGP router can be configured to operate in one of two gateway modes for any
given IP interface:

* Noncore

When the router is configured as a noncore gateway, the AS to which it
belongs acts as astub AS. It advertises and forwards only traffic that
originated or is destined for a network within itsAS.
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e Core

When the router is configured as a core gateway, the AS to which it belongs
actsas atransit AS. In the core mode, it can advertise and forward traffic to
networks reachable interior or exterior to itslocal AS.

The default gateway mode is core mode. If the EGP router is reconfigured to

run in noncore mode, the Site Manager automatically configures EGP export

routefilterson that IPinterface. Thisis doneto suppress OSPF external routes
to EGP and the advertisement of any networks learned by EGP.

For More Information about EGP

For more information about EGP, refer to the following documentation:

Comer, Douglas E. Networking With TCP/IP, Volume |. 2d ed. Englewood Cliffs,
N.J.: Prentice-Hall Inc., 1991.

Mills, D. L. “Exterior Gateway Protocol Formal Specification.” RFC 904,
Network Information Center (NIC), SRI International, Menlo Park, California,
April 1984.

Perlman, Radia. Interconnections: Bridges and Routers. Reading, Massachusetts:
Addison-Wesley Publishing Company, 1992.

Rosen, Eric C. “Exterior Gateway Protocol (EGP).” RFC 827, Network
Information Center (NIC), SRI International, Menlo Park, California, October
1982.

EGP Implementation Notes

This section provides you with some important guidelines to follow when you
configure EGP. If you do not follow these guidelines, EGP will become disabled
on the interfaces involved.

*  Autonomous system numbers must be between 1 and 65535.

»  Two autonomous systems connected by an EGP link must have different
autonomous system numbers.

* Theremote IP address cannot be the same as any of the local IP interface
addresses.
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« Theremote | P address must be on the same subnet as one of the local |P
interfaces.

» EGP does not have any loop avoidance techniques — avoid loop topologies;
otherwise, you will have to configure EGP route filters to counter the
redundancies.

* An EGP configuration between two ASs, each using a subnetted interface to a
classA network, resultsin arouting black hole. RIP Version 1 aggregates the
single subnet into the natural network, but the gateway router does not have
complete subnet information or a natural network route to match the one
being advertised by RIPV 1. Thisblack hole is not an EGP or RIP defect:
rather, it is caused by the way RIP aggregates subnets into natural networks.
EGP will operate over a subnetted interface between two Bay Networks
routersif a static route is implemented. The router accepting the subnet from
the remote network must augment the single subnet information with a static
route for the entire remote network.

Editing EGP Parameters

This section describes how to edit, or customize, EGP parameters. You access all
EGP parameters from the Configuration Manager window (refer to Configuring
Routers for instructions on accessing this window).

For each EGP parameter, this chapter provides information about default settings,
valid parameter options, the parameter function, instructions for setting the
parameter, and the Management Information Base (MIB) object ID.

The Technician Interface allows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
a parameter isvalid. Entering an invalid value can corrupt your
configuration.
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Configuring EGP on the Router

Before you can configure EGP on the router, you must perform the following
operations to ensure that the dlot is properly set up for IP:

1
2.

Open aconfiguration file.

Specify aslot and configure alink module on the dot (if the configuration file
isaloca modefile).

Select alink or net module connector and configure a circuit on the connector
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.

Once you have configured a circuit, you are finished with the Add Circuit window.

1

Click on OK in theAdd Circuit window.

The Select Protocols window opens.

Select | P and EGP from the Select Protocols window and click on OK.
Site Manager displays the IP configuration window.

Edit thel Pwindow asdescribed in “ Configuring a Circuit and Adding an
IP Interface” on page 2-32. Click on OK.

The EGP Neighbors Parameters window opens (Figure 6-9).
Edit the neighbor parametersand click on OK.

Editing EGP Global Parameters

When you edit the EGP global parameters, you are editing parameters that affect
EGP on the entire router.

To edit EGP global parameters, begin at the Configuration Manager window and
compl ete the following steps:

1

Select Protocolsl] | PO EGPL Global.
The Edit EGP Global Parameters window opens (Figure 6-6).
Edit those parameter s you wish to change.

Click on OK to exit the window and save your changeswhen you are
finished.
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Cancel

1]4

| Values. ..

Help...

Enable [SNABLE

Local Autonomous System ID 1

Figure 6-6. Edit EGP Global Parameters Window

EGP Global Parameter Descriptions

This section describes how to set all EGP global parameters.

Parameter : Enable
Default: Enable
Options.  Enable | Disable

Function:  This parameter allows you to globally enable or disable EGP on all router
interfaces.

Instructions:  Set to Disable if you want to disable EGP for the entire router. Set to
Enable if you previously disabled EGP and now want to re-enable it.

MIB Object ID:  1.3.6.1.4.1.18.35.3.24.1.2
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Parameter:

Default:
Range:

Function:

Instructions;
MIB Object ID:

L ocal Autonomous System | D
None
1to0 65535

Identifies the local autonomous system (the AS to which this router
belongs) by the NI C-assigned decimal number. Thereisno default for this
parameter.

Either accept the current value for this parameter or enter a new value.
1.3.6.1.4.1.18.35.3.24.1.7

Configuring EGP Neighbors

When you configure EGP neighbors, you are setting parameters that affect the
formation of EGP neighbor relationships on a particular 1P interface.

To configure EGP Neighbor parameters, begin at the Configuration Manager
window and complete the following steps.

1. Seect Protocols(]IPOEGPO Neighbors.

The IP Interface List for EGP window opens (Figure 6-7). It lists all IP
interfaces on which EGP has been enabled.
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3.3.3.3. E21 ?. Done

Apply
ﬁEGP Neighbnr

; Values...

Help...

.

Enable ENABLE
Subnet Mask 255,0,0,0
Broadcast Address 0.0.0.0
Interface Cost 1

MTU Discovery

Addr Mask Reply

Figure 6-7. IP Interface List for EGP Window

2. Click on thelP interface for which you want to edit EGP neighbor
parameters.

3. Click on EGP Neighbor.

The EGP Neighbors List window opens (Figure 6-8). It shows all of the
neighbors configured for the IP interface that you selected in Step 2. In this
example, neighbors have not yet been configured for the chosen interface.
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E EGP MNeighbors List

-

Enable ENABLE

Gateway Mode CORE

Acquisition Mode PASSIVE
Poll Mode BOTH
Hello Timer B0

Poll Timer

Figure 6-8. EGP Neighbors List Window

4. Add an EGP neighbor, edit parameter s associated with a specific EGP
neighbor, or delete an EGP neighbor from the I P interface as described
in the following sections.

Adding an EGP Neighbor

To add an EGP neighbor to an IP interface, begin at the EGP Neighbors List
window (Figure 6-8) and complete the following steps:
1. Click on Add.

The EGP Neighbor Parameters window opens (see Figure 6-9).

2. Set the Remote Autonomous System I P Address and Gateway Mode
parameters.

These EGP neighbor configuration parameters are described following these
instructions.
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3. Click on OK.

The neighbor you just added now appears in the scroll box in the EGP
Neighbors List window.

EGP NEIGHEOR

Cancel
OK
| Values. ..

Help...

Remote Autonomous System IP Address _ J

Gateway Mode CORE

Figure 6-9. EGP Neighbor Parameters Window

EGP Neighbor Parameter Descriptions

This section describes how to set the EGP neighbor configuration parameters.

Parameter:  Remote Autonomous System | P Address
Default:  Null
Range:  Any IP address

Function:  Specifies the IP address of the remote router that will form an EGP
neighbor relationship with this router.

Instructions: Enter the |P address in dotted decimal notation.
MIB Object ID: 1.3.6.1.4.1.18.35.3.24.3.14
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Parameter:  Gateway Mode
Default:  Core
Options:  Core | Non Core

Function:  Specifies the gateway mode for this EGP neighbor. If you choose Core,
the default, the local AS to which this EGP neighbor belongs will act asa
transit AS. That is, it will advertise networks that reside within the AS as
well as within external networks.

If you choose Non Core, the AS to which this EGP neighbor belongs will
act asastub AS. That is, it will only advertise networks that reside within
the AS.

Instructions:  Set this parameter to either Core or Non Core, depending on how you
want this EGP neighbor to function.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.24.3.15

Editing an EGP Neighbor

To edit an EGP neighbor, you must begin at the EGP Neighbors List window
shown in Figure 6-8 and complete the following steps:

1. Click on the neighbor for which you want to edit parametersfrom the
NeighborsList window.

When you do this, al of the parameters shown at the bottom of the window
will reflect the current values for the neighbor you sel ected.

2. Edit those parameter s you want to change.

All EGP neighbor parameters that you can edit are described following these
instructions.

3. Click on Apply to implement your changes.

Repeat Steps 1 through 3 to edit any other neighbors you wish to change,
remembering to click on Apply each time.

4. Click on Doneto exit the window.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Enable
Enable
Enable | Disable

Enables or disables an EGP neighbor relationship with the specified IP
address.

Set this parameter to Disable if you want to temporarily disable this
neighbor relationship rather than delete it. Or set it to Enableif you
previously disabled this neighbor relationship, and now want to
re-enableit.

136.14.1.18353.24.3.1.2

Acquisition Mode
Passive
Passive | Active

Specifies which of the two neighbors initiates EGP connections. The
router in the active mode is the initiator.

Set this parameter to Active if you want the local EGP neighbor to be the
initiator of EGP connections. Otherwise, accept the default value, Passive.

1.3.6.1.4.1.18.3.5.3.24.3.1.7

Poll Mode
Both
Active | Passive | Both

Specifies the type of neighbor reachability algorithm thislocal EGP
neighbor executes. In the active mode, a router sends Hello and Poll
messages to request reachability status from its neighbor. In the passive
mode, a router responds to Hello and Poll messages with I-H-U and
update messages.

Accept the default value, Both, or set to either Active or Passive
(depending on the neighbor reachability algorithm you want this router to
execute).

1.3.6.1.4.1.18.353.243.1.8
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions;

MIB Object ID:

Hello Timer
60 seconds
30 to 120 seconds

Specifies the number of seconds between the local EGP neighbor’s EGP
Hello message retransmissions. This variable represents the RFC 904 t1
timer.

Accept the default value of 60 seconds for this parameter or set it to some
value between 30 and 120 seconds.

1.36.1.4.1.18.35324.3.1.9

Poll Timer
180 seconds
120 to 480 seconds

Specifies the time period, in seconds, between the local EGP neighbor’s
EGP Poll message retransmissions. This variable represents the RFC 904
T2 timer.

Either accept the default value of 180 seconds for this parameter or set it
to some value between 120 and 480 seconds.

1.3.6.1.4.1.18.3.5.3.24.3.1.10

Deleting an EGP Neighbor

To delete an EGP neighbor from an I P interface, begin at the EGP Neighbors List
window shown in Figure 6-8, and complete the following steps:

1
2.

Click on the neighbor that you want to delete.
Click on Delete.
The neighbor you specified is deleted.

Click on Doneto exit the window.
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Deleting EGP from the Router

You can delete EGP from all router circuits on which it is currently enabled. To
delete EGP, begin at the Configuration Manager window and complete the
following steps.

1. Select Protocols | PLI BGPUO Delete EGP.
A window opens, prompting Do you real ly want to del ete EGP?
2. Click on OK.

You are returned to the Configuration Manager window. EGP is removed from all
circuits on the router.
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Chapter 7
Configuring IP Multicasting

An |P environment can include both unicast and multicast routers.

A unicast router forwards unicast datagrams — datagrams that bear a unicast
I P destination address. Each unicast datagram is delivered to asingle
destination.

A multicast router forwards unicast datagrams and can aso forward IP
multicast datagrams — datagrams that bear a multicast | P address. Each
multicast datagram is delivered to a host group, a set of zero or more hosts
designated by the address.

This chapter contains the following sections describing Bay Networks support for
IP multicast routing:

Host Groups - page 7-2

Multicast Networks and Multicast Source Networks - page 7-2
Internet Group Management Protocol - page 7-3

Distance Vector Multicast Routing Protocol - page 7-4

Types of Multicast Support - page 7-11

Editing Multicasting Parameters - page 7-12
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Host Groups

Multicasting defines two categories of host groups: permanent and transient.

* A permanent host group has awell-known, administratively assigned IP
multicast group address. It is the address, not the membership, that is
permanent and defines the group. A permanent host group can consist of zero
or more members.

» A transient host group exists only aslong as it has members that need its
services. | P addresses in the multicast range that are not reserved for
permanent groups are available for dynamic assignment to transient host
groups.

An P host group places no restrictions on its membership. Host members can
reside anywhere; they can join and leave the group at any time; and they can be
members of more than one group at the same time. In order to receive a multicast
message from a host group, ahost must be amember of the group; however, ahost
need not be a member of a group to send a multicast message to its members.

In general, hosts that are members of the same group are located on different
networks. However, arange of multicast addresses (224.0.0.x) is reserved for
groupsthat are locally scoped. All message traffic for these hosts remains on the
local network. Hosts that belong to a group in this address range and that reside in
different networks will not receive each other’s message traffic.

Multicast Networks and Multicast Source Networks

A multicast network can support the sending and receiving of multicast
datagrams. The hosts on this network may or may not be members of various
multicast host groups.

A multicast source network contains hosts that can (but may or may not) send
multicast packets. These hosts may or may not ever be members of a host group.

Note: Multicast data packets are affected by traffic filters. The network
administrator must ensure that traffic filters configured on a multicast router
do not prevent a host that is a member of a group from receiving packets
intended for that group.
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Internet Group Management Protocol

Any host system on any | P network can send a message to amulticast group using
the group’s | P multicast address. To receive a message addressed to a multicast
group, however, the host must be a member of the group and must reside on a
network where that group is registered with alocal multicast router.

The Internet Group Management Protocol (IGMP) allows a host to register its
local network with the local router to receive any datagrams sent to thisrouter and
targeted to a specific IP multicast address. Bay Networks routers support IGMP
Version 2.

For instructions on using Site Manager to configure IGMP on the router and on IP
interfaces, see “Editing IGMP Global Configuration Parameters” on page 7-28 and
“Editing IGMP Entry Interface Parameters” on page 7-30.

How IGMP Works

A multicast router periodically sends |GMP host membership queriesto its
attached local networks. Routers that conform to RFC 1112 generate Version 1
queries. Beginning with Version 9.0, Bay Networks routers configured with IGMP
generate Version 2 queries.

If multiple multicast routers exist on the network, one router is chosen to generate
host queries. Routers use the following rules to determine the designated router.

» Choose arouter that generates Version 1 queries over arouter that generates
Version 2 queries.

e Choose the router with the lowest |P address.

Hosts on the networks respond with host membership reports, one report for each
supported multicast group. If at least one host on the local network specifies that
group in areport, the router will forward to that network all datagrams bearing the
group’s multicast address.

When aVersion 2 host leaves agroup, it sends a Host Leave message. The
multicast router on the network issues a host query to determine whether there are
other group members on the network. If no host responds to the query, the router
assumes that no members belonging to that group exist on that interface.
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Upon initialization, the host may immediately send out areport for each of its
supported multicast groups. The router accepts and processes these asynchronous
reports the same way it accepts requested reports.

Oncein asteady state, hosts and routers communicate in away that minimizesthe
exchange of the queries and reports.

A host that receives a query delaysits reply by arandom interval and listensfor a
reply from any other host in the same host group. Consider a network that
includes two host members — Host A and Host B — of the same multicast group.
The router sends out a host membership query on the local network. Host A and
Host B both receive the query and listen on the network for a host membership
report. Host B’s delay time expiresfirst, so it responds to the query with a
membership report. Hearing the response, Host A does not send a report of its
own for the same group.

Each query from arouter to ahost includes acodefield. IGMPinsertsavaue—d
— into thisfield specifying the maximum time in tenths of a second within which
the host must issue areply. The host uses this value to calculate a random value
between 0 and d tenths of a second for the period that it waits before sending a
response.

IGMP has several configurable timers. For information on using Site Manager to set
these timers, see the Interface Query Rate parameter on page 7-32, the Designated
Router Timeout parameter on page 7-32, the Version Threshold Time parameter on

page 7-30, and the Max Host Response Time parameter on page 7-33.

Distance Vector Multicast Routing Protocol

The Distance Vector Multicast Routing Protocol (DVMRP) provides amechanism
for routers to propagate multicast datagrams in a manner that minimizes the
number of excess copies sent to any particular network.

Each DVMRP router builds and maintains a routing table by exchanging routing
information with its DV MRP neighbors. In a DV MRP environment, neighbors are
multicasting routers that are connected directly or through atunnel. Directly
connected neighbors are routers that have an interface to the same network.
Tunnel-connected neighbors are multicast routers that communicate through a
unicast network, exchanging DV RMP messages that are encapsulated in IP
datagrams.

7-4




Configuring IP Multicasting

In Figure 7-1, for example, multicasting Router A has two neighbors, Router B
and Router C. Router A and Router B are connected directly — they both have
interfaces to Net 6. Router A and Router C communicate through atunnel that
includes a unicast router.

Net 1

a3

al a2

Net 6

Net 2

Net 4

Key I:I Multicast
Router
F Unicast
] rower

Multicast
® Host
Multicast
Net 5 . Circuit
<4-% Tunnel

Figure 7-1. Multicast Routers

At startup, a DV MRP multicasting router
1. [Initializesitsrouting table with information on all of itslocal networks

2. Sendsout a probe for all routes on each of its multicast interfaces (both
physical circuits and tunnels)
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3. Receivesreports from its neighbors containing the routing information
(including route costs)

In Figure 7-1, for example, Router D becomes active and issues routing probes on
four multicasting interfaces. Router D receives reports from its multicasting
neighbors, Routers B, C, and E.

A router will not send out route reports on an interface until it knows (by means of
received probes or reports) that it has a neighboring multicast router on that
interface. It will continue to send probes periodically on an interface.

Calculating a Route Metric and Comparing Route Costs

Each interface — either a physical interface to aloca network or atunneled
interface to a remote multicasting router — is configured with a metric that
indicates the cost of the hop. A route metric isthe sum of all the interface (hop)
metrics from a given route source to a given router. (Currently, mrouted restricts a
route to atotal metric value of 31 or less.)

For information on using Site Manager to assign a cost metric to a DVMRP interface,
see the Metric parameter on page 7-22. For information on assigning a cost metric to a
tunnel, see the tunnel Metric parameter on page 7-25.

A router that receives multiple route reports for the same multicasting source
network compares the cost specified in each (based on the metric field) and stores
information from the report with the lowest cost in its routing table.

In Figure 7-1, for example, Router D receives two reports for the network
connected to multicasting Router A, one from Router B and one from Router C.
Using the metrics contained in the route reports, Router D determines that the cost
of the tunneled route is greater than the cost of the route that uses direct physical
connections. Router D discards the route received from Router C and stores the
route received from Router B.

Router D then declares Router B to be the next-hop neighbor and Interface d1 to
be the next-hop interface. Once a next-hop neighbor has been declared for aroute,
the route updates received from that neighbor for that route take precedence until
either the route times out or another router advertises a better metric for that route.
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Advertising a Route

Periodically, each multicasting router issues full or partial routing information on
each DVMRP circuit, using DVMRP report messages. This routing information
represents the sending router’s cost to reach the specified network (the cost isthe
sum of the hop metrics along the shortest path to the given source network).

For information on using Site Manager to specify the interval at which DVMRP issues
routing information, see the Full Update Interval parameter on page 7-15 and the
Triggered Update Interval parameter on page 7-15.

Upon receiving a DVMRP report from another router, DVMRP re-examinesiits
routing table to determine if the shortest path information needs updating.
Specifically, DVMRP looks in the routing table for an entry describing arouteto
the same source network. If one exists, DVMRP compares the cost of the two
routes. DVMRP stores the route with the lower cost in its routing table. (Other
received routing information is used in the construction of a shortest-path tree, as
described in “Creating a Shortest-Path Tree” on page 7-7.)

Creating a Shortest-Path Tree

Route information used by DVMRP is independent of any other routing
information used by the router — for example, routes provided by OSPF. The
purpose of this routing information is to create a shortest-path tree entry in the
routing table for the propagation of multicast datagrams. The shortest-path tree
entry indicates the interface that provides the shortest path from a particular
source network to that router.

A shortest-path tree entry also indicates those interfaces that are on the shortest
path from that source network to a neighboring router.

In Figure 7-1, for example, the routing table on Router D includes an entry
describing the shortest-path route from the network connected to Router A. The
route indicates that Interface d1 provides the shortest path to Router D from that
network. Router E considers the network between itself and Router D to be on the
shortest path from the network connected to router A. Router D has an interface
— d3 — that is part of the shortest path to Router E from the network connected
to Router A.
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If neighboring routers have the same metric to a given source network, the router
with the lower |P address will be responsible for propagating multicast traffic
originating from that source network onto the network or tunnel that is common to
these neighboring routers.

Identifying a Leaf Network

A network that is not on the shortest path from a source network to a multicast
router is considered to be aleaf. In Figure 7-1, the network connected to Router E
— Net 5— isaleaf network.

Pruning a Shortest-Path Tree

If ahost drops out of a multicast group, multicast routers may continueto forward
group messages to that host. DVMRP routers use a technique called pruning to
avoid the waste of network resources caused by the transmission of group
messages to hosts that are no longer members of the group.

The following conditions cause DV MRP to prune the shortest-path tree for a
given group:

1. Therouter determines that the attached network on which the host is located
(or any other locally attached network) has no active member of the group.

2. Therouter determines that all neighbors on al attached networks other than
the next-hop network to the source have pruned off the source and group.

3. Therouter determinesthat it is not located on the shortest network path to any
remote network that includes a member of the group.

4. Therouter sends a DVMRP PRUNE message to its DVMRP neighbor. The
neighbor removes the router from its forwarding table.

If the host |ater rejoins the group, the router sends the neighbor a DVMRP
GRAFT message. The router restores the router to its forwarding table.

For instructions on using Site Manager to enable pruning on a multicast router, see the

Pruning Enable parameter on page 7-19.
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Aging a Route

When arouter adds or updates a route, it runs configurable aging timers that
control the useful life of the route:

The route expiration timer is used to time out a route so that it is no longer
used by this router in routing decisions.

The garbage timer is used to time out aroute so that it is no longer propagated
by thisrouter in route updates; once the route expires, it is advertised as
unreachable until it is garbaged or until it receives aroute report advertising
reachability.

The neighbor timer specifies the amount of time the router waitsto receive a
report from a neighbor before considering the neighbor.

The leaf timeout timer determines whether or not a network or tunnel local to
agiveninterfaceis considered to be part of the shortest path to a given source
network by any other local network routers.

If the local interface has not received during thistime a route report for a
given source network, this network or tunnel and itslocal interface are
considered not to liein the shortest path for any local network routers: in other
words, the local network is not part of the shortest path to that specific source
network.

For information on using Site Manager to configure DVMRP timers, see “Editing DVMRP
Global Parameters” on page 7-13.

Specifying aThreshold

Threshold values control the scope of datagram delivery. Threshold isthe
minimum IP TTL required for amulticast datagram to be forwarded out a given
interface. The interface compares the TTL value of each multicast datagram to be
forwarded with the threshold configured for that interface.

For information on using Site Manager to specify a threshold value for a DVMRP
interface, see the Threshold parameter on page 7-22. For information on specifying a
threshold value for a tunnel, see the tunnel Threshold parameter on page 7-26.
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Configuring a Forwarding Table on an Interface

For mrouted compatibility, multicast datagrams originated by the router have a

TTL of 1. These datagrams are not compared against the TTL. Unicast datagrams
originated by the router (for example, for route reportsissued viaatunnel) have a
TTL of 255. A datagram that isto be forwarded through atunnel isfirst compared
against the threshold and, if accepted, isthen encapsulated in an | P datagram with

aTTL of 64.

Table 7-1 liststhe originating TTL values that are recommended for certain types
of multicast applications and the threshold values recommended for routersin
order to permit the forwarding of packets from these applications. These values

are recommended for topologies that will hook up to the MBone.

Table 7-1. Recommended TTL and Threshold Values

Multicast Application TTL |Threshold

IETF channel 1 low-rate GSM audio 255 224
IETF channel 2 low-rate GSM audio 223 192
IETF channel 1 PCM audio 191 160
IETF channel 2 PCM audio 159 128
IETF channel 1 video 127 96
IETF channel 2 video 95 64
Local event audio 63 32
Local event video 31 1

To keep to a minimum the amount of time that it spends looking up routes,
DVMRP creates and maintains a cache of frequently used routes— called a
forwarding table — for each IP interface.

parameter on page 7-23.

For information on using Site Manager to specify the maximum number of entries in a
DVMRP forwarding table, see the Forward Cache Size parameter on page 7-23. To
specify a time-to-live value for forwarding table entries, see the Forward Cache TTL
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Types of Multicast Support

Using Site Manager, the network administrator can specify various types of
multicast support for acircuit. (The first two and the last three are mutually
exclusive))

IGMP host membership queries enabled. For acircuit that connects the router
to anetwork with a host that may become a member of one or more
multicasting groups. The network administrator configures IGMP on the
circuit and enables host queries by setting the Interface Query Rate parameter
to anonzero value.

IGM P host membership queries disabled. For acircuit that connects the router
to anetwork that has no multicasting hosts. The network administrator
configures IGMP on the circuit but disables queries by setting the Interface
Query Parameter to zero.

IGMP/DVMRP support with circuit-routing support. For acircuit that
connects the router to a network that requires the propagation of multicast
datagrams. The network configures IGMP (as described above) and DVMRP
on the circuit and enables the circuit for routing.

IGMP/DVMRP support for tunnels with circuit-routing support. For a circuit
that links the router to one or more remote multicasting routers via tunnels
and that also propagates multicast datagrams. The network administrator
configures IGMP (as above) and DVMRP on the circuit and uses the DVMRP
Tunnel Parameters window (Figure 7-4) to configure one or more tunnels on
the circuit.

IGMP/DVMRP support for tunnels without circuit-routing support. For a
circuit that links the router to one or more remote multicasting routers via
tunnels but that should not be allowed to propagate multicast datagrams. The
network configures IGMP and DVMRP on the circuit, uses the DVMRP
Tunnel Parameters window to configure one or more tunnels on the circuit,
and sets the Route Enable parameter in the circuit entry to Disabled.
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Editing Multicasting Parameters

=)

The following sections show you how to configure DVMRP and IGMP on aslot
and add DVMRP and IGMP interfaces to a circuit.

For each DVMRP and IGMP parameter, this chapter provides information about
default settings, valid parameter options, the parameter function, instructions for
setting the parameter, and the Management Information Base (MIB) object ID.

The Technician Interface allows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
a parameter isvalid. Entering an invalid value can corrupt your
configuration.

Configuring IGMP and DVMRP on the Router

Before you can configure IGMP and DVMRP on the router, you must perform the
following operations to ensure that the slot is properly set up for IP:

1. Open aconfiguration file.

2. Specify adot and configure alink module on the slot (if the configuration file
isaloca modefile).

3. Select alink or net module connector and configure a circuit on the connector,
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.

Once you have configured a circuit, you are finished with the Add Circuit window.
1. Click on OK on theAdd Circuit Window.
The Select Protocols window opens.

2. Sdect IP,IGMP, and DVMRP from the Select Protocols window and
click on OK.

Site Manager displays the I P configuration window.
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Edit thel P Configuration Window asdescribed in “ Configuring a Circuit
and Adding an IP Interface” on page 2-32.

Click on OK.
TheInitia IGMP Global Parameters window opens.

Accept the default parametersor edit the parametersas described in
“IGMP Global Configuration Parameter Descriptions’ on page 7-29.
Click on Save.

The Initial DVMRP Base Parameters window opens.

Accept the default parametersor edit the parametersas described in
“DVMRP Global Configuration Parameter Descriptions’ on page 7-15.
Click on Save.

Editing DVMRP Global Parameters

To edit DVMRP global parameters

1

Select PO Multicast0 DVM RPO Global.

The DVMRP Global Configuration window opens (Figure 7-2).
Edit the parameters asdescribed in the following section.
Click on Save.
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Enable

DVMRP GLOBAL COMFIGURATION

Cancel

Save

vélﬁes...

Help...

ENABLE

Full Update Interwval 60

Triggered Update Interwval 5

Leaf Timeout

Neighbor Timeout

Route Expiration Timeout

Garbage Timeout

Estimated Routes

Neighbor Probe Interwval

Route Switch

Timeout

Figure 7-2.

DVMRP Global Configuration Window
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DVMRP Global Configuration Parameter Descriptions

Use this section as a guide for setting DVMRP global parameters.

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Range:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Enables and disables DVMRP support on the router.

To disable DVMRP once you have configured it on the router, specify
Disable.

1.3.6.1.4.1.18.35.3.12.1.2

Full Update I nterval
60 seconds
10 to 2000 seconds

Specifies, in seconds, how often routing messages containing compl ete
routing tables are sent.

Determine the full update interval you require and specify a value.
1.36.1.4.1.18353.12.1.4

Triggered Update Interval
5 seconds
5 or more seconds

Specifies, in seconds, the minimum amount of time between triggered
updates.

Triggered updates are sent in the period between full updates. Issuing a
full update restarts the triggered update timer. Therefore, the triggered
update interval you specify must be shorter than the full update interval
you have specified with the Full Update Interval parameter.

1.3.6.1.4.1.18.35.3.12.1.5
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Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

L eaf Timeout

200 seconds

25 t0 4000 seconds

Specifies, in seconds, avalue for the virtual interface holddown timer.

Determine the virtual holddown timer interval you require and specify a
value.

1.36.1.4.1.18.35.3.12.1.6

Neighbor Timeout
140 seconds
40 to 8000 seconds

Specifies, in seconds, how long a connection with arouter neighbor is
considered active without receiving a subsequent probe or report from the
neighbor.

Determine a neighbor timeout period and specify avalue.
1.3.6.1.4.1.1835.3.12.1.7

Route Expiration Timeout
200 seconds
20 to 4000 seconds

Specifies, in seconds, how long aroute is considered valid without the
receipt of a subsequent update indicating that the route is reachable.

This value represents the duration of time that this route will be used.
Upon expiration of thistimer, this route is advertised as unreachable until
it isrefreshed or until it is garbaged.

Enter avalue that represents the duration of time this route will be used
without being refreshed.

1.36.1.4.1.18.353.12.1.8
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Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Garbage Timeout
340 seconds
40 to 8000 seconds

Specifies, in seconds, the duration of time that this route will be included
in routing updates without the receipt of a subsequent update indicating
that the route is reachable.

The difference between this value and the Route Expiration Timeout
value represents the duration of time that the route will be advertised as
unreachable without subsequent refreshment.

Enter avalue that is greater than the value you specified for Route
Expiration Timeout to alow for sufficient time for the route to be
advertised as unreachable.

1.36.1.4.1.18.353.12.1.9

Estimated Routes

25 routes

Aninteger of 10 or greater

Specifies the estimated number of routes.

Enter avalue that the router can use for preallocating routing tables. For
an MBone deployment, a value of 3000 or higher is recommended.

Note that routes are kept on a per-source-network basis, independent of
multicast groups. This number must include aroute for every network that
islocal to acircuit configured for multicasting. Thisis to allow the router
to utilize memory efficiently; exceeding this size during router operation
will not cause an error but may cause the router to consume more memory
than is required.

1.3.6.1.4.1.18.3.5.3.12.1.10
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Parameter:
Default:
Range:

Function:
Instructions;
MIB Object ID:
Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:
Par ameter :
Default:

Options:
Function:

Instructions;

MIB Object ID:

Neighbor Probe Interval
10 seconds
5 to 30 seconds

Specifies how often to send a probe on virtua interfaces from which no
neighbors have been heard.

If your neighbor is running DV MRP mrouted, ensure that your probe
interval value matches the value used by the neighbor.

1.36.1.4.1.18.353.12.1.11

Route Switch Timeout
140 seconds
20 to 2000 seconds

Specifies how long to wait, without receiving a subsequent route update
from the original neighbor, before switching to a different neighbor
advertising equal cost for this route.

If your neighbor is running DV MRP mrouted, the recommended value is
140 seconds.

1.36.1.4.1.18.35.3.12.1.12

Debug Level
0
0 or adebug level

Turns the DVMRP log on or off for DV MRP debugging messages and
specifiesthe level of debug messages.

By default (0), thelog isturned off. Specify alevel only when directed by
Customer Support personnel to investigate a problem.

1.36.1.4.1.18.353.12.1.14
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Pruning Enable

Enable

Enable[Disable

Enables or disables pruning functionality on the router.

DVMRP performs route pruning by default. If you want to disable this
function on the router, select Disable.

1.36.1.4.1.18.35.3.12.1.15

Fragmented MTU Threshold
1514
910 to 1514 bytes

Specifies a maximum transmission unit (MTU) size. The maximum (and
default) sizeisthe CSMACD_MTU size. The minimum isthe
X25 DDN_MTU size.

DV MRP compares datagrams received by the router with the threshold
value you specify. If the size of the datagram exceeds the threshold size,
I P fragments the datagram. DV M RP makes this decision based on the
comparison between the outgoing interface’'s MTU and either this
threshold value, if you configureit, or the incoming interface sMTU.

1.3.6.1.4.1.18.35.3.12.1.16

Max Routes
0
0 or an integer

Specifies the number of routes that DVMRP can learn per slot. This
parameter limits the number of routes that can be stored in the routing
table.

If you want DVMRP to store al learned routes in the routing table, use
the default, O. If you specify a maximum number of routes, you must
include aroute for every local network that has a circuit configured for
multicasting.

1.3.6.1.4.1.18.35.3.12.1.17
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Editing DVMRP Circuit Parameters

DVMRP s configured on a per-circuit basis. To edit DVMRP circuit parameters
1. Selectd PO Multicastd DVMRPO Circuit.
The DVMRP Circuit Parameters window opens (see Figure 7-3).
2. Edit the parametersasdescribed in the following section.
3. Click on Done.

= Dvmrp Circuit Parameters

Done
Apply
E Qalues...

Help...

T

Enable EHMAEBLE
Route Enable ENABLE
Metric 1

Threshold 1

Forward Cache Size 32

Forward Cache TTL

Figure 7-3. DVMRP Circuit Parameters Window

DVMRP Circuit Parameter Descriptions

Use this section as a guide for setting DVMRP circuit parameters.
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Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables DVMRP on this circuit.

If you have configured DVMRP on this circuit, enter Disable to disableit.
1.3.6.1.4.1.18.35.3.12.2.1.2

Route Enable

Enable

Enable | Disable

Enables or disables this circuit for routing.

Specify Enable if you want this circuit to be used to propagate routing
information and if you want information about the source network
associated with this circuit incorporated into routing updates.

Specify Enableif you want multicast datagrams to be forwarded on this
circuit in “native mode” — that is, as multicast datagrams. You can
configure tunnels on this circuit.

Specify Disable if you want this circuit to exist only to support unicast
tunnels. If you specify Disable, all other DVMRP circuit parameters are
ignored. The source network associated with this circuit is not
incorporated into the routing updates.

1.3.6.1.4.1.18.353.12.2.1.5

7-21



Configuring IP Services

Parameter:  Metric
Default: 1
Range: 1to31
Function:  Specifies the cost of thisinterface.

Instructions:  Determine the cost that you want to assign to this hop and enter avalue.
We recommend the following values:

Hop Metric
LAN, or tunnel across a single LAN 1
Multihop tunnel 2o0r3

Serial link, or tunnel across a serial link 1

Backup tunnel Primary tunnel metric + 1

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.12.2.1.6

Parameter:  Threshold
Default: 1 hop
Range:  1to 254 hops

Function:  Specifiesatimeto live (TTL) value for the interface. Thisvalue isthe
minimum IP TTL required for a multicast datagram to be forwarded out
thisinterface.

Instructions:  Usethis parameter to control the scope of the datagrams. If the IPTTL is
less than the threshold value you specify, the datagram is dropped by the
router.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.12.2.1.7
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:

MIB Object ID:

Forward Cache Size
32
32to0 512 entries

Specifies the maximum number of entries allowed in the forwarding table
associated with thisinterface.

When configuring acache size, you must also keepinmind the TTL value
for entries. If you specify alarge cache size, you can specify alarger TTL
value. A smaller cache requires a shorter TTL for cache entries.

1.36.1.4.1.18353.12.2.1.14

Forward CacheTTL

300 seconds

300 to 86400 seconds

Specifies the timeto live (in seconds) for an entry in the forwarding table.

If your neighbor is running mrouted, we recommend a TTL value of 300
seconds.

1.3.6.1.4.1.18.353.12.2.1.15

Advertise Sdlf
Advertise
Advertise | Do Not Advertise

Specifies whether the router advertisesits own local networks over this
interface.

If you do not want routes advertised over a particular interface, set that
interface to Do Not Advertise.

1.36.1.4.1.18.35.3.12.2.1.16
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Editing DVMRP Tunnel Parameters

To edit DVMRP tunnel parameters:
1. Select IPOMulticastd DVMRPO Tunnel.
The DVMRP Tunnel Parameters window opens (Figure 7-4).
2. Edit tunnel parameters as described in the following section.
3. Click on Apply.
4. Click on Done.

Add

Delete

Apply

| Values,..

Help...

Enable
Encapulation Mode
Metric

Threshold

Forward Cache Size

Forward Cache TTL {Secs)

Figure 7-4. DVMRP Tunnel Parameters Window

DVMRP Tunnel Parameter Descriptions

Use this section as a guide for setting DVMRP tunnel parameters.
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Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

I nstructions;

MIB Object ID:

Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables this tunnel interface.

If you have configured this tunnel, specify Disable to disable the tunnel.
1.3.6.1.4.1.18.35.3.12.3.1.2

Encapsulation Mode
IPINIP
IPINIP|LSSR

Specifies whether tunneled datagrams are encapsulated within an |P
datagram or loosely encapsulated using the L SSR option.

See RFC 1075 for information about the L SSR option, which is provided
for backward compatibility.

1.36.1.4.1.18.3.5.3.12.3.1.6

Metric

1

1to31

Specifies the cost of thistunnel.

Determine the cost you want to assign to this hop and enter avalue.
1.3.6.1.4.1.18.35.3.12.3.1.7
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Parameter:
Default:
Range:

Function:

I nstructions;

MIB Object ID:

Parameter:
Defaullt:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:

Threshold
1 hop
1to 254 hops

Specifies atime-to-live (TTL) value for the tunnel. Thisvalueisthe
minimum IP TTL required for a multicast datagram to be forwarded out
this tunnel.

Use this parameter to control the scope of the datagrams. If the IPTTL is
less than the threshold value you specify, the datagram is dropped by the
router.

1.36.1.4.1.18.353.12.3.1.8

Forward Cache Size
64
32 t0 512 entries

Specifies the maximum number of entries alowed in the forwarding table
associated with this tunnel interface.

When configuring a cache size, you must also keepin mind the TTL value
for entries. If you specify alarge cache size, you can specify alarger TTL
value. A smaller cache requires ashorter TTL for cache entries.

1.3.6.1.4.1.18.35.3.12.3.1.16

Forward CacheTTL

300 seconds

300 to 86400 seconds

Specifies the time to live (in seconds) for an entry in the forwarding table.
Select an appropriate value for your configuration.
1.3.6.1.4.1.18.35.3.12.3.1.17

Adding a DVMRP Tunnel

To add atunnel to an interface, begin at the DVMRP Tunnel Parameters window.
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1. Click on Add.

The DVMRP Tunnel Address window opens (Figure 7-5).
2. Enter alocal and remote | P addressfor the tunnel.
3. Click on OK.

DYHRP TUMMEL ADDRESS

Remote IFP Address

Figure 7-5. DVMRP Tunnel Address Window

Add Tunnel Parameters Descriptions

Use this section as a guide for setting DVMRP tunnel address parameters.

Par ameter : Local |P Address
Default: Null

Options:  Theunicast |P address of an interface on a circuit supporting multicasting
on the local router

Function: Identifies the local end of the tunnel.

Instructions:  To identify a unicast tunnel, you must supply the unicast | P address of
both ends of the tunnel: the local interface and the remote interface. Use
this parameter to enter the local |P address.

MIB Object ID:  1.3.6.1.4.1.18.35.3.12.3.1.4
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Par ameter : Remote | P address
Default: Null

Options:  The unicast IP address of an interface supporting multicasting on a
neighboring router

Function: I dentifies the remote end of the tunnel.

Instructions:  To identify a unicast tunnel, you must supply the unicast | P address of
both ends of the tunnel: the local interface and the remote interface. Use
this parameter to enter the remote I P address.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.12.3.15

Editing IGMP Global Configuration Parameters

To edit IGMP global parameters
1. Select IPOMulticastd IGM PO Global.

The IGMP Global Configuration window opens (Figure 7-6).
2. Edit the parametersasdescribed in the following section.
3. Click on Save.

IGHP Glabal Configuration

Cancel
Save
e

Help...

Enable [ENABLE
Estimated Groups 20

Version Threshold Time 540

Debug 0x00000000

Figure 7-6. IGMP Global Configuration Parameters Window
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IGMP Global Configuration Parameter Descriptions

Use this section as a guide for setting IGMP global configuration parameters.

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:
Parameter:
Default:

Range:

Function:

Instructions;

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables this IGMP record.

If you have configured IGMP on this router, use this parameter to
disableit.

1.3.6.1.4.1.18.35.3.13.1.2

Estimated Groups
20 groups
5 to 65535 groups

Specifies the estimated number of groups that will be simultaneously
active for this router.

Determine the approximate number of groups and enter the value. Thisis
to allow the router to utilize memory efficiently; exceeding this size
during router operation will not cause an error but may cause the router to
consume more memory than required.

- | Note: The following groups are not maintained by IGMP; you do not need to
include themin the count: 224.0.0.1, 224.0.0.4, 224.0.0.5, and 224.0.0.6.

13.6.1.4.1.18.35313.14
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Parameter: Version Threshold Time
Default: 540 seconds
Range: 1 to 65535 seconds

Function:  The number of seconds that can elapse after IGMP detects aVersion 1
query before IGMP tries to become the designated querier.

Instructions:  The value you specify should be greater than the Version 1 query rate of
all IGMP speakers on all networks directly connected to the router.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.13.1.5

Parameter:  Debug
Default:  None
Options:  Receive | Send | Other
Function:  Causes IGMP to generate the specified log messages.

Instructions:  Specify zero or more options. Set this parameter to Receive to log
messages received. Set the parameter to Send to log messages sent. Set
the parameter to Other to log other types of IGMP messages.

MIB Object ID:  1.3.6.1.4.1.18.35.3.13.1.6

Editing IGMP Entry Interface Parameters

To edit IGMP entry interface parameters
1. Select IPOMulticast] IGM PO Entry.
The IGMP Entry Interface Parameters window opens (Figure 7-7).
2. Edit the parametersasdescribed in the following section.
3. Click on Save.
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.

Enable ENABLE

Interface Ouery Rate 120

Interface Membership Timeout 260

Designated Router Timeout 140

Max Host Response Time 100

Figure 7-7.  IGMP Entry Interface Parameters Window

IGMP Entry Interface Parameter Descriptions

Use this section as a guide for setting IGMP entry interface parameters

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Indicates whether this IGMP interface record is to be enabled or disabled.

If you have configured IGMP on this interface, use this parameter to
disableit.

13.6.1.4.1.18.35.3.13.2.1.2
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Interface Query Rate
120 seconds
0 to 4096 seconds

Specifies, in seconds, how often the router sends out group membership
gueries on the interface.

If there are no multicast hosts on this circuit, set the parameter to zero to
disable queries. Specifying zero affects queries only. The router still
forwards multicast datagrams on this circuit.

1.36.1.4.1.18.353.13.2.1.5

Note: If another IGMP router on this network hastaken on the queryrole, this
=>| router will not send out queries unlessit has not heard of any queries within

the number of seconds specified by the Designated Router Timeout parameter.

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:

Function:
Instructions;

MIB Object ID:

I nterface M ember ship Timeout
260 seconds
30 to 8192 seconds

Specifies, in seconds, the amount of time that alocal group membershipis
valid without the receipt of a subsegquent report for that group.

The suggested valueis (2 * Query Rate) + 20.
1.3.6.1.4.1.18.35.3.13.2.1.6

Designated Router Timeout
140 seconds
10 to 8192 seconds

Specifies, in seconds, the amount of time that can elapse after the last host
guery message before the IGMP designated router is considered down.

The value you specify should be greater than the query rate of all IGMP
routers on the network.

1.36.1.4.1.18.3.53.13.2.1.7
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Parameter: Max Host Response Time
Default: 100 tenths of a second
Range:  1to 100 tenths of a second

Function:  Specifies a maximum value for the amount of time that a host must wait
before responding to a query. IGMP places this value in the code field of
an IGMP query.

Instructions:  Specify a maximum response time value for thisinterface.
MIB Object ID:  1.3.6.1.4.1.18.35.3.13.2.1.15
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Chapter 8

Configuring NetBIOS over IP

The Network Basic Input-Output System (NetBIOS) is a session layer
communications service used by client and server applicationsin IBM Token

Ring and PC LAN networks.

NetBIOS provides applications with a programming interface for sharing services
and information across a variety of lower-layer network protocols, including IP.
Figure 8-1 shows the position of NetBIOS and IP in a ssmple network

architecture.

Host A Host B
f;’ys';‘)” NetBIOS ‘ NetBIOS
el | I @ P

| | |
( LAN/WAN )

Figure 8-1.

NetBIOS over IP
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The following sections show you how to configure and customize Bay Networks
router software to support NetBIOS in an | P environment:

*  Overview of NetBIOS Services - page 8-2

e Customizing IP Support for NetBIOS - page 8-3

*  Configuring and Customizing a NetBIOS Cache - page 8-6
» Editing NetBIOS Parameters - page 8-9

Overview of NetBIOS Services

There are three categories of NetBlOS services. the name service, the session
service, and the datagram service.

The NetBIOS name service allows an application to

*  Verify that its own NetBIOS name is unique. The application issues an Add
Name Query to NetBIOS. NetBIOS broadcasts the Add Name Query,
containing the name. NetBIOS applications that receive the query return an
Add Name Response or a Name in Conflict Response. If no response to the
guery isreceived after (typically) six broadcasts, the nameis considered to be
unique.

» Delete aNetBIOS name that the application no longer requires.

* Useaserver's NetBIOS name to determine the server’s network address. The
application issues a Name Query Request to NetBIOS, containing the target
server's NetBIOS name. NetBIOS broadcasts the Name Query Request. The
server that recognizes the name returns a Name Query Response containing
its network address.

The NetBIOS session service allows an application to conduct areliable,
sequenced exchange of messages with another application. The messages can be
up to 131,071 byteslong.

The NetBIOS datagram service allows an application to exchange datagrams with
a specific application or to broadcast datagrams to a group and receive datagrams
from the group. Datagrams allow applications to communicate without
establishing a session. When a NetBIOS application wants to send information
that does not require acknowledgment from the destination application, the
application can transmit a NetBIOS datagram.
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This chapter describes | P support for the NetBIOS name service, the NetBIOS
session service, and the NetBlOS datagram service.

Configuring NetBIOS on an IP Interface

NetBl1OS software on the router communicates with NetBIOS clients and servers
through IP interfaces that have been configured with NetBIOS.

For instructions on using Site Manager to configure the router for NetBIOS over IP, see
“Configuring NetBIOS on the Router” on page 8-9.

Forwarding Name Query Packets over an Unnumbered IP Interface

NetBIOS cannot be configured directly on an unnumbered interface. Because of
thisrestriction, Name Query Requests cannot be broadcast over an unnumbered
interface.

To forward Name Query Requests over unnumbered interfaces, the network
administrator configures a static NetBIOS name entry to the proper NetBIOS
name server (see " Configuring a Static NetBIOS Name” on page 8-5). In thisway,
Name Query Requests will traverse the unnumbered interfaces as unicast IP
packets.

Customizing IP Support for NetBIOS

The NetBIOS name service and datagram service rely on the capability of the
underlying network to broadcast Name Query Requests to all NetBIOS
applications. In aNetBIOS over |P environment, it is the responsibility of the IP
router to ensure that the broadcast queriesreach al appropriate network segments.
To do this, the router

1. Anayzes each NetBIOS packet received on any NetBIOS interface to
determine whether the packet is a broadcast packet

2. Rebroadcasts each broadcast packet out all appropriate interfaces except the
one on which it was received (readdressing the packet if required)
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If alternate paths exist between different network segments, broadcasting loops
can occur. To prevent such loops, the router

1

Stamps the data portion of the I P packet with the | P address of the router from
which the packet was rebroadcast

Parses the I P addresses included in the data portion of the IP packet to
determineif the packet has already been rebroadcast by that router

In Figure 8-2, for example, Client C on the network connected to Router B wishes
to communicate with Server S, which islocated on the network connected to
Router A.

1

©_> Router B

The client issues a Name Query Request to NetBIOS on the host, specifying
the server application by its NetBIOS name. The IP service on the host
broadcasts the Name Query Request.

Router B receives the Name Query Request, determines that it is a broadcast
message, and rebroadcastsit out each of its NetBIOS interfaces (except for
the one on which it arrived).

Router A receives the broadcast Request and rebroadcaststo itslocal network.

The server on Router A receives the | P broadcast Request and recognizesits

own name.

Router A

Router C

Router D

|1—| Y (@) client
@ Server

B NetBiOS/IP Interface

Figure 8-2. Broadcasting a Name Query Request
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The server responds to the Name Query Request by issuing a Positive Name
Query Response, containing the I P address of the server, to NetBIOS on the host.
The following steps occur (Figure 8-3):

1. NetBIOS sends the Response to Router A as a unicast message.
2. Router A and Router B forward the unicast Response to the awaiting client.

Now that the client has obtained the server’s | P address from the Name Query
Response, client and server can communicate by exchanging | P messages.

Router A ¢ é

Router C

@<_ Router B

Router D

[ NetBIOS/IP interface

Figure 8-3. Returning a Unicast Name Query Response

Site Manager allows you to control the way the IP router rebroadcasts NetBIOS Name
Query Requests. For instructions, see the Rebroadcast Packet TTL parameter on page
8-15 and the Rebroadcast Record Route parameter on page 8-15.

Configuring a Static NetBIOS Name

You can add static NetBlOS names to the router. These entries are independent of
the name entries learned dynamically in the name cache.
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When you configure a static name, you must specify its NetBIOS scope — that is,
the area of the network across which the nameis known. Each NetBIOS scope has
a Scope ldentifier, astring of characters that meet the regquirements of the Domain
Name System. (All NetBIOS names are represented in a manner consistent with
the definition for “compressed name messages’ outlined in the Domain Name
Service Specification — RFC 833.)

For instructions on using Site Manager to configure name entries, see “Editing NetBIOS/

IP Static Entry Table Parameters” on page 8-18.

Configuring and Customizing a NetBIOS Cache

NetBIOS is a broadcast-intensive protocol. Much of the broadcast overhead is
related to maintaining unigue names across the network and providing end users
with access to NetBI OS applications. The amount of overhead grows with the
number of NetBIOS resources (applications, servers, and clients) on the network.

To keep broadcast traffic to a minimum, each router that runs NetB1OS over |P
builds and maintains a cache of NetBIOS name/I P address pairs, using
information contained in the Name Query Responses it receives and forwards.

In Figure 8-3, for example,

1. Router A receives a Name Query Response from the server. The router gleans
from the Name Query Response the name and | P address of the server.

2. Therouter stores the name and |P address of the server in its cache.

3. Therouter forwards the Name Query Response.

Routers that support NetBl1OS must analyze each Name Query Request received
on a NetBIOS interface to determine whether the name of the requested resource
(typically, aserver) isin the cache. If o, the router replaces the broadcast address
in the Request with the unicast | P address of the server. The router then forwards
the Name Query Request to the server.

For instructions on using Site Manager to customize a NetBIOS cache, see “Editing
NetBIOS/IP Global Parameters” on page 8-10. To enable caching on a NetBIOS
interface, see the NetBIOS Name Caching parameter on page 8-17.
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Aging a Cache Entry

The router ages cache entries to ensure that cached routes remain consistent with
the current network topology. If the cache table lookup mechanism does not
access a cache entry within the interval you set in the appropriate Cache Aging
Time parameter, the router deletes the entry from the table.

If the router receives a broadcast Name Query Request from aclient and finds the
name and associated | P address of the requested server in its cache, the router
replaces the broadcast address on the Name Query Request with the unicast 1P
address. The router also assigns the entry a short timeto live. If the entry isvalid,
the router will receive a Positive Name Query Response (which will validate the
entry) from the server within the specified timeto live. If the entry isinvalid, the
Name Query Request will not reach the server. In this case, the entry quickly ages
out.

For instructions on using Site Manager to specify an age value for cache entries, see
the Name Cache Age parameter on page 8-14.

Customizing a Cache Search

The mechanism that NetBIOS uses to search for anamein the cache isbased on a
fast string hash/search mechanism devel oped for AppleTalk Zone Name
processing. This mechanism uses a hash table that NetBIOS builds and maintains
on the router.

You can specify the number of entries in the hash table. For instructions, see the Hash
Entry Count parameter on page 8-14.

Increasing the number of entriesin the hash table

»  Decreases the number of names the router must compare before finding a
specific cached name

»  Decreases the amount of time it takes the router to find a particular cached
name

* Increases memory usage
Note that increasing the number of entries in the hash table does not increase the

number of names the router can cache. Thisis determined by user configuration
and by available memory.
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Adding a Traffic Filter to a NetBIOS Interface

If name caching is enabled, arouter that receives a Name Query Response
(originating from a server and addressed to a client) must be able to deliver the
message to the NetBIOS entity on the router (rather than simply forward it out
another interface toward its destination).

To enable the router to recognize a unicast | P packet that contains a Name Query
Response and pass it to NetBIOS through UDP port 137, you must configure a
traffic filter on each NetBIOS interface that receives unicast Name Query
Responses.

1. Beginning at the Configuration Manager window, select Circuitsd Edit.
The Circuit List window opens.
2. Click on Edit.
The Circuit Definition window opens.
3. Sdlect Protocolsd Edit | PO Traffic Filters.
The IP Filters window opens.
4. Click on Template.
The Filter Template Management window opens.
5. Click on Create.
The Create | P Template window opens.
6. Select Criteriald AddJ UDP Framell Destination Port.
The Edit Range screen opens.
7. Enter 137 for the minimum value and the maximum value.
8. Click on OK.
The Create | P Template window opens.
9. Sdect ActionJ Addl] Forward to Next Hop.
The Next Hop window opens.

10. Enter thelP address of thisinterface (the interface on which you are
configuring thetrafficfilter). Click on OK.
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Editing NetBIOS Parameters
The following sections show you how to use Site Manager to configure NetBIOS
over IP.
»  Configuring NetBIOS on the Router - page 8-9
» Editing NetBIOS/IP Global Parameters - page 8-10
» Editing NetBIOY/IP Interface Table Parameters - page 8-15
» Editing NetBIOS/IP Static Entry Table Parameters - page 8-18
* Adding a Statically Configured NetBIOS Name - page 8-20

For each NetBIOS parameter, this chapter provides information about default
settings, valid parameter options, the parameter function, instructions for setting
the parameter, and the Management Information Base (MIB) object ID.

The Technician Interface alows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

Caution: The Technician Interface does not verify that the value you enter for
@ a parameter isvalid. Entering an invalid value can corrupt your
configuration.

Configuring NetBIOS on the Router
Before you can configure NetBIOS/IP on the router, you must perform the
following operations to ensure that the slot is properly set up for IP:
1. Open aconfiguration file.

2. Specify aslot and configure alink module on the dlot (if the configuration file
isaloca modefile).

3. Sdlect alink or net module connector and configure a circuit on the connector
or configure aWAN circuit if this connector requires one.

For instructions on performing these operations, see Configuring Routers.

Once you have configured a circuit, you are finished with the Add Circuit window.
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1. Click on OK on theAdd Circuit Window.
The Select Protocols window opens.

2. Select IP and NetBlOS from the Select Protocols window and click on
OK.

Site Manager displays the I P configuration window.

3. Edit thelP Configuration Window asdescribed in “ Configuring a Circuit
and Adding an IP Interface” on page 2-32. Click on OK.

Editing NetBIOS/IP Global Parameters

To access and edit global NetBIOS parameters, compl ete the following steps:

1. From the Configuration Manager window, select
Protocolstd I PO NetBIOS Glabal.

The Edit NetBIOS/IP Global Parameters window opens (Figure 8-4).
2. Edit the parameter s you want to change.
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3. Click on OK to saveyour changesand exit the window.

Cancel

0K

3 Values. ..

Help...

Enable/Disable [ENABLE

HetBIOS Hame Caching DISABLE
15-Character HetBIODS Hame Caching DISABLE
Create MIB Inst for Cached Hame ENMABLE
Max Mame Cache Entries 100
Name Cache aAge (sec) 300
Hash Entry Count 253
Rebroadcast Packet TTL 5

Rebroadcast Record Route DISABLE

Figure 8-4. Edit NetBIOS/IP Global Parameters Window

NetBIOS Global Parameters

Use the following descriptions as a guide when you configure NetBIOS
parameters on the Edit NetBIOS/IP Global Parameters window.
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable/Disable

Enable

Enable | Disable

Enables or disables NetBIOS on this router.

If NetBIOS has been configured on this router, use this parameter to
disable and re-enable it as required.

136.1.4.1.18353.11.1.2

NetBlI OS Name Caching
Disable
Enable | Disable

Globally enables or disables the ability of the router to cache the name
associated with each NetBIOS server that is active on the network.

Select Enableto activate NetBlOS server name caching at every NetBIOS
interface configured on the node.

13.6.14.1.1835311.14

15-Character NetBIOS Name Caching
Disable
Enable | Disable

Enables or disables the ahility of the router to treat a NetBIOS name as
either a15- or a 16-character entity.

Select Enable to activate 15-character NetBlOS name caching at every
NetBIOS interface configured on this router.

Select Disable if you want NetBIOS to treat names as 16-character
entities.

13.6.14.1.18.353.11.1.5
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Parameter:
Default:
Options:

Function:

Instructions:
MIB Object ID:
Parameter :
Default:

Range:
Function:

Instructions;

MIB Object ID:

Create MIB Inst for Cached Name

Enable

Enable | Disable

Enables or disables the ability of the system to

— Create aMIB instance for each name entry stored in the name cache.

— Delete aMIB instance for each NetBIOS name entry that ages out of
the name cache.

Select Disable if you want to release the system memory and processing
resources otherwise dedicated to maintaining cached names in the MIB.

13.6.1.4.1.18.35.3.11.1.6

Max Name Cache Entries
100 entries
1t0 2147483647 entries

Specifies the maximum number of entries you need to provide in the
NetBIOS name cache.

You can adjust the value of this parameter in direct proportion to the total
number of server names expected to be active during intervals of peak
traffic load or performance demand on the router. A value of 100 is
suitable for networks that include up to 100 NetBl1OS names to cache.

136.14.1.1835311.1.7
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

I nstructions;

MIB Object ID:

Name CacheAge
300 seconds

Any value that can rapidly age infrequently referenced names out of the
NetBIOS name cache

Specifies an age (in seconds) when inactive NetBIOS names expire from
the NetBIOS name cache.

Choose an aging value that allows infrequently referenced or obsolete
server names to expire from the name cache. The smaller the value, the
less efficient broadcast reduction is, but the more quickly the network
recoverstopology changes.

136.14.1.18353.11.1.9

Hash Entry Count
253
Any integer value

Specifies the number of entries you want to allow in the cache lookup
tables. Each NetBIOS interface has alocal table to store and retrieve the
names of NetBIOS servers active on the network.

For networks that actively use up to 2500 NetBIOS server names, use the
default value (253). To determine a hash entry count for larger networks

— Divide the total number of unique NetBIOS server names active in
the network by 10.

— Adjust the quotient to the nearest (higher or lower) prime number. (A
prime number can only be divided by itself or one and still yield a
whole-number guotient.)

— Replace the default value with the new, calculated number.

Increasing the number of hash table entries does not increase the number
of namesthat arouter can cache. With larger networks, increasing the size
of the hash tables may, however, reduce internal cache lookup time,
thereby improving overall performance.

1.3.6.1.4.1.18.35.3.11.1.10
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Parameter:  Rebroadcast Packet TTL
Default: 5 seconds
Range:  1to 255 seconds
Function:  Specifies the time-to-live value in seconds to use in rebroadcast packets.

Instructions:  Usethis parameter to restrict the number of routers a rebroadcast packet
can traverse. To prevent NetBlOS broadcast packets from traversing the
network indefinitely, set the parameter to aminimal value.

MIB Object ID: 1.3.6.1.4.1.18.35.3.11.1.13

Parameter: Rebroadcast Record Route
Default: Disable
Options:  Enable | Disable

Function:  Enables and disables the Insertion of Record Route option in rebroadcast
packets.

Instructions.  If al IP entities support this option, select Enable to allow the NetBIOS
entity in the router to determine whether it has received this packet before
on thisinterface. If so, the router dropsit. This option prevents
rebroadcast packets from looping forever.

MIB Object ID:  1.3.6.1.4.1.18.35.3.11.1.14

Editing NetBIOS/IP Interface Table Parameters

To edit NetBIOS interface parameters, complete the following steps:

1. From the Configuration Manager window, select
Protocolsd I PO NetBI OSL I nter face to display the NetBI OS/I P I nterface
Table window (Figure 8-5).
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MetBINS/IP Interface Table

E21 3.3.3.3 ?. fone

Delete

Apply
? Values, ..

Help...

T . e

Enable/Disable ENABLE

NetBIOS Hame Caching ENABLE

Enable HetBIOS Inbound Broadcasts ENABLE
Enable NetBIOS Outbound Broadcasts EHABLE

NetBIDS Rebroadcast IP Address 0.0,0.0

Figure 8-5.  NetBIOS/IP Interface Table

Select the interface you want to modify.
Edit the parameter s you want to change.
Click on Apply to save your changes.

a M w DN

Click on Doneto exit the | P Inter face Table window.

NetBIOS Interface Parameter Descriptions

Use the following descriptions as a guide when you configure parameters on the
NetBIOS/IP Interface Table window.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Enable/Disable

Enable

Enable | Disable

Enables or disables NetBIOS on this P interface.

If NetBIOS has been configured and enabled on the router, use this
parameter to disable and re-enable it on thisinterface as required.

1.36.1.4.1.18353.11.2.1.2

NetBlI OS Name Caching
Enable
Enable | Disable

Enables or disables the ability of thisinterface to cache the name for each
NetBIOS server active in the network.

Select Enableif you disabled server name caching previously and you
want now to re-enable that function.

Select Disable if you want to release system memory and processing
resources otherwise dedicated to server name caching.

1.3.6.1.4.1.18.353.11.2.1.8

Enable NetBIOS Inbound Broadcasts

Enabled

Enable | Disable

Enables or disables inbound broadcasts on thisinterface.

If NetBIOS is configured and enabled on the router and enabled on this
interface, use this parameter to enable and disable inbound broadcasts as
required.

1.3.6.1.4.1.18.353.11.2.1.9
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Enable NetBI OS Outbound Broadcasts

Enable

Enable | Disable

Enables or disables outbound broadcasts on this interface.

If NetBIOS is configured and enabled on the router and enabled on this
interface, use this parameter to enable and disable outbound broadcasts as
required.

1.3.6.1.4.1.18.3.5.3.11.2.1.10

Rebroadcast Address
Null
An |P broadcast address

Specifies a broadcast address to use when rebroadcasting NetBIOS
packets out this interface.

By default, NetBIOS uses the | P broadcast address configured for this
interface. Set this parameter if you want to override this broadcast
address.

136.14.1.18353.11.2.1.11

Editing NetBIOS/IP Static Entry Table Parameters

The

sections that follow describe how to edit, add, and del ete statically configured

NetBlOS names.

To perform these operations, compl ete the following steps:

1

From the Configuration Manager window, select
Protocolst | PO NetBI OS[ Static Name.

The NetBIOS/IP Static Entry Table window opens, showing alist of all
statically configured NetBIOS names currently defined (Figure 8-6).
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.

Enable | -
HetBIOS Scope ID |

Figure 8-6. NetBIOS/IP Static Entry Table Window

4.
5.

Select the static entry you want to modify.

Edit the parameter s you want to change, using the descriptions following
this procedure as guidelines.

Click on Apply.
Click on Doneto exit thiswindow.

NetBIOS/IP Static Entry Table Parameter Descriptions

Use the following descriptions as guidelines when you configure parameters on
the NetBIOS/IP Static Entry Table window.
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables caching of the NetBIOS name you have selected.

Set the parameter to Enable to activate caching of the name you sel ected.
Set the parameter to Disable to deactivate caching of the name you
selected.

1.36.1.4.1.18.353.11.4.1.2

NetBIOS Scope ID
None
A NetBIOS scope identifier

I dentifies the area of the network across which the NetBIOS nameis
known.

Enter a name string that meets the requirements of the Domain Name
System as described in RFC 833.

136.14.1.18353.11.4.15

Adding a Statically Configured NetBIOS Name

You may want to statically configure NetBIOS names that are stable elementsin
your network configuration. Statically configuring a name reduces the use of
system memory and processing resources normally required for learning and
maintaining NetBIOS names.

To add a statically configured NetBIOS name, complete the following steps:
1. FromtheNetBIOS/IP (NBIP) Static Entry Table window, click on Add.
The NBIP Addresses window opens (Figure 8-7).
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MEIP Addresszes

NetBIOS Station Hame

NetBIOS Scope ID

IP Address

Figure 8-7. NBIP Addresses Window

2. Enter valuesfor the parameters, using the descriptions following this
procedure as guidelines.

3. Click on OK to saveyour changes and exit the window.

NBIP Address Parameter Descriptions

Use the following descriptions as a guide when you configure parameters on the
NBIP Addresses window.

Parameter:  NetBIOS Station Name
Default:  None
Range: A name string of up to 16 characters
Function:  Specifies the name of a NetBIOS station.

Instructions:  Enter the NetBIOS name you want to add. The name must not exceed 16
characters. The system pads names shorter than 16 characters with ASCI|
space characters. To enter non-ASCI| valuesin the name, use the form
\xbb, where bb can be any two hexadecimal digits.

MIB Object ID:  1.3.6.1.4.1.18.35.3.11.4.1.4
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Parameter:
Default:
Range:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:

Range:
Function:
Instructions:
MIB Object ID:

NetBIOS Scope D
None
A NetBIOS scope identifier

Identifies the area of the network across which the NetBIOS nameis
known.

Enter a name string that meets the requirements of the Domain Name
System as described in RFC 833.

1.36.1.4.1.18.353.11.4.1.5

P Address

None

The |P address of the NetBIOS station

Specifies an | P address to associate with the statically configured name.
Enter avalid IP address of a NetBIOS station.
1.3.6.1.4.1.18.35.3.11.4.1.6
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Chapter 9
Configuring IP Policies

This chapter provides an overview of 1P policies and describes the Site Manager
windows you use and the parameters you set to create accept and announce
policies for RIP, OSPF, BGP-3, BGP-4, and EGP.

Note: The parameters you set when you construct | P accept and announce
nd policies are a superset of the parameters you set when you construct import
and export filters. We currently support both 1P accept and announce policies
and import and export filters. In a future release, support for import and
export filterswill be dropped.

This chapter contains the following sections:

* IPRouting Table - page 9-1

e Configuring Accept Policies - page 9-5

»  Configuring Announce Policies - page 9-21

IP Routing Table

Every IProuter maintains atable of current routing information. The routing table
manager receives routing updates from the network through the Internet protocols
running on the router. Periodically, the routing table manager issues routing
updates through the protocols. Figure 9-1 shows arouter configured with all of the
Internet protocols supported by Bay Networks: OSPF, RIP, BGP-3, BGP-4, and
EGP. The arrowsindicate the direction of flow of routing information between the
network and the protocols running on the router, between the protocols and the
routing table manager, and between the routing table manager and the routing
table.
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Internet

A \
Y

OSPF RIP BGP-3 BGP-4 EGP
A
\
Routing
Table
Manager

A
/

[ Routing Table ]

Figure 9-1. IP Routing Table

The flow of routing information between the network, the protocols, and the
routing table manager is controlled by routing information policies.

Each time arouting update arrives from aremote router, the following steps occur
(see Figure 9-2):
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\ / Protocol

Accept Announce
Policy Policy

N/

Routing
Table
Manager

A

Y

C Routing Table )

Figure 9-2.  Accept and Announce Policies

1. The protocol receiving the route consults an accept policy to determine
whether to forward the route to the | P routing table manager or drop the route.

2. If the protocol forwards the route, the routing table manager determines
whether to inject the route into the routing table.

Periodically, the routing table manager announces routes to other routersin the
network:

1. Therouting table manager forwards a route for advertisement to the protocol.
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2. The protocol consults an announce policy to determine whether or not to
advertise the route to the network.

Note: The way OSPF applies accept and announce policies to routing
information differsin several ways from the procedure shown in Figure 9-2.
OSPF link-state advertisements (LSAS) are received and placed in the link
state database (LSDB) of the router. The information in the LSDB isalso
propagated to other routersin the OSPF routing domain. According to the
OSPF standard, all routersin a given area must maintain a similar database.
To maintain database integrity across the network, a router must not

mani pulate received LSAs before propagating them on to other routers. To
accomplish this, OSPF accept and announce policies act in the following
manner:

OSPF accept policies control which OSPF non-self-originated external
routing information is passed to the routing table manager. The accept policies
control only what the local router uses; they do not affect the propagation of
OSPF internal and OSPF non-self-originated external information to other
routers.

OSPF announce poalicies control which self-originated external routing
updates are placed into the LSDB for distribution according to the OSPF
standard. OSPF announce policies affect what other routerslearn but only
with regard to the local router’s self-originated information.
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Configuring Accept Policies

To add, edit, or delete an accept policy, begin at the Configuration Manager
window and proceed as follows:

1. Seect Protocols] PO Policy FiltersC <protocol >0 Accept Policies
(protocol isRIP, OSPF, EGP, BGP-3, or BGP-4).

TheAccept Policy Filterswindow for the IP protocol opens. Figure 9-3 shows
the Accept Policy Filters window for BGP-3. Thiswindow lists all accept
policies configured on the router for that protocol and alows you to edit them.

Enable

Hame

Hetworks

Action

Route Preference

Rule Precedence

Figure 9-3. BGP-3 Accept Policy Filters Window

2. Toadd an accept policy, click on Add.

The Accept Policy Filter Configuration window opens. Figure 9-4 shows the
Accept IP Policy Filter Configuration window for BGP-3.

3. Enter theappropriate values and click on Done.
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Use the sections that follow as a guide to setting parameter values.

Figure 9-4.

Name

Networks

fAction

Route Preference
Rule Precedence
Injection List
Peer As

Peer Address
Originating As

Route Origin

BGP3 Accept IP Policy Filter Configuration

List

IGNORE

1

0

BGP-3 Accept IP Policy Filter Configuration Window

IP Accept Policy Parameter Descriptions

IP accept policy parametersfall into two categories: parameters that appear in al
IP policies and | P protocol -specific parameters. Accept policy parameters are
described in the following sections:

Common IP Accept Policy Parameters - page 9-7
RIP-Specific Accept Policy Parameters - page 9-10
OSPF-Specific Accept Policy Parameters - page 9-11
EGP-Specific Accept Policy Parameters - page 9-12
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»  BGP-3-Specific Accept Policy Parameters - page 9-14
»  BGP-4-Specific Accept Policy Parameters - page 9-17

- | Note: Certain accept policy parameters request alist of entries. Alist can
contain up to 55 entries.

Common IP Accept Policy Parameters

This section describes how to set accept policy parameters common to all 1P
protocols.

Parameter:  Enable
Default:  Enable
Options:  Enable | Disable
Function:  Enables or disables this palicy.
Instructions:  Set to Disable to disable the policy.

MIB Object ID:  RIP: 1.3.6.1.4.1.18.35.3.2.6.1.1.2
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.3.1.2
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.5.1.2
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.7.1.2
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.9.1.2

Parameter: Name
Default:  None
Range:  Any alphanumeric character string
Function:  Identifies this accept policy.
Instructions:  Specify a user name for the policy.

MIB Object ID:  RIP: 1.3.6.1.4.1.18.3.5.3.2.6.1.1.4
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.3.1.4
EGP: 1.3.6.1.4.1.18.3.5.3.26.5.1.4
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.7.1.4
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.9.1.4
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Parameter:
Default:
Options:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Networks
An empty list

A list of network identifiers. Each entry consists of a network number, a
mask, and a flag to indicate whether the ID refers to a specific network or
arange of networks.

Specifies the networks to which this policy applies.

Enter a specific encoding of 0.0.0.0/0.0.0.0 to match the default route.
Enter arange encoding of 0.0.0.0/0.0.0.0 to match any route. Use the
default empty list to match any route.

RIP: 1.3.6.1.4.1.18.35.3.26.1.1.5
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.3.1.5
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.5.1.5
BGP-3: 1.3.6.1.4.1.18.35.3.2.6.7.1.5
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.9.1.5

Action

RIP, OSPF, EGP: Accept
BGP-3, BGP-4: Ignore

Accept | Ignore

Specifies whether the protocol ignores a route that matches the policy or
forwards the route to the routing table manager.

Specify Accept to consider the route for insertion in the routing table. To
drop the route, specify Ignore.

RIP: 1.3.6.1.4.1.18.35.3.26.1.1.6
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.3.1.6
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.5.1.6
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.7.1.6
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.9.1.6
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Parameter:
Default:
Range:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

Route Preference
1
1t0 16

Assigns ametric value (the higher the number, the greater the preference)
to aroute that the protocol forwards to the routing table manager. If
confronted with multiple routes to the same destination, the routing table
manager may need to use this value to decide which route to insert.

Either accept the default value, 1, or enter a new value. Routes for al
networks (0.0.0.0/0.0.0.0) should have the lowest preference and routes
for the most specific networks (longest address and mask) should havethe
highest preference.

RIP: 1.3.6.1.4.1.18.35.3.26.1.1.7
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.3.1.7
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.5.1.7
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.7.1.7
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.9.1.7

Rule Precedence
0
A metric value

Assigns ametric value to this policy (apolicy with a higher value takes
precedence over apolicy with alower value).

Use this value to specify the order of precedence for policies that match
the same route.

RIP: 1.3.6.1.4.1.18.35.3.2.6.1.1.8
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.3.1.8
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.5.1.8
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.7.1.8
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.9.1.8
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RIP-Specific Accept Policy Parameters

This section shows you how to set RIP-specific accept policy parameters.

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:
Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

From Gateway
An empty list
A list of IP addresses

Specifies the addresses of one or more routers that could send RIP
updates to this router. This policy appliesto RIP advertisements from
routers on thislist.

Use the default empty list to indicate that this policy appliesto RIP
updates from any router.

1.3.6.1.4.1.18.3.5.3.2.6.1.1.10

Received on I nterface
Anempty list
A list of IP addresses

Specifies the IP addresses of one or more interfaces on this router. This
policy appliesto RIP updates received on interfaces that appear on this
list.

Use the default empty list to indicate that this policy appliesto RIP
updates received on any interface.

1.36.1.4.1.18.353.2.6.1.1.11
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Parameter:  Apply Subnet Mask
Default:  Null
Options:  Null or IP address mask

Function:  Specifies amask that will override the interface’s subnet mask in the
presence of networks with variable-length subnet masks.

Instructions:  Supply amask, set the Action parameter to Accept, and use the default
Network parameter (an empty list).

If you specify amask of 0.0.0.0, the router determines which mask to
apply. For example, if the network in the update is a subnet of the same
network as the receiving interface, the router applies the mask of the
receiving interface. If the network in the update is a subnet of a different
natural network, the router applies the natural mask of that network.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.6.1.1.12

OSPF-Specific Accept Policy Parameters

This section shows you how to set OSPF-specific accept policy parameters.

Parameter: Type
Default:  Any
Options:  Typel|Type2|Any
Function:  Describes which types of OSPF ASE routes match this policy.
Instructions:  To match either Type 1 or Type 2, use the default, Any.
MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.6.3.1.10
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Tag
An empty list
A list of tag values

Specifies OSPF tag values that could be present in an OSPF ASE
advertisement. This policy applies to OSPF ASE advertisements that
contain the tag values on thislist.

Use the default empty list to indicate that this policy appliesto OSPFASE
advertisements with any tag value.

1.36.1.4.1.18.353.2.6.3.1.11

EGP-Specific Accept Policy Parameters

This section shows you how to set EGP-specific accept policy parameters.

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Peer List
An empty list
A list of |P addresses

Specifies the I P addresses of one or more EGP peers. This policy applies
to EGP advertisements from the peers on thislist.

Use the default empty list to indicate that this policy appliesto EGP
advertisements from any EGP peer.

1.3.6.1.4.1.18.3.5.3.2.6.5.1.10

ASList
An empty list
A list of autonomous system numbers

Specifies one or more autonomous system numbers. This policy appliesto
EGP advertisements from peers located in the autonomous systems on
thislist.

Use the default empty list to indicate that this policy appliesto EGP
advertisements from peersin any AS.

1.3.6.1.4.1.18.35.3.2.6.5.1.11
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Parameter:
Default:
Options:

Function:
Instructions;

MIB Object ID:

Gateway List
An empty list
A list of IP addresses

Specifies the P address of one or more EGP gateways. This policy
applies to EGP advertisements that use these gateways as the next hop.

Use the default empty list to indicate that this policy appliesto EGP
advertisements with any gateway address.

EGP: 1.3.6.1.4.1.18.3.5.3.2.6.5.1.12
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BGP-3-Specific Accept Policy Parameters

This section shows you how to set BGP-3-specific accept policy parameters.

Parameter:  Injection List
Default:  Anempty list
Options: A list of network identifiers

Function:  Specifies network IDs to be included in the routing table in place of the
network 1Ds listed in the received advertisement.

Instructions:  Specify anon-null value only if the Action parameter is set to Accept. The
values you enter in the injection list determine the action taken.

If you supply alist of network 1Ds, these IDs are injected into the routing
table instead of the actual received IDs.

If you use the default (an empty list), the actual received network IDs are
injected into the routing table.

If you supply alist that includes the encoding 255.255.255.255/
255.255.255.255, the actual received network |Ds are injected into the
routing table along with the other IDs in the injection list. Thisalows
insertion of an aggregate or default along with the actual networks.

MIB Object ID:  1.3.6.1.4.1.18.35.3.26.7.1.9

Note: In the current release, the only valid network ID that you can includein
=>| aninjection list isthe default 1D, 0.0.0.0/0.0.0.0. This parameter replaces the
received routes with the default route and places the default route in the
routing table.

Note: This parameter associates the default route with the attributes of the
=>| best route that matches the policy. If you are constructing a BGP-3 or BGP-4
accept policy, keep in mind that this parameter does not perform route
aggregation as defined in RFC 1654. To aggregate routesin atransit AS, you
must construct an announce policy and use the announce Advertise parameter.
Note:

9-14



Configuring IP Policies

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:
MIB Object ID:
Parameter :
Default:

Options:
Function:

Instructions:

MIB Object ID:

Peer AS
An empty list
A list of autonomous system numbers, each ranging from 1 to 65536

Specifies one or more autonomous systems. This policy appliesto BGP
advertisements from peersin those ASs.

Use the default empty list to indicate that this policy appliesto BGP
advertisements from peersin any AS.

1.3.6.1.4.1.18.3.5.3.2.6.7.1.10

Peer Address
Anempty list
A list of IP addresses

Specifies one or more BGP peers. This policy appliesto BGP
advertisements from the peers on this|list.

To indicate that this policy appliesto BGP advertisements from any BGP
peer, use the default empty list.

1.3.6.1.4.1.18.35.3.26.7.1.11

Originating AS
An empty list
A list of autonomous system numbers

Specifies one or more autonomous systems. This policy appliesto BGP
advertisements that originate from the ASs on thislist.

To indicate that the policy applies to BGP advertisements originating
from any AS, use the default empty list.

1.3.6.1.4.1.18.3.5.3.2.6.7.1.12
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Parameter:
Default:
Options:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions;

MIB Object ID:

Route Origin
Any

Any | IGP | EGP | IGP or EGP | Incomplete | Incomplete or IGP |
Incomplete or EGP

Specifies the values of the BGP origin path attribute that apply to this
policy.

Select the origin values you wish to accept for this policy.
1.3.6.1.4.1.18.35.3.2.6.7.1.13

BGP-3 Route Preference
1
1to 16

Specifies avalue that is used to compare a route that matches this policy
with other BGP-3 routes that match the policy. The larger the value, the
greater the preference.

To specify maximum preference, enter 16. Valid only if the Action
parameter is set to Accept.

1.36.1.4.1.18.3.5.3.2.6.7.1.14

ASWeight Class
Weight Class 1
Weight Class 1 to Weight Class 8

Indicates which weight class value should be used when calculating the
AS path weight.

Set the Action parameter to Accept and supply avalid BGP-3 weight
class.

BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.7.1.15
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BGP-4-Specific Accept Policy Parameters

This section shows you how to set BGP-4-specific accept policy parameters.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Injection List
An empty list
A list of network identifiers

Specifies network IDsto be included in the routing table in place of the
network 1Ds listed in the received advertisement.

Specify anon-null value only if the Action parameter is set to Accept. The
values you enter in the injection list determine the action taken.

If you supply alist of network 1Ds, these IDs are injected into the routing
table instead of the actual received IDs.

If you use the default (an empty list), the actual received network IDs are
injected into the routing table.

If you supply alist that includes the encoding 255.255.255.255/
255.255.255.255, the actual received network |Ds are injected into the
routing table along with the other IDs in the injection list. Thisalows
insertion of an aggregate or default along with the actual network.

1.3.6.1.4.1.18.3.5.3.2.6.9.1.9

Note: In the current release, the only valid network ID that you can includein
=»| aninjectionlist isthe default ID, 0.0.0.0/0.0.0.0. The Injection List parameter

replaces the received routes with the default route and places the default route
in the routing table.

Note: The Injection List parameter associates the default route with the
=>| attributes of the best route that matches the policy. If you are constructing a

BGP-3 or BGP-4 accept policy, keep in mind that the Injection List parameter
does not perform route aggregation as defined in RFC 1654. To aggregate
routesin a transit AS, you must construct an announce policy and use the
announce Advertise parameter.
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:
MIB Object ID:
Parameter :
Default:

Options:

Function:
Instructions;

MIB Object ID:

Peer AS
An empty list
A list of autonomous system numbers, each ranging from 1 to 65536

Specifies one or more ASs. This policy appliesto BGP advertisements
from peersin the autonomous systems on thislist.

Use the default empty list to indicate that this policy appliesto BGP
advertisements from peersin any AS.

1.3.6.1.4.1.18.3.5.3.2.6.9.1.10

Peer Address
Anempty list
A list of IP addresses

Specifies one or more BGP peers. This policy appliesto BGP
advertisements from the peers on this|list.

To indicate that this policy appliesto BGP advertisements from any BGP
peer, use the default empty list.

1.3.6.1.4.1.18.35.3.2.6.9.1.11

Originating AS
An empty list
A list of autonomous system numbers

Specifies one or more autonomous systems. This policy appliesto BGP
advertisements that originate from the ASs on thislist.

To indicate that the policy applies to BGP advertisements originating
from any AS, use the default empty list.

1.3.6.1.4.1.18.3.5.3.2.6.9.1.12
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Parameter:
Default:
Options:

Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:
Parameter :
Default:
Options:
Function:

Instructions;

MIB Object ID:

Route Origin
Any

Any | IGP | EGP | IGP or EGP | Incomplete | Incomplete or IGP |
Incomplete or EGP

Specifies which values of the BGP origin attribute apply to this policy.
Select the origin values you wish to accept for this policy.
1.3.6.1.4.1.18.35.3.2.6.9.1.13

Aggregator ASList
An empty list
A list of AS numbers

Specifies one or more autonomous systems. This policy appliesto BGP
advertisements that contain in their Aggregator path attribute an AS
number on thislist.

To specify that the policy applies to BGP advertisements with any AS
number in the Aggregator path attribute, use the default empty list.

1.36.1.4.1.18.3.5.3.2.6.9.1.14

Aggregator Router List
An empty list
A list of IP addresses

Specifies one or more BGP routers. This policy appliesto BGP
advertisements that contain in their Aggregator path attribute an 1P
address on thislist.

To specify that this policy applies to BGP advertisements with any router
address in the Aggregator path attribute, use the default empty list.

1.36.1.4.1.18.3.5.3.2.6.9.1.15

9-19



Configuring IP Services

Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Range:
Function:

Instructions;

MIB Object ID:

Local Preference
0
0 to 4294967295

Assigns alocal preference value to aroute matching this policy. This
value overrides the calculated value for EBGP routes or the Local
Preference path attribute for IBGP routes.

To indicate a preference, enter avalue from 1 to 4294967295.
1.3.6.1.4.1.18.3.5.3.2.6.9.1.16

BGP-4 Preference
1
1to 16

Specifies avalue that can be used to compare a route that matches this
policy with other BGP-4 routes. The larger the value, the greater the
preference.

To indicate maximum preference, enter 16. This parameter isvalid only if
the Action parameter is set for Accept.

1.3.6.1.4.1.18.35.3.2.6.9.1.17

ASWeight Class
Weight Class 1
Weight Class 1 to Weight Class 8

Indicates which weight class value should be used when calculating the
AS path weight.

Enter avalid BGP-4 weight class. Vaid only if the Action parameter is
set for Accept.

1.36.1.4.1.18.3.5.3.2.6.9.1.18
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Parameter:
Default:
Range:
Function:

Instructions;

MIB Object ID:

AS Pattern

Empty string

Any regular expression or empty string
AllowsAS PATH pattern matching

Enter avalid regular expression to indicate an AS and its positionin a
path. The policy appliesto all routes whose AS path includesthe ASin
that position. For example, the expression * 200 $ means that the policy
appliesto al routeswhose AS PATH attribute containsAS 200 asthe last
ASin the path.

1.36.1.4.1.18.35.3.2.6.9.1.19

Configuring Announce Policies

To add, edit, or delete announce policies, begin at the Configuration Manager
window and proceed as follows:

1. Seect Protocols] 1 PO Policy Filter sCl <protocol>[ Announce Policies

Filters (protocol is RIP, OSPF, EGP, BGP-3 or BGP-4).

The Announce Poalicy Filters window opens. Figure 9-5 shows the BGP-3
Announce Policy Filters window. This window lists all announce policies
configured on the router for that protocol. You edit announce policies from
this window.

To add an announce palicy, click on Add.

The BGP-3 Announce Policy Filters Configuration window for the protocol
opens (Figure 9-6). Set the parameters and click on Done.
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Add
Delete
Apply
List

Yalues,..

Help...

Enable

Hame

Networks

Action

Rule Precedence

Route Source

Figure 9-5. BGP-3 Announce Policy Filters Window
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BGPZ Announce IP Policy Filter Configuration

Cancel
Ok
List
f Values,.. )
~ Help...
o [
i
Networks List

Action IGNORE

Rule Precedence 0

Route Source 0x0000003+F

External Route Source 0x0000003F
Advertise List
From Rip Gateway List
Received on Rip Interface List

From Ospf Router Id List

Figure 9-6. BGP-3 Announce IP Policy Filter Configuration Window

IP Announce Policy Parameter Descriptions

I P announce policy parameters fall into two categories: parameters that appear in
all policiesand IP protocol-specific parameters. Announce policies are described
in the following sections:

e Common IP Announce Policy Parameters - page 9-24

*  RIP-Specific Announce Policy Parameters - page 9-33

»  OSPF-Specific Announce Policy Parameters - page 9-34
»  EGP-Specific Announce Policy Parameters - page 9-36

»  BGP-3-Specific Announce Policy Parameters - page 9-38
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*  BGP-4-Specific Announce Policy Parameters - page 9-41

- | Note: Certain announce policy parameters request a list of entries. Alist can
contain up to 55 entries.

Common IP Announce Policy Parameters

This section describes how to set common | P announce policy parameters.

Parameter:  Enable
Default:  Enable
Options.  Enable | Disable
Function:  Enables or disables this policy.
Instructions:  Set to Disable to disable the policy.
MIB Object ID:  RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.2
OSPF: 1.3.6.1.4.1.18.35.3.26.4.1.2
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.2
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.2
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.2
Parameter: Name
Default:  None
Options:  Any alphanumeric character string
Function:  Identifies this policy.
Instructions:  Enter a unique name for the policy.
MIB Object ID:  RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.4

OSPF: 1.3.6.1.4.1.18.35.3.2.6.4.1.4
EGP. 1.3.6.1.4.1.18.3.5.3.2.6.6.1.4
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.4
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.10.1.4
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Parameter:
Default:
Options:

Function:
Instructions;

MIB Object ID:

Parameter:
Default:
Default:

Options:
Function:
Instructions:

MIB Object ID:

Networks
An empty list

A list of network identifiers. Each identifier consists of a network number,
amask, and aflag to indicate whether the ID refers to a specific network
or arange of networks

Specifies which networks will match this policy.

Enter a specific encoding of 0.0.0.0/0.0.0.0 to match the default route.
Enter arange encoding of 0.0.0.0/0.0.0.0 to match any route. Enter an
empty list to match any route.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.5
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.5
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.5
BGP-3:1.3.6.1.4.1.18.35.3.2.6.8.1.5
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.5

Action

RIP, OSPF, EGP: Propagate

BGP-3, BGP-4: Ignore

Propagate | Ignore

Specifies whether or not to advertise a route that matches this policy.

To advertise the route, specify Propagate. To drop the route, specify
Ignore.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.6
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.6
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.6
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.6
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.6

9-25



Configuring IP Services

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Rule Precedence
0
A metric value

Specifies ametric value to be used to compare this policy with other
policies that a route may match. A policy with ahigher metric takes
precedence over a policy with alower metric. In case of atie, the protocol
uses an internal index value assigned to the policy by IP software. (In
general, the index value is indicated by the position of the policy in the
Site Manager display — the last policy in the display has the highest
index value.)

Use this parameter to assign precedence to policies that match the same
route.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.7
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.7
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.7
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.7
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.7

Route Source
Any
Any | Direct | Static | RIP | OSPF (not valid for OSPF) | EGP | BGP

Specifies one or more route source identifiers. If you select a route source
ID, aroute from that source that meets the other criteria of this policy
matches the policy.

To specify any source, use the default.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.8
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.8
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.8
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.8
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.10.1.8
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Advertise
An empty list
A list of network identifiers

Specifies network 1Dsto include in place of the network IDslisted in the
route to be advertised.

Specify anon-null value only if the announce Action parameter is
Propagate. The values you enter in the advertise list determine the action
taken.

If you supply alist of network 1Ds, these | Ds are advertised instead of the
actual IDsin the route.

If you use the default (an empty list), the actual IDs are advertised. Note
that by default, BGP-4 aggregates subnets into their natural network IDs.

If you supply alist that includes the encoding 255.255.255.255/
255.255.255.255, the actual network | Ds are advertised along with the
other IDsin the advertise list. This allows advertisement of an aggregate
or default along with the actual network. If the actual network is a subnet
(and the advertising protocol supports subnet advertisements), the subnet
is advertised.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.10
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.10
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.10
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.10
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.10
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

From RIP Gateway
An empty list
A list of IP addresses

Specifies the addresses of one or more routers that could send RIP
updates to this router. This policy appliesto RIP advertisements from
routers on this list. Applicable only for RIP-sourced routes and if RIP is
included as aroute source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to RIP updates from any router.

RIP: 1.3.6.1.4.1.18.35.3.26.2.1.11
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.11
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.11
BGP-3:1.3.6.1.4.1.18.35.3.2.6.8.1.11
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.11

Received on RIP Interface
An empty list
A list of |P addresses

Specifies the addresses of one or more interfaces on this router. This
policy appliesto RIP advertisements received on the interfacesin thislist.
Applicable only for RIP-sourced routes and if RIP isincluded as aroute
source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to RIP updates received on any interface.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.12
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.12
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.12
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.12
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.12
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

From OSPF Router ID
An empty list
A list of |P addresses

Specifies the IDs of one or more OSPF routers. This policy appliesto
OSPF advertisements authored by arouter on thislist. Applicable only for
OSPF-sourced routes and if OSPF isincluded as a route source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy appliesto OSPF updates from any router.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.13
OSPF: 1.3.6.1.4.1.18.35.3.2.6.4.1.13
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.13
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.13
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.10.1.13

Received OSPF Type
Any
Type 1| Type 2 | Externa | Internal | Any

Specifies which types of OSPF routes match this policy. Applicable only
for OSPF-sourced routes and if OSPF is included as a route source.

To match any route type, enter Any. To match any non-ASE route, enter
Internal. To match any ASE route, enter External. To match any external
type 1 route, enter Type 1. To match any external type 2 route, enter Type
2.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.14
OSPF: 1.3.6.1.4.1.18.35.3.2.6.4.1.14
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.14
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.14
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.14
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Received OSPF Tag
An empty list
A list of tag values

Specifies tag values that could be present in an OSPF A SE advertisement.
This policy applies to OSPF ASE advertisements that contain tag values
in thislist. Applicable only for OSPF-sourced ASE routes and if OSPF is
included as aroute source.

Specify one or more tag values. Use the default empty list to indicate that
this policy applies to OSPF ASEswith any tag value.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.15
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.15
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.15
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.15
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.15

From EGP Peer
An empty list
A list of |P addresses

Specifies the | P address of one or more EGP peers. This policy appliesto
EGP advertisements authored by arouter on thislist. Applicable only for
EGP source routes and if EGP isincluded as a route source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to EGP advertisements from any router.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.16
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.16
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.16
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.16
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.16
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

From EGPAS
An empty list
A list of autonomous system numbers

Specifies one or more autonomous system numbers. This policy appliesto
EGP advertisements received from EGP peersin an AS on thislist.
Applicable only for EGP-sourced routes and if EGP isincluded as aroute
source.

Specify one or more AS numbers. Use the default empty list to indicate
that this policy applies to EGP advertisements from peersin any AS.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.17
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.17
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.17
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.17
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.17

Received EGP Gateway
An empty list
A list of 1P addresses

Specifies the | P address of one or more EGP gateways. This policy
applies to EGP advertisements that use a gateway on thislist as the next
hop. Applicable only for EGP-sourced routes and if EGP isincluded as a
route source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to EGP advertisements with any gateway address.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.18
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.18
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.18
BGP-3:1.3.6.1.4.1.18.3.5.3.2.6.8.1.18
BGP-4:1.3.6.1.4.1.18.3.5.3.2.6.10.1.18
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

From BGP Peer
An empty list
A list of |P addresses

Specifies the | P address of one or more BGP peers. This policy appliesto
BGP advertisements authored by arouter on thislist. Applicable only for
BGP-sourced routes and if BGP isincluded as a route source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to BGP advertisements from any router.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.19
OSPF: 1.3.6.1.4.1.18.35.3.2.6.4.1.19
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.19
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.19
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.19

From BGPAS
An empty list
A list of autonomous system numbers

Specifies one or more autonomous system numbers. This policy appliesto
BGP advertisements received from BGP peersin an AS on thislist.
Applicable only for BGP-sourced routes and if BGP isincluded as aroute
source.

Specify one or more AS numbers. Use the default empty list to indicate
that this policy applies to BGP advertisements from peersin any AS.

RIP: 1.3.6.1.4.1.18.3.5.3.2.6.2.1.20
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.20
EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.20
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.20
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.20
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Received BGP Next Hop
An empty list
A list of IP addresses

Specifies one or more | P addresses. This policy appliesto BGP
advertisements whose Next Hop attribute matches an | P address on this
list. Applicable only for BGP-sourced routes and if BGP isincluded as a
route source.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to BGP advertisements with any Next Hop
attribute.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.21
OSPF: 1.3.6.1.4.1.18.3.5.3.2.6.4.1.21
EGP. 1.3.6.1.4.1.18.3.5.3.2.6.6.1.21
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.21
BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.21

RIP-Specific Announce Policy Parameters

This section shows you how to set RIP-specific announce policy parameters.

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

External Route Source
Any
Direct | Static | RIP | OSPF (with Type 2 metric) | EGP | BGP | Any

Specifies one or more external route source identifiers. If you specify an
external route source, aroute from that source that meets the other criteria
of this policy matches the policy.

This parameter applies only to OSPF routes that use the new ASE Type 2
metric. The protocol from which OSPF received the route is encoded in
the ASE metric, along with the route's metric. To specify any external
route source, use the default.

RIP: 1.3.6.1.4.1.18.35.3.2.6.2.1.9
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Outbound Interfaces
An empty list
A list of |P addresses

Specifiesalist of outbound RIP interfaces. If an interface appearsin this
list, the policy applies to RIP advertisements sent via that interface.

Specify one or more | P addresses. Configure an empty list to indicate that
this policy appliesto any outbound RIP interface.

1.3.6.1.4.1.18.3.5.3.2.6.2.1.22

RIP Metric
0
0 or an export metric

Specifies an optional export RIP metric to use when advertising a route
that matches this policy.

Set the Action parameter to Announce. If you use the default, the RIP
metric is the routing table metric calculated for RIP plus the interface
Cost.

1.36.1.4.1.18.3.5.3.2.6.2.1.23

OSPF-Specific Announce Policy Parameters

This section shows you how to set OSPF-specific announce policy parameters.
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:
Parameter:
Default:
Options:

Function:
Instructions:

MIB Object ID:

Type
0
Typel|Type2]|0

Specifies an OSPF A SE metric type to use in advertisements for routes
that match this policy.

Enter O if you want to use the default metric that IP includesin the
advertisement, based on the route source. For aBGP, EGP, or RIP route,
the default is Type 2. For routes from all other sources, the default is
Type 1.

Set the Action parameter for Propagate.
1.3.6.1.4.1.18.35.3.2.6.4.1.22

Tag
Null
Null or atag value

Specifies avalue for the OSPF external route tag field. If the outgoing
route matches this policy, the router placesthis valuein thefield.

Set the Action parameter to Propagate and set the Automatic Tag
parameter to Disable.

1.3.6.1.4.1.18.3.5.3.2.6.4.1.23

Automatic Tag

Disable

Enable | Disable

Enables BGP/OSPF automatic tag generation.

Select Disable (the default) to use the value you specify with the Tag
parameter. Select Enable to generate atag according to the criteriain RFC
1403 (or any superseding RFC). This parameter overrides the Tag
Generation Method parameter on the OSPF Global Parameters window.

1.3.6.1.4.1.18.3.5.3.2.6.4.1.24
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

OSPF Metric
0
0 or an export metric

Specifies an optional OSPF metric to use when advertising aroute that
matches this policy.

Set the Action parameter for Announce. If you use the default, the OSPF
metric is the routing table metric.

1.3.6.1.4.1.18.3.5.3.2.6.4.1.25

EGP-Specific Announce Policy Parameters

This section shows you how to set EGP-specific announce policy parameters.

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

External Route Source
Any
Direct | Static | RIP | OSPF (with Type 2 metric) | EGP | BGP | Any

Specifies one or more external route source identifiers. If you specify an
external route source, aroute from that source that meetsthe other criteria
of this policy matches the policy.

This parameter applies only to OSPF routes that use the new ASE Type 2
metric. The protocol from which OSPF received the route is encoded in
the ASE metric, along with the route's metric. To specify any external
route source, use the default.

EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.9
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:
MIB Object ID:
Parameter :
Default:

Options:
Function:

Instructions:

MIB Object ID:

EGP Peer List
An empty list
A list of |P addresses

Specifiesalist of IP addresses of EGP peers. If apeer appearsin thislist,
the policy appliesto EGP advertisements sent to that peer.

Specify one or more | P addresses. Use the default empty list to indicate
that the policy appliesto any BGP peer.

EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.22

EGP InterfaceList
An empty list
A list of |P addresses

Specifies alist of outgoing interfaces. If an interface appears on thislist,
the policy applies to EGP advertisements sent via that interface.

Specify one or more | P addresses. Use the default empty list to indicate
that this policy applies to any outbound interface.

EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.23

EGP Metric
0
0 or an export metric value

Specifies an optional export metric to use when advertising a route that
matches this policy.

Select the default to indicate that the routing table metric cal culated for
EGP isto be used. This parameter isvalid only if the Action parameter is
set to Propagate.

EGP: 1.3.6.1.4.1.18.3.5.3.2.6.6.1.24
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BGP-3-Specific Announce Policy Parameters

This section shows you how to set BGP-3-specific announce policy parameters.

Parameter:  External Route Source
Default:  Any
Options:  Direct | Static | RIP | OSPF (with Type 2 metric) | EGP | BGP | Any

Function:  Specifies one or more external route source identifiers. If you specify an
external route source, aroute from that source that meetsthe other criteria
of this policy matches the policy.

Instructions:  This parameter applies only to OSPF external routesthat use the new ASE
Type 2 metric. The protocol from which OSPF received the routeis
encoded in the ASE metric, along with the route’s metric. To specify any
external route source, use the default.

MIB Object ID: BGP-3:1.3.6.1.4.1.18.35.3.26.8.1.9

Parameter:  Outbound Peer ASList
Default:  Anempty list
Options: A list of AS numbers

Function:  Specifiesalist of autonomous system numbers. If an AS number is
included in thislist, this policy applies to BGP advertisements being sent
to BGP peersin that AS.

Instructions:  Specify one or more AS numbers. Use the default empty list to indicate
that this policy applies to BGP advertisements going to peersin any AS.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.6.8.1.22
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Outbound Peers
An empty list
A list of |P numbers

Specifies the IP address of one or more BGP peers. If aBGP peer is
included in thislist, this policy applies to BGP advertisements being sent
to that peer.

Specify one or more | P addresses. Configure an empty list to indicate that
this policy applies to BGP advertisements being sent to any peer.

1.36.1.4.1.18.3.5.3.2.6.8.1.23

Inter-AS Metric Selector
None
None | Specified | Originating

Indicates whether or not an inter-AS metric is to be advertised for a
network matching this policy and, if advertised, what value to use.

Select Noneto indicate that no metric is to be advertised. Select Specified
to indicate that the value you specify in the Specific Inter-AS Metric
parameter isto be used. Select Originating to indicate that the metric from
the originating protocol will be used. This parameter isvalid only if the
Action parameter is set to Propagate.

1.3.6.1.4.1.18.3.5.3.2.6.8.1.24

Specific Inter-AS Metric

Null

Null or an AS metric

Specifiesavalue for the inter-AS metric.

Supply avalue and set the inter-AS Metric Selector parameter to
Specified.
BGP-3: 1.3.6.1.4.1.18.3.5.3.2.6.8.1.25
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Origin
Asls
AslIs|IGP | EGP | Incomplete

Specifies an Origin attribute override. The Origin attribute of aroute
matching this policy will be replaced with the indicated value.

To alow the existing Origin attribute, use the default.
1.3.6.1.4.1.18.3.5.3.2.6.8.1.26

AS Path Override

An empty list

A list of AS numbers
Specifies an AS path override.

Enter anon-null value to override the AS path attribute of aroute
matching this policy. Each element of the AS path isan AS number. Valid
only if the Action parameter is set to Propagate. Use the default empty list
to allow the existing AS path attribute to remain in the route.

1.36.1.4.1.18.3.5.3.2.6.8.1.27

Next Hop

Null

An IP address

Overrides the Next Hop path attribute with the | P address you specify.
To allow the existing Next Hop attribute, use the default null value.
1.3.6.1.4.1.18.35.3.2.6.8.1.28
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BGP-4-Specific Announce Policy Parameters

This section shows you how to set BGP-4-specific announce policy parameters.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

External Route Source
Any
Direct | Static | RIP | OSPF (with Type 2 metric) | EGP | BGP | Any

Specifies one or more external route source identifiers. If you specify an
external route source, aroute from that source that meetsthe other criteria
of this policy matches the policy.

This parameter applies only to OSPF routes that use the new ASE Type 2
metric. The protocol from which OSPF received the route is encoded in
the ASE metric, along with the route’s metric. To specify any external
route source, use the default.

BGP-4: 1.3.6.1.4.1.18.3.5.3.2.6.10.1.9

Outbound Peer AS
An empty list
A list of AS numbers

Specifiesalist of autonomous system numbers. If an AS number is
included in thislist, this policy applies to BGP advertisements being sent
to BGP peersin that AS.

Specify one or more AS numbers. Configure an empty list to indicate that
this policy applies to BGP advertisements going to peersin any AS.

1.3.6.1.4.1.18.3.5.3.2.6.10.1.22
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Defaullt:
Options:
Function:
Instructions:

MIB Object ID:

Outbound Peers
An empty list
A list of |P addresses

Specifies the IP address of one or more BGP peers. If aBGP peer is
included in thislist, this policy applies to BGP advertisements being sent
to that peer.

Specify one or more | P addresses. Configure an empty list to indicate that
this policy applies to BGP advertisements being sent to any peer.

1.36.1.4.1.18.3.5.3.2.6.10.1.23

Multi-Exit Discriminator
None
None | Specified | Originating

Indicates whether or not a Multi-Exit Discriminator metric isto be
advertised for a network matching this policy and, if advertised, what
value to use.

Select None to indicate that no value isto be advertised. Select Specified
to indicate that the value you specify for the Multi-Exit Discriminator
Value parameter isto be used. Select Originating to indicate that the
metric from the originating protocol isto be used. This parameter isvalid
only if the Action parameter is set for Propagate.

1.36.1.4.1.18.3.5.3.2.6.10.1.24

Multi-Exit Discriminator Value

Null

Null or ametric value

Specifies ametric for the Multi-Exit Discriminator attribute.

To advertise a multi-exit discriminator value, set the Action parameter to
Propagate and set the Multi-Exit Discriminator parameter to Specified.

1.3.6.1.4.1.18.3.5.3.2.6.10.1.25
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Origin
Asls
AslIs|IGP | EGP | Incomplete

Specifies an Origin attribute override. The Origin attribute of aroute
matching this policy will be replaced with the indicated value.

To alow the existing Origin attribute, use the default.
1.3.6.1.4.1.18.3.5.3.2.6.10.1.26

AS Path
Null
AnAS path

Specifies an AS path that overrides the AS-path attribute of aroute
matching this policy.

Constructs aBGP-4 AS path composed of AS path segments. Each AS
path segment includes a path segment type, a path segment length
specifying the number of ASsin the segment, and a path segment value
containing one or more AS numbers.

There are two AS path segment types:

— Type 1. Anunordered set of ASsthat aroutein the UPDATE message
has traversed.

— Type 2. An ordered set of ASs that aroute in the UPDATE message
has traversed.

1.3.6.1.4.1.18.3.5.3.2.6.10.1.27
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Local Preference Override
Local Pref Override False
False | True

Indicates whether or not you are supplying an override value for the Local
Preference path attribute in the routing Update message. (The Local Pref
attribute is valid only in an Update advertised to an IBGP peer.) If you
select False, the router uses the IP route weight value to calculate the
LOCAL_PREF path attribute.

To override the Local Preference attribute, select True and supply avalue
for the Local Preference Value parameter.

1.36.1.4.1.18.3.5.3.2.6.10.1.28

Local Preference Value

Null

Null or aroute weight value

Specifies an override value for the Local Preference attribute.

Enter avalue and set the Local Preference Override parameter to True.
1.3.6.1.4.1.18.3.5.3.2.6.10.1.29

Next Hop

Null

An IP address

Overrides the Next Hop path attribute with the | P address you specify.
To alow the existing Next Hop attribute, use the default null value.
1.3.6.1.4.1.18.3.5.3.2.6.10.1.30
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Atomic

Automatic

Automatic | Force | Ignore

Allows control over the Atomic path attribute.

By default, the router automatically sets this parameter if it knows that
certain networks in aggregate range have not been included in an
aggregate advertisement.

To include the Atomic attribute even if the router does not assume oneis
required, set the parameter to Force.

To prohibit the Atomic attribute even if the router assumes oneis
required, set the parameter to Ignore.

1.3.6.1.4.1.18.35.3.2.6.10.1.31

AS Pattern

Empty string

Any regular expression or empty string
AllowsAS PATH pattern matching.

Enter avalid regular expression to indicate an AS and its position in a
path. The policy appliesto all routes whose AS path includesthe ASin
that position. For example, the expression * 200 $ means that the policy
appliesto all routeswhose AS PATH attribute containsAS 200 as the | ast
ASin the path.

1.3.6.1.4.1.18.3.5.3.2.6.10.1.32
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Chapter 10
Configuring Import and Export Route Filters

The following sections describe the procedures you follow to configure import
and export route filters for RIP, OSPF, BGP-3, and EGP.

* RIPRouteFilters - page 10-1

* OSPF Route Filters - page 10-11
* BGP-3 Route Filters - page 10-21
* EGP Route Filters - page 10-34

Note: Import and export filters provide a subset of the parameters provided by
=>| accept and announce policies. We currently support both IP policies and |P
route filters. However, network administrators using import and export filters
for routing table management should migrate as quickly as possible to IP
policies. In afuture release, support for the import and export filters described
in this chapter will be dropped.

RIP Route Filters

The following sections show you how to select RIP route filter windows from the
Site Manager and describe all RIP route filter parameters.

Configuring RIP Import Route Filters

To add, edit, or delete RIP Import Route Filters, begin at the Configuration
Manager window and proceed as follows:

1. Seect Protocols] PO Route Filter s RIPO Import Filters.
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2.

The RIP Import Route Filters List window opens. It lists al RIP import route
filters configured on the router. You add, edit and delete import route filters
from this window.

Add, edit or delete import routefilters, asdescribed in the following
sections.

Adding a RIP Import Route Filter

To add an import route filter, begin at the RIP Import Route Filters window and
proceed as follows:

1

5.

Click on Add.
The RIP Import Route Filter Configuration window opens.
Specify the RIP import routefilter configuration parameters.

All RIP import route filter parameters are described following these
instructions.

Click on OK.

The RIP Import Route Filter window opens. It displays the default settings for
the Enable, Action, and Preference parameters.

Either accept the default settings or specify new settings for the Action
and Preference parameters, then click on OK.

The RIP Import Route Filters List window now lists the import route filter
you added.

Click on Doneto save your changes and exit the window.

RIP Import Route Filter Parameter Descriptions

This section describes how to set all RIP import route filter parameters.
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Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:
Function:

MIB Object ID:

Import Address
0.0.0.0
Any IP network address

Identifies, by |P address, the network to which thisfilter applies. If this
field is set to 0.0.0.0, thefilter appliesto all networks.

Enter the appropriate network address in dotted decimal notation.
1.3.6.1.4.1.18.35.3.21.8.1.3

Import Mask

0.0.0.0

Depends on the address class of the network address
Specifies the range of addresses this filter acts upon.

For example, consider Class B Network 172.32.0.0, which alocates the
upper 8 bits of the host identification field to the Subnet ID, and thefinal 8
bits to the Host ID. The address mask directs the filtering processto a
specific portion of the |P address. In other words, any |P address that
matches the masked portion of 172.32.0.0 is subject to filtering. If you
enter 255.255.0.0 for this parameter, only the Net ID portion of the
address will befiltered. If you enter the mask 255.255.255.0 for this
parameter, the Net 1D and Subnet ID portions of the address will be
filtered.

If the Import Addressfield is set to 0.0.0.0, and this parameter is set to
0.0.0.0, then thefilter appliesto all routes. If the Import Addressfieldis
set t0 0.0.0.0, and this parameter is set to 255.255.255.255, then the filter
applies to the default route.

Enter the mask in dotted decimal notation.
1.3.6.1.4.1.18.35.3.2.1.8.1.4
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Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

RIP Gateway
0.0.0.0
Any IP address

Identifies, by IP address, the router that is sending the updates. This filter
will apply to updates from that router.

If thisfield is set to 0.0.0.0, the filter applies to updates from any router.
Enter the appropriate | P address in dotted decimal notation.
1.3.6.1.4.1.18.353.2.1.8.1.7

I nterface
0.0.0.0
Any |P address

Specifies the local 1P address of the interface that connects this router to
the RIP gateway. Thisfilter will apply only to those updates received on
thisinterface.

If set t0 0.0.0.0, thisfilter appliesto all interfaces.

Enter the appropriate | P address in dotted decimal notation.
1.3.6.1.4.1.18.35.3.2.1.8.1.8

Enable

Enable

Enable | Disable

Enables or disables thisimport route filter.

Set to Disable if you want to disable thisfilter. Set to Enable if you
previously disabled this filter and now want to re-enableit.

136.14.1.18353.21.8.1.2
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:

MIB Object ID:

Action

Accept

Accept | Ignore

Specifies whether the route is transferred to the routing tables. If this
parameter is set to Accept (default), the routing information is sent to the

routing tables. If this parameter is set to Ignore, the routing informationis
dropped.

Either accept the default Accept, or select Ignore.
1.3.6.1.4.1.18.35.3.2.1.8.1.5

Preference
1
1to 16

Assigns aweighted preference value to aroute included in the routing
tables. If confronted with multiple routes to the same destination, the
router, by default, grants preference to routes in the following order:
direct, OSPF interna, static, BGP-3, OSPF external, EGP, and RIP.

If this hierarchy is acceptable, accept the default value 1 for preference. If
you want to grant preference to this RIP-derived route, assign a new
preference valuein the range of 1 to 16 (the greater the number, the higher
the preference). Routes for all networks (0.0.0.0/0.0.0.0) should have the
lowest preference. Routes for the most specific networks (longest address
and mask) should have the highest preference.

1.36.1.4.1.18.3532.1.8.1.6

Note: The default preference for static routesis 1, but may be set to any value
=>| between 1 and 16 (refer to “ Editing Satic Route Parameters’ for more

information). If you want to grant a RIP-derived route preference over a static
route, make sure the preference value you assign to the RIP-derived routeis
greater than the preference value of the static route you want it to override.
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Parameter:  Apply Subnet Mask
Default:  Null
Options:  Null or IP address mask

Function:  Specifies amask that will override the interface’s subnet mask in the
presence of networks with variable-length subnet masks.

Instructions:  Supply amask, set the Action parameter to Accept, and use the default
Network parameter (an empty list).

If you specify amask of 0.0.0.0, the router determines which mask to
apply. For example, if the network in the update is a subnet of the same
network as the receiving interface, the router applies the mask of the
receiving interface. If the network in the update is a subnet of a different
natural network, the router applies the natural mask of that network.

MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.8.1.9

Editing a RIP Import Route Filter

You can edit the Enable, Action, and Preference parametersfor a RIP import route
filter.

Note: You cannot reconfigure the Import Address, Import Mask, RIP Gateway
=>| or Interface parameters for a RIP import route filter. To change these
parameters, you must delete the filter and add a new filter with the proper
information. See “ Deleting a RIP Import Route Filter” on page 10-7 for
instructions.

To edit these parameters, begin at the RIP Import Route Filter window and
proceed as follows:

1. Click ontheimport routefilter you want to edit.
2. Click on Edit.
3. Edit those parameter sthat you want to change.

All RIP import route filter parameters are described in “RIP Import Route
Filter Parameter Descriptions’ on page 10-2.

4. Click on OK.

5. Click on Doneto exit the window and to save your changes.
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Deleting a RIP Import Route Filter

To delete a RIP import route filter, begin at the RIP Import Route Filters window
and proceed as follows:

1. Click on theimport routefilter you want to delete.
2. Click on Delete.

3. Click on Doneto exit the window.

Configuring RIP Export Route Filters
To add, edit, or delete RIP Export Route Filters, begin at the Configuration
Manager Window and proceed as follows:
1. Seect the Protocolsl] PO Route Filter sO RIPO Export Filters option.

The RIP Export Route Filters window opens. It lists all RIP export route
filters configured on the router. You add, edit, and del ete export route filters
from this window.

2. Add, edit, or delete export routefilters, asdescribed in the following
sections.

Adding a RIP Export Route Filter

To add an export route filter, begin at the RIP Export Route Filters List window
and proceed as follows:
1. Click on Add.

The RIP Export Route Filter Configuration window opens. All parameters on
thiswindow display the default settings.

2. Specify the Export Address, Export Mask, From Protocol, and | nterface
parameters.

All RIP Export parameters are described following these instructions.
3. Click on OK.

After you click on OK, the RIP Export Route Filters window opens. It
displays the default settings for the Enable, Action, and RIP Metric
parameters.

4. Either accept the default settings or specify new settings for the Action
and Metric parameters, then click on OK.
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5. Click on Doneto exit the window.

RIP Export Route Filter Parameter Descriptions

This section describes how to set all RIP export route filter parameters.

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Export Address
0.0.0.0
Any IP network address

Identifies, by IP address, the network to which thisfilter applies. If set to
0.0.0.0, thefilter appliesto all networks.

Enter the appropriate | P address in dotted decimal notation.
1.3.6.1.4.1.18.35.3.2.1.9.1.3

Export Mask

0.0.0.0

Depends on the address class of the network address
Specifies the range of addresses upon which thisfilter acts

For example, consider Class B Network 172.32.0.0, which allocates the
upper 8 bits of the host identification field to the subnet 1D, and thefinal 8
bits to the host ID. The address mask directs the filtering processto a
specific portion of the IP address. In other words, any |P address that
matches the masked portion of 172.32.0.0 is subject to filtering. If you
enter 255.255.0.0 for this parameter, only the Net ID portion of the
address will befiltered. If you enter the mask 255.255.255.0 for this
parameter, the net ID and subnet 1D portions of the address will be
filtered.

If you set the Export Address field to 0.0.0.0 and set this parameter to
0.0.0.0, then thefilter appliesto all routes. If you set the Export Address
field to 0.0.0.0 and set this parameter to 255.255.255.255, then the filter
applies to the default route.

Enter the appropriate mask in dotted decimal notation.
1.36.1.4.1.18.35.3.21.9.14
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

From Protocol
Any
Any |RIP | EGP | OSPF | Direct | Static | BGP-3

I dentifies the source of the routing information: direct connection, static
route, or RIP-, OSPF-, EGP-, or BGP-3-derived route.

Select the appropriate option.
13.6.1.4.1.18.35.3.21.9.1.5

Interface
0.0.0.0
Any IP address

I dentifies the outgoing | P interface for the RIP update. Thisfilter will only
apply to thisinterface.

If set to 0.0.0.0, thisfilter appliesto all interfaces.
Enter the appropriate | P address in dotted decimal notation.
13.6.1.4.1.18353.21.9.1.7

Enable

Enable

Enable | Disable

Enables or disables this export route filter.

Set to Disable if you want to disable this export route filter.

Set to Enable if you previously disabled this export route filter and now
want to re-enable it.

1.36.1.4.1.18.353.21.9.1.2
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Parameter:  Action
Default:  Propagate
Options:  Propagate | Ignore | Aggregate

Function:  Controlsthe flow of routing information. If you set this parameter to
Propagate, this route is advertised. If you set this parameter to Ignore,
advertising of thisroute is suppressed. If you set this parameter to
Aqggregate, the network is not explicitly advertised. Instead, the default
route (0.0.0.0) is advertised.

Instructions:  Either accept the default, Propagate, or select Ignore or Aggregate.
MIB Object ID:  1.3.6.1.4.1.18.35.3.21.9.1.6

Parameter: RIP Metric
Default: 0 (0 = the actual route cost as learned)
Range: 0to15

Function:  AssignsaRIP cost to the propagated route. The value 0 causes the actual
route cost (as learned) to be used.

Instructions:  Accept the default value O or enter a new value. Do not use a value that
exceeds the diameter of the RIP network.

MIB Object ID:  1.3.6.1.4.1.18.35.3.21.9.1.8

Editing a RIP Export Route Filter

You can edit the Enable, Action, and RIP Metric parameters for an export route
filter.

Note: You cannot reconfigure the Export Address, Export Mask, Protocol and
=*| Interface parametersfor a RIP export routefilter. To change these parameters,
you must delete the filter and add a new filter with the proper information. See
“ Deleting a RIP Export Route Filter” on page 10-11 for instructions.

To edit these parameters, begin at the RIP Export Route Filters List window and
proceed as follows:

1. Click on the export routefilter you wish to edit.
2. Click on Edit.

3. Edit those parameter s you want to change.
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All RIP export route filter parameters are described in the section “ RIP Export
Route Filter Parameter Descriptions.”

4. Click on Doneto exit the window.

Deleting a RIP Export Route Filter

To delete an export route filter, begin at the RIP Export Route Filters window and
proceed as follows:

1. Click on the export routefilter you wish to delete.
2. Click on Deleteto deletethe export routefilter.

3. Click on Doneto exit the window.

OSPF Route Filters

The following sections show you how to select OSPF route filter windows from
the Site Manager and describe all OSPF route filter parameters.

Configuring OSPF Import Route Filters
To add, edit, or delete OSPF Import Route Filters, begin at the Configuration
Manager window and proceed as follows:
1. Select Protocols] I PO Route Filtersd OSPFO Import Filters.

The OSPF Import Route Filters List window opens. It lists all OSPF import
route filters configured on the router.

2. Add, edit, or deleteimport routefiltersasdescribed in the following
sections.

- | Note: OSPF route filters pertain only to ASboundary routers; OSPF import
router filters pertain only to external OSPF routes.

Adding an OSPF Import Route Filter

To add an import route filter, begin at the OSPF Import Route Filters List window
and proceed as follows:

1. Click on Add.
The OSPF Import Route Filter Configuration window opens.
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2. Specify thelmport Address, Import Mask, Import Type, and Import Tag
parameters.

All OSPF import route filter parameters are described following these
instructions.

3. Click on OK.

Site Manager displays the default settings for the Enable, Action, and
Preference parameters. Specifically, it enables the filter, setsthe Action
parameter to Accept, and sets the Preference parameter to 1.

4. Either accept the default settings or specify new settings for the Action
and Preference parameters, then click on OK.

5. Click on Doneto exit the window.

OSPF Import Route Filter Parameter Descriptions

This section describes how to set all OSPF import route filter parameters.

Parameter:  Import Address
Default:  None
Range:  AnIP address

Function:  Identifies, by IP address, the network to which thisfilter applies. If set to
0.0.0.0, the filter appliesto all networks.

Instructions:  Enter the appropriate network address in dotted decimal notation.
MIB Object ID: 1.3.6.1.4.1.18.35.3.2.1.10.1.3
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Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Import Mask

0.0.0.0

Depends on the address class of the network address
Specifies the range of addresses upon which thisfilter acts.

For example, consider Class B Network 172.32.0.0. The address mask
directsthe filtering process to a specific portion of the |P address. In other
words, any | P address that matches the masked portion of 172.32.0.0is
subject to filtering. If you set this parameter to 255.255.0.0, only the net
ID portion of the addresswill befiltered. If you enter mask 255.255.255.0
for this parameter, the net ID and subnet ID portions of the address will be
filtered.

If you set the Import Address field to 0.0.0.0 and set this parameter to
0.0.0.0, then the filter appliesto all routes. If you set the Import Address
t0 0.0.0.0 and set this parameter to 255.255.255.255, then thefilter applies
to the default route.

Enter the appropriate mask in dotted decimal notation.
1.3.6.1.4.1.18.35.3.2.1.10.1.4

Import Type
Typel
Typel|Type2

Indicates the type of route to which thisfilter applies. Type 1 indicates
that only AS External Type 1 routes are to be filtered. Type 2 indicates
that only AS External Type 2 routes are to be filtered.

Select Type 1 or Type 2 as appropriate.
1.3.6.1.4.1.18.35.3.2.1.10.1.7
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Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Import Tag
1
1to 2147483647

Indicates the tag with which this route filter is concerned. Each AS
External Advertisement contains a Tag field. If the Tag field matches
Import Tag, the appropriate action istaken; either the route is accepted or
ignored. Import Tag is pertinent to AS External Advertisements only.

Enter the appropriate tag number.
1.3.6.1.4.1.18.35.3.2.1.10.1.8

Enable

Enable

Enable | Disable

Enables or disables thisimport route filter.

Set to Disableif you want to disable thisfilter. Set to Enable if you
previously disabled thisfilter and now want to re-enableit.

1.36.1.4.1.18.35.3.21.10.1.2

Action
Accept
Accept | Ignore

Specifies whether the route is transferred to the routing tables. If you set
this parameter to Accept (default), the routing information is sent to the
routing tables. If you set this parameter to Ignore, the routing information
is dropped.

Either accept the default, Accept, or select Ignore.
1.3.6.1.4.1.18.35.3.2.1.10.1.5
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Par ameter : Preference
Default: 0
Ranges 0to16

Function:  Assigns aweighted preference value to aroute included in the routing
tables. If confronted with multiple routes to the same destination, the
router, by default, grants preference to routes in the following order:
direct, OSPF internal, static, BGP-3, OSPF external, EGP, and RIP.

Instructions:  If thishierarchy is acceptable, accept the default value O for preference. If
you want to grant preference to this OSPF-derived route, assign a new
preference valuein the range of 1 to 16 (the greater the number, the higher
the preference). Routes for all networks (0.0.0.0/0.0.0.0) should have the
lowest preference. Routes for the maost specific networks (longest address
and mask) should have the highest preference.

MIB Object ID:  1.3.6.1.4.1.18.3.5.3.2.1.10.1.6

Note: The default preference for static routesis 0, but it may be set to any

=>| value between 0 and 16 (refer to “ Editing Satic Route Parameters’ in
Chapter 2 for more information). If you want to grant an OSPF-derived route
preference over a static route, make sure the preference value you assign to the
OSPF-derived routeis greater than the preference val ue of the static route you
want it to override.

Editing an OSPF Import Route Filter

You can the edit Enable, Action, and Preference parameters for an OSPF import
route filter.

Note: You cannot reconfigure the Import Address, Import Mask, Import Type
=*| and Import Tag parameters for an OSPF import route filter. To change these
parameters, you must delete the filter and add a new filter with the proper
information. See “ Deleting an OSPF Import Route Filter” on page 10-16 for
instructions. You cannot reconfigure the Import Address, Import Mask, Import
Type and Import Tag parameters for an OSPF import route filter. To change
these parameters, you must delete the filter and add a new filter with the
proper information. See “ Deleting an OSPF Import Route Filter” on page 10-
16 for instructions.

To edit these parameters, begin at the OSPF Import Route Filters List window and
proceed as follows:
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1. Click on theimport routefilter you want to edit.
2. Click on Edit.
3. Edit those parameter sthat you want to change.

All OSPF import route filter parameters that you can edit are described in
“OSPF Import Route Filter Parameter Descriptions’ on page 10-12.

4. Click on Doneto save your changes and exit the window.

Deleting an OSPF Import Route Filter

To delete an OSPF import route filter, begin at the OSPF Import Route Filters
window and proceed as follows:

1. Click onthe OSPF import routefilter you want to delete.
2. Click on Deleteto deletetheimport routefilter.

3. Click on Doneto save your changes and exit the window.

Configuring OSPF Export Route Filters
To add, edit, or delete OSPF Export Route Filters, begin at the Configuration
Manager window and proceed as follows:
1. Select Protocols] I PO Route FiltersO0 OSPFO Export Filters.

The OSPF Export Route Filters List window opens. It lists all OSPF export
route filters configured on the router. You add, edit, and delete export route
filters from this window.

2. Add, edit, or delete OSPF export routefilters, asdescribed in the
following sections.

Adding an OSPF Export Route Filter

To add an OSPF export route filter, begin at the OSPF Export Route Filters
window and proceed as follows:

1. Click on Add.
The OSPF Export Route Filter Configuration window opens.

2. Specify the Export Address, Export Mask, and Export From Protocol
parameters.
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All OSPF export route filter parameters are described following these
instructions.

3. Click on OK.

Site Manager displays the default settings for the Enable, Action, Type, Tag,
and AutoTag parameters. Specifically, it enables the filter, sets the Action
parameter to Propagate, the Type parameter to Type 1, the Tag parameter to O
and the AutoTag parameter to Disable.

4. Either accept the default settings or specify new settings, then click on
OK.

5. Click on Doneto exit the window.

OSPF Export Route Filter Parameter Descriptions

This section describes how to set all OSPF export route filter parameters.

Parameter: Export Address
Default:  0.0.0.0
Range:  Any IP network address

Function:  Identifies, by IP address, the network to which thisfilter applies. If set to
0.0.0.0, thefilter applies to all networks.

Instructions:  Enter the appropriate | P address in dotted decimal notation.
MIB Object ID: 13.6.1.41.1835.3.21.11.1.3
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Parameter:
Default:
Range:

Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Export Mask

None

Depends on the address class of the network address
Specifies the range of addresses upon which thisfilter acts.

For example, consider Class B Network 172.32.0.0. The address mask
directsthe filtering process to a specific portion of the |P address. In other
words, any | P address that matches the masked portion of 172.32.0.0is
subject to filtering. If you enter 255.255.0.0 for this parameter, only the
Net ID portion of the address will befiltered. If you enter the mask
255.255.255.0 for this parameter, the Net ID and Subnet 1D portions of
the address will be filtered.

If you set the Export Address field to 0.0.0.0 and set this parameter to
0.0.0.0, then the filter appliesto all routes. If you set the Export Address
field to 0.0.0.0 and set this parameter to 255.255.255.255, then the filter
applies to the default route.

Enter the appropriate mask in dotted decimal notation.
1.36.1.4.1.18.353.21.11.1.4

Export From Protocol
RIP
Any | RIP| EGP | OSPF | Direct | static | BGP-3

I dentifies the source of the routing information: direct connection, static
route, or RIP, EGP, OSPF, or BGP-3-derived route.

Select the appropriate option.
1.3.6.1.4.1.1835.32.1.11.15
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables this export route filter.

Set to Disable if you want to disable this export route filter.

Set to Enable if you previously disabled this export route filter and now
want to re-enableit.

1.36.14.1.18353.21.11.1.2

Action
Propagate
Propagate | Ignore

Controlsthe flow of routing information. If you set this parameter to
Propagate, this route is advertised. If you set this parameter to Ignore,
advertising of thisroute is suppressed.

Either accept the default Propagate, or select Ignore.
1.3.6.1.4.1.18.353.2.1.11.1.6

Type
Typel
Asls, Typel, Type?2

Specifies an OSPF ASE metric type to use in advertisements for routes
that match this policy.

Select Aslsif you want to use the default metric that 1P includesin the
advertisement, based on the route source. For aBGP, EGP, or RIP route,
the default is Type 2. For routes from all other sources, the default is
Type 1. Set the Action parameter to Propagate.

13.6.14.1.18353.21.11.1.7
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Parameter: Tag
Default: 1
Range:  1to 2147483647

Function:  Setsthe tag value for the AS external advertisement that is generated for
this network.

This parameter has meaning only when the Action parameter is set to
Propagate.

Instructions:  Enter the appropriate tag.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.11.1.8

Parameter:  Auto Tag
Default:  Disable
Options:  Enable | Disable

Function: If enabled, the router creates atag for this route as described in RFC 1364
(BGP/OSPF Interaction).

Instructions:  Set to Enableif you are running BGP-3 as your exterior gateway protocol.
MIB Object ID: 1.36.1.4.1.18.35.32.1.11.1.9

Editing an OSPF Export Route Filter

You can edit the Enable, Action, Type, Tag, and AutoTag parameters for an OSPF
export route filter.

Note: You cannot reconfigure the Export Address, Export Mask, or Export
=*| From Protocol parameters for an OSPF export route filter. To change these
parameters, you must delete the filter and add a new filter with the proper
information. See “ Deleting an OSPF Export Route Filter” on page 10-21 for
instructions

To edit these parameters, begin at the OSPF Export Route Filters List window and
proceed as follows:

1. Click on theexport routefilter you want to edit.
2. Click on Edit.

3. Edit those parameter s you want to change.
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All OSPF export route filter parameters are described in “ OSPF Export Route
Filter Parameter Descriptions’ on page 10-17.

4. Click on OK.

5. Click on Doneto save your changes and exit the window.

Deleting an OSPF Export Route Filter

To delete an OSPF export route filter, begin at the OSPF Export Route Filters List
window and proceed as follows:

1. Click on the export routefilter you wish to delete.
2. Click on Deleteto deletethe export routefilter.

3. Click on Doneto save your changes and exit the window.

BGP-3 Route Filters

The following sections show you how to select BGP-3 route filter windows from
Site Manager and describe all BGP-3 route filter parameters.

Configuring BGP-3 Import Route Filters
To add, edit, or delete BGP-3 import route filters, begin at the Configuration
Manager window and proceed as follows:
1. Select the Protocolsd | PO Route Filter sl BGP-30 Import Filters option.

The BGP-3 Import Route Filters List window opens. It lists all BGP-3 import
route filters configured on the router. You add, edit, and delete BGP-3 import
route filters from this window.

2. Add, edit, or deleteimport routefilters, asdescribed in the following
sections.

Adding a BGP-3 Import Route Filter

To add an import route filter, begin at the BGP-3 Import Route Filters List
window and proceed as follows:

1. Click on Add.
The BGP-3 Import Route Filter Configuration window opens.
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2. Specify the BGP-3import routefilter configuration parameters.

All BGP-3 import route filter configuration parameters are described
following these instructions.

3. Click on OK.

The BGP-3 Import Route Filter window opens. It displays the default settings
for the Enable, Action, Preference, and BGP-Preference parameters.

4. Either accept the default settings or edit these parametersto your
networ k specifications, then click on OK.

5. Click on Doneto exit the window.

BGP-3 Import Route Filter Parameter Descriptions

This section describes how to set all BGP-3 import route filter configuration
parameters.

Parameter: Import Address
Default:  0.0.0.0
Range:  Any IP network address
Function:  Identifies, by |P address, the network to which this filter applies.
Instructions:  Enter the appropriate network addressin dotted decimal notation.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.14.1.3
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Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Import Mask

0.0.0.0

Depends on the address class of the network address
Specifies the range of addresses upon which thisfilter acts.

For example, consider Class B Network 172.32.0.0, which alocates the
upper 8 bits of the host identification field to the Subnet ID, and thefinal 8
bits to the Host ID. The address mask directs the filtering processto a
specific portion of the |P address. In other words, any | P address that
matches the masked portion of 172.32.0.0 is subject to filtering. If you
enter 255.255.0.0 for this parameter, only the Net 1D portion of the
address will befiltered. If you enter the mask 255.255.255.0, the net ID
and subnet |D portions of the address will be filtered.

If you set the Import Address field to 0.0.0.0 and set this parameter to
0.0.0.0, then thefilter appliesto all routes. If you set the Import Address
field to 0.0.0.0 and set this parameter to 255.255.255.255, then the filter
applies to the default route.

Enter the appropriate mask in dotted decimal notation.
1.3.6.1.4.1.1835.32.1.14.14

Import Peer AS
0
0 to 65535

| dentifies the autonomous system to which the BGP router at the remote
end of this BGP peer connection belongs. Thisfilter will apply to updates
from this router. The value 0 means “any” AS.

Enter the appropriate AS number.
1.3.6.1.4.1.1835.3.21.14.1.7
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Import Peer Address
0.0.0.0
Any IP address

Specifies the I P address of the interface on the remote side of this BGP
peer connection. Thisfilter will apply to updates from this router. The
value 0 means “any” peer.

Enter the IP address in dotted decimal notation. If the peer isin aremote
AS, the address must be on the same subnet as the local interface.

1.36.14.1.18.3532.1.14.1.8

Import Originating AS
0
0 to 65535

Specifies the AS from which the route originated (the last ASin the AS
path). The filter will apply to updates created by any routersin thisAS.
The value 0 means “any” AS.

Enter the appropriate AS number.
13.6.1.4.1.18.35.3.2.1.14.1.9

Import Route Origin
Any
Any | IGP | EGP | Incomplete

Specifies the value of the Origin Path attribute in the Update message
received.

Set the appropriate Import Route Origin value.
1.3.6.1.4.1.18.3.5.3.2.1.14.1.10
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Import Action
Ignore
Accept | Ignore

Specifies whether the route is transferred to the routing tables. If you set
this parameter to Accept, the routing information is sent to the routing
tables. If you select Ignore, the routing information is dropped.

Either accept the default, Ignore, or select Accept.
1.3.6.1.4.1.18.35.3.2.1.14.1.5

Enable

Enable

Enable | Disable

Enables or disable thisimport route filter.

Set to Disable if you want to disable thisfilter. Set to Enable if you
previously disabled this filter and now want to re-enableit.

1.36.14.1.18353.21.14.1.2
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Parameter:
Default:
Range:

Function:

Preference
1
1t0 16

Assigns aweighted preference value to aroute included in the routing
tables. If confronted with multiple routes to the same destination, the
router, by default, grants preference to routes in the following order:
direct, OSPF internal, BGP-3, static, OSPF, external, and RIP. If Intra-AS
IBGP routing is used, then any other route sourceis preferred over a
BGP-3 route.

If this hierarchy is acceptable, accept the default value 1 for preference. If
you want to grant preference to this BGP-3-derived route, assign a new
preference valuein the range of 1 to 16 (the greater the number, the higher
the preference).

Note: The default preference for static routesis 16, but may be set to any
=>| value between 1 and 16. If you want to grant a BGP-3-derived route

preference over a static route, make sure the preference you assign to the
BGP-3-derived route exceeds the preference val ue of the static route you want
it to override.

Instructions:

MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Either accept the default value, 1, or enter a new value. Routes for all
networks (0.0.0.0/0.0.0.0) should have the lowest preference. Routes for
the most specific networks (longest address and mask) should have the
highest preference.

1.36.14.1.18353.21.14.1.11

BGP-3 Preference
1
1to 2147483647

Assigns aweighted precedence value to aroute included in the routing
tables. If confronted with multiple BGP-3 routes to the same destination,
the router, by default, grants preference to routes assigned the highest
preference value.

Either accept the default value, 1, or enter anew value.
1.3.6.1.4.1.18.3.5.3.2.1.14.1.12
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Editing a BGP-3 Import Route Filter

You can edit the Enable, Action, Preference, and BGP-3 Preference parametersfor
BGP-3 import route filters.

Note: You cannot reconfigure the Import Address, Import Mask, Import Peer
=>| AS Import Peer Address, Import Peer Original AS, and Import Route Origin
parameters for a BGP import route filter. To change these parameters, you
must delete the filter and add a new filter with the proper information. See

“ Deleting a BGP-3 Import Route Filter” on page 10-28 for instructions.

To edit a BGP-3 import route filter, begin at the BGP-3 Import Route Filters List
window and proceed as follows:

1. Click on theimport routefilter you want to edit.
2. Click on Edit.

The BGP-3 Import Route Filter window opens.
3. Edit those parameter s you want to change.

All BGP-3 parameters are described in “ BGP-3 Import Route Filter Parameter
Descriptions’ on page 10-22.

4. Click on OK toimplement your changes.
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Deleting a BGP-3 Import Route Filter

To delete an import route filter, begin at the BGP-3 Import Route Filters List
window and proceed as follows:

1
2.
3.

Click on theimport routefilter you wish to delete.
Click on Deleteto delete theimport routefilter.

Click on Doneto exit the window.

Configuring BGP-3 Export Route Filters

To add, edit, or delete BGP-3 export route filters, begin at the Configuration
Manager window and proceed as follows:

1

2.

Select Protocolst] | PC Route Filter st BGP-30 Export Filters.

The BGP-3 Export Route Filters List window opens. It lists all BGP-3 export
route filters configured on the router. You add, edit, and delete BGP-3 export
route filters from this window.

Add, edit, or delete export routefiltersasdescribed in the following
sections.

Adding a BGP-3 Export Route Filter

To add an export routefilter, begin at the BGP-3 Export Route Filters List window
and proceed as follows:

1

Click on Add.

The BGP-3 Export Route Filter Configuration window opens. All parameters
on this window display the default settings.

Specify your own settings for the BGP-3 export routefilter configuration
parameters.

All BGP-3 import route filter parameters are described following these
instructions.

Click on OK.

After you click on OK, the BGP-3 Export Route Filter window opens. All
parameters on this window display the default settings.

Either accept the default settings, or edit these parametersto your
networ k specifications, then click on OK.
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The BGP-3 Export Route Filters List window now lists the export route filter
you added.

5. Click on Doneto exit the window.

BGP-3 Export Route Filter Parameter Descriptions

This section describes how to set all BGP-3 export route filter parameters.

Parameter: Export Address
Default:  0.0.0.0
Range:  Any IP network address

Function:  ldentifies, by |P address, the network to which thisfilter applies. If this
field isleft blank, the filter appliesto all networks.

Instructions:  Enter the appropriate network addressin dotted decimal notation.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.15.1.3

Parameter: Export Mask
Default:  0.0.0.0
Range:  Depends on the address class of the network address
Function:  Specifies the range of addresses upon which thisfilter acts.

For example, consider Class B Network 172.32.0.0, which alocates the
upper 8 bits of the host identification field to the Subnet ID, and thefinal 8
bits to the Host ID. The address mask directs the filtering processto a
specific portion of the | P address. In other words, any | P address that
matches the masked portion of 172.32.0.0 is subject to filtering. If you
enter 255.255.0.0 for this parameter, only the Net I1D portion of the
address will be filtered. If you enter the mask 255.255.255.0 for this
parameter, the Net 1D and Subnet 1D portions of the address will be
filtered.
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Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

If you set the Export Address field to 0.0.0.0 and set this parameter to
0.0.0.0, then thefilter appliesto all routes. If you set the Export Address
field t0 0.0.0.0 and set this parameter to 255.255.255.255, then the filter
applies to the default route.

Enter the appropriate mask in dotted decimal notation.
1.3.6.1.4.1.1835.32.1.15.14

Export from Protocol
Any
Any | RIP | EGP | OSPF | Direct | Static | BGP-3

I dentifies the source of the routing information: direct connection, static
route, or a RIP-, EGP-, OSPF-, or BGP-3 derived route.

Select the appropriate option.
1.3.6.1.4.1.18.35.3.2.1.15.1.5

Export Peer AS
0
1to 65535

| dentifies the autonomous system to which the BGP router at the remote
end of this BGP peer connection belongs. Thisfilter will apply to updates
sent to any router in thisAS. The value 0 means “any” AS.

Enter the appropriate AS number.
1.3.6.1.4.1.18.35.3.2.1.15.1.7
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Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Export Peer Address
0.0.0.0
Any IP address

Specifies the I P address of the interface on the remote side of this BGP
peer connection. Thisfilter will apply to updates sent to this router. The
value 0.0.0.0 means “any” peer.

Enter the IP address in dotted decimal notation. If the peer isin aremote
AS, the address must be on the same subnet as the local interface.

1.36.14.1.18.3532.1.15.1.8

Export Enable

Enable

Enable | Disable

Enables or disables this export route filter.

Set to Disableif you want to disable thisfilter. Set to Enable if you want
to enable thisfilter.

1.36.1.4.1.18.353.21.15.1.2

Export Action
Ignore
Propagate | Ignore | Aggregate

Controls the flow of routing information. If set to Propagate, thisrouteis
advertised. If set to Ignore, advertising of thisrouteis suppressed. If set to
Aggregate, the network is not explicitly advertised. Instead, the default
route (0.0.0.0) is advertised.

Select Propagate, Ignore, or Aggregate.
1.3.6.1.4.1.18.35.3.21.15.1.6
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Export UseInter ASMetric
None
None | Specified | Originating

Specifies whether or not an Inter AS metric is advertised for the
associated networks. If set to None, then no metric is advertised. If set to
Specified, then the value specified for the Export Inter AS Metric
parameter is advertised. If set to Originating, then the metric from the
originating protocol is advertised. This parameter is only valid if Export
Action is set to propagate.

Set to the appropriate option.
13.6.1.4.1.18.3.5.3.21.151.11

Export Inter ASMetric
None
0 to 65535

If the Export Use Inter AS Metric parameter is set to Specified, then thisis
the Inter AS Metric value that is advertised.

Specify avalue within the assigned range.
1.3.6.1.4.1.18.35.3.2.1.15.1.12

Export Origin
Any
Any | IGP | EGP | Incomplete

If From Protocol is set to RIP or Static, and Action is set to Propagate,
you can use this parameter to change the Origin attribute that is advertised
for this network.

If you want to change the Origin attribute, select avalid option.
1.3.6.1.4.1.18.35.3.2.1.15.1.13
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Parameter:
Default:
Range:

Function:

Instructions;
MIB Object ID:

Export Neighbor AS
0
0 to 65535

If the Export Action parameter is set to Propagate, and the Export Origin
parameter is set to EGP, then this parameter must be set to a nonzero
value. The value specified here is used as the EGP neighbor AS number
when the AS path is constructed.

Specify avalue within the assigned range.
1.3.6.1.4.1.18.35.3.2.1.15.1.14

Editing a BGP-3 Export Route Filter

You can edit the Export Peer Address, Export Enable, Export Action, Export Use
Inter AS Metric, Export Inter AS Metric, Export Origin, and Export Neighbor AS
parameters for a BGP-3 export route filter.

Not

e: You cannot edit the Export Address, Export Mask, Export From

=>| Protocol, or Export Peer ASparameters for a BGP-3 export route filter. To

change these parameters, you must delete the filter and add a new filter with
the proper information. See “ Deleting a BGP-3 Export Route Filter” on page
10-34 for instructions.

To edit the BGP-3 export router filter parameters, begin at the BGP-3 Export
Route Filters List window and proceed as follows:

1
2.

Select the export routefilter you want to edit.

Click on Edit.

The BGP-3 Export Route Filter window for that filter opens.
Edit those parameter s you want to change.

All BGP-3 export route filter parameters are described in “BGP-3 Export
Route Filter Parameter Descriptions’ on page 10-29.

Click on OK toimplement your changes.

Click on Doneto exit the window.
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Deleting a BGP-3 Export Route Filter

To delete aBGP-3 export routefilter, begin at the BGP-3 Export Route Filters List
window and proceed as follows:

1. Click onthe BGP-3 export routefilter you want to delete.
2. Click on Deleteto deletethe export routefilter.

3. Click on Doneto exit the window.

EGP Route Filters

The following sections show you how to select EGP route filter windows from
Site Manager and describe all EGP route filter parameters.

Configuring EGP Import Route Filters
To add, edit, or delete EGP import route filters, begin at the Configuration
Manager window and proceed as follows:
1. Seect Protocols] PO Route Filter s EGPO Import Filters.

The EGP Import Route Filters List window opens. It lists all EGP import
route filters configured on the router. You add, edit, and delete EGP import
route filters from this window.

2. Add, edit, or deleteimport routefilters, asdescribed in the following
sections.

Adding an EGP Import Route Filter

To add an import route filter, begin at the EGP Import Route Filters List window
and proceed as follows:

1. Click on Add.
The EGP Import Route Filter Configuration window opens.
2. Specify the EGP import routefilter configuration parameters.

All EGP import route filter configuration parameters are described following
these instructions.

3. Click on OK.
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The EGP Import Route Filters window opens. When you add an import route
filter, the Configuration Manager automatically sets the Enable, Action, and
EGP Preference parametersin this window.

4. Either accept the default settings or edit these parametersto your
networ k specifications, then click on OK.

This section provides information you need to set each parameter.
5. Click on Doneto exit the window.
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EGP Import Route Filter Parameter Descriptions

This section describes how to set all EGP import route filter configuration

parameters.
Parameter:  Import Address
Default:  0.0.0.0
Range:  Any IP network address
Function:  Identifies, by |P address, the network to which thisfilter applies. If this
field is set to 0.0.0.0, thefilter appliesto all networks.
Instructions:  Enter the appropriate network address in dotted decimal notation.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.12.1.3
Parameter: Import Peer
Default:  0.0.0.0
Range:  Any IP address
Function:  Specifiesthe |P address of the interface on the remote side of this EGP
peer connection. Thisfilter will apply to updates from this router. The
default 0.0.0.0 means “any” peer.
Instructions:  Enter the |P address in dotted decimal notation. If the peer isin aremote
AS, the address must be on the same subnet as the local interface.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.12.1.7
Parameter: Import Autonomous System
Default: O
Range:  0to 65536
Function:  Identifiesthe AS to which the EGP router at the remote end of this EGP
peer connection belongs. Thisfilter will apply to updates from this router.
The default 0 means “any” AS.
Instructions:  Enter the appropriate AS number.
MIB Object ID:  1.3.6.1.4.1.18.35.3.2.1.12.1.8
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Parameter:
Default:
Range:

Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Import Gateway
0.0.0.0
Any IP address

Specifies the gateway advertised as the next hop for the network. The
default value of O means “any” gateway.

Enter the appropriate gateway number.
1.3.6.1.4.1.18.35.3.21.12.19

Enable

Enable

Enable | Disable

Enables or disables thisimport route filter.

Set to Disable if you want to disable thisfilter. Set to Enable if you
previously disabled this filter and now want to re-enableit.

1.36.1.4.1.18353.21.12.1.2

Action
Accept
Accept | Ignore

Specifies whether the route is transferred to the routing tables. If you
select Accept (default), the routing information is sent to the routing
tables. If you select Ignore, the routing information is dropped.

Either accept the default, Accept, or select Ignore.
1.36.1.4.1.18.3532.1.12.1.5
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Par ameter : Preference
Default: 1
Range: 1to15

Function:  Assigns aweighted precedence value to aroute included in the routing
tables. If confronted with multiple routes to the same destination, the
router, by default, grants preference to routes in the following order:
direct, OSPF internal, static, BGP-3, OSPF external, and RIP.

If this hierarchy is acceptable, accept the default value 1 for preference. If
you want to grant preference to this OSPF-derived route, assign a new
preference valuein the range of 1 to 15 (the greater the number, the higher
the preference).

Instructions; Either accept the default value 1, or enter anew value. Routes for all
networks (0.0.0.0/0.0.0.0) should have the lowest preference. Routes for
the most specific networks (longest address and mask) should have the
highest preference.

MIB Object ID:  1.3.6.1.4.1.18.35.3.21.12.1.6

Editing an EGP Import Route Filter

You can edit the Enable, Propagate, Interface, and Metric parameters for EGP
import route filters.

Note: You cannot reconfigure the Import Address, Import Mask, Import Peer
=>| AS Import Peer Address, Import Peer Original AS, Import Route Origin, or
Import Action parameters for a BGP import route filter. To change these
parameters, you must delete the filter and add a new filter with the proper
information. See “ Deleting an EGP Import Route Filter” on page 10-39 for
instructions.

To edit an import route filter, begin at the EGP Import Route Filters List window
and proceed as follows:

1. Click on theimport routefilter you want to edit.
2. Click on Edit.
The EGP Import Route Filter window opens.

3. Edit those parameters you want to change.
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All EGP parameters are described in “EGP Import Route Filter Parameter
Descriptions’ on page 10-36.

4. Click on OK toimplement your changes.

Deleting an EGP Import Route Filter

To delete an import route filter, begin at the EGP Import Route Filters List
window and proceed as follows:

1. Click on theimport routefilter you wish to delete.
2. Click on Deleteto deletetheimport routefilter.

Configuring EGP Export Route Filters
To add, edit, or delete EGP export route filters, begin at the Configuration
Manager window and proceed as follows:
1. Select the Protocolsd | PO Route Filter s EGPO Export Filters option.

The EGP Export Route Filters List window opens. It listsall EGP export route
filters configured on the router. You add, edit, and delete EGP export route
filters from this window.

2. Add, edit, or delete export routefiltersas described in the following
sections.

Adding an EGP Export Route Filter

To add an export route filter, begin at the EGP Export Route Filters List window
and proceed asfollows:

1. Click on Add.
The EGP Export Route Filter Configuration window opens.
2. Specify the EGP export routefilter configuration parameters.

All EGP export route filter configuration parameters are described following
these instructions.

3. Click on OK.

4. Depending on what you specified at the Export from Protocol parameter,
do one of the following tasks:
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If you specified OSPF, then the EGP OSPF Export Route Filters window
opens. Specify the Export OSPF Type and Export OSPF Tag parameters, then
click on OK. The EGP Export Route Filters window then opens as described
bel ow.

If you specified any of the other choices, the EGP Export Route Filters
window opensimmediately. It displays the default settings for the Enable,
Action, Interface, and Metric parameters. Either accept the default settings or
edit these parametersto your network specifications, then click on OK.

EGP Export Route Filter Parameter Descriptions

This section describes how to set all EGP export route filter parameters.

Parameter:
Default:
Range:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Range:
Function:

Export Address
0.0.0.0
Any IP network address

Identifies, by IP address, the network to which thisfilter applies. If set to
0.0.0.0, the filter appliesto al networks.

Enter the appropriate | P address in dotted decimal notation.
1.3.6.1.4.1.18.35.3.21.13.1.3

Export Mask

0.0.0.0

Depends on the address class of the network address
Specifies the range of addresses thisfilter acts upon.

For example, consider Class B Network 172.32.0.0, which allocates the
upper 8 bits of the host identification field to the Subnet ID and the final 8
bits to the Host ID. The address mask directs the filtering processto a
specific portion of the | P address. Thus, any |P address that matches the
masked portion of 172.32.0.0 is subject to filtering. If you
senter255.255.0.0 for this parameter, only the net ID portion of the
addressisfiltered. If you enter the mask 255.255.255.0, the Net ID and
Subnet 1D portions of the address are filtered.
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Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:

Function:

Instructions;

MIB Object ID:

If you set the Export Address field to 0.0.0.0 and set this parameter to
0.0.0.0, then thefilter appliesto all routes. If you set the Export Address
field t0 0.0.0.0 and set this parameter to 255.255.255.255, then the filter
appliesto the default route.

Enter the mask in dotted decimal notation.
1.3.6.14.1.18353.21.13.14

Export From Protocol
Any
Any | RIP | EGP | OSPF | Direct | Static | BGP-3

I dentifies the source of the routing information: direct connection, static
route, or RIP-, EGP-, OSPF-, or BGP-3-derived route.

Select the appropriate option.
1.3.6.1.4.1.18.35.3.2.1.13.1.5

Export Peer
0.0.0.0
Any IP address

Specifiesthe | P address of the interface on the remote side of this EGP
peer connection. Thisfilter will apply to updates from this router. The
default value 0.0.0.0 means “any” router.

Enter the | P address in dotted decimal notation. The address must be on
the same subnet as alocal interface.

136.14.1.18.353.21.13.1.7
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Range:

Function:

Instructions:
MIB Object ID:

Export OSPF Type
None
Type 1| Type2 | Internal

Specifiesthe type of routesto which thisfilter applies. If you specify Type
1, then only AS External Type 1 routes are filtered. If you specify Type 2,
then only AS External Type 2 routes are filtered.

Note that this parameter is only used if the Export From Protocol
parameter is set to OSPF.

Depending on the type of routes you want to filter, select Type 1, Type 2,
or Internal.

1.36.1.4.1.18.35321.13.1.8

Export OSPF Tag
0
0to 2147483647

Specifies the tag with which this route filter is concerned. Each AS
External Advertisement contains a Tag field. If the Tag field matches
Import Tag, the appropriate action istaken; either the route is accepted or
ignored.

Note that this parameter is only used if the Export From Protocol
parameter is set to OSPF.

Enter the appropriate tag number.
1.3.6.1.4.1.18.35.3.2.1.13.1.9
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Range:
Function:
Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables this export route filter.

Set to Disable if you want to disable this export route filter. Set to Enable
if you previously disabled this export route filter and now want to
re-enableit.

1.36.1.4.1.18.353.2.1.13.1.2

Action
Propagate
Propagate | Ignore

Controls the flow of routing information. If you select Propagate, this
route is advertised. If you select Ignore, advertising of thisrouteis
suppressed.

Either accept the default, Propagate, or select Ignore.
1.3.6.1.4.1.18.35.3.2.1.13.1.6

Interface

0.0.0.0

Any |P address

Specifies the outbound interface on which to apply thisfilter.

Specify the IP address of the interface on which you want to apply this
filter.

1.3.6.1.4.1.18.35.3.2.1.13.1.10
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Parameter: Metric
Default: 0 (0 = the actual route cost as learned)
Range: 0to 255

Function:  Assigns an EGP cost to the propagated route. The value O causes the
actual route cost (as learned) to be used.

Instructions:  Either accept the default metric value, 0, or enter a new value.
MIB Object ID: 1.36.1.4.1.18.35.3.21.13.1.11

Editing an EGP Export Route Filter

You can edit Enable, Action, Interface, and Metric parameters for an EGP export
route filter.

Note: You cannot edit the Export Address, Export Mask, Export From

=*| Protocol, Export from Peer, Export OSPF Type or Export OSPF Tag
parameters for an EGP export route filter. To change these parameters, you
must delete the filter and add a new filter with the proper information. See
“ Deleting an EGP Export Route Filter” on page 10-44 for instructions.

To edit the EGP export route filter parameters, begin at the EGP Export Route
Filters List window and proceed as follows:

1. Click ontheexport routefilter you want to edit.
2. Click on Edit.

The EGP Export Route Filter window for that filter opens.
3. Edit those parameter s you want to change.

All EGP export route filter parameters are described in “ EGP Export Route
Filter Parameter Descriptions’ on page 10-40.

4. Click on OK toimplement your changes.

Deleting an EGP Export Route Filter

To delete an EGP export route filter, begin at the EGP Export Route Filters List
window and proceed as follows:

1. Click onthe EGP export routefilter you want to delete.
2. Click on Deleteto deletethe export routefilter.
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Appendix A
Site Manager Default Settings

This appendix lists the default settings for Site Manager. Use the Configuration
Manager to edit any of the Site Manager default settings listed here.

IP Parameters

Table A-1. IP Configuration

Parameter Default

IP Address None

Subnet Mask None

Transmit Bcast Addr 0.0.0.0
UnNumbered Assoc Address Any valid IP address

Table A-2. IP Global Parameters

Parameter Default
Enable Enable
Forwarding Forwarding
ARP Forwarding Forwarding
Non Local ARP Source Drop

Non Local ARP Destination Drop
Default TTL 30 hops
RIP Diameter 15 hops

(continued)
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Table A-2. IP Global Parameters (continued)
Parameter Default
Routing MIB Table(s) Route
Zero Subnet Enable Disable
Estimated Networks 0
Estimated Hosts 0
Enable Default Route for Subnets Disable
Maximum Policy Rules 32
Route Filter Support Enable

Table A-3. IP Interface Parameters
Parameter Default
Enable Enable

Subnet Mask

You specified the subnet mask when you added IP
to the circuit.

Broadcast Address

You specified the Broadcast Address parameter
when you added IP to the circuit.

Interface Cost 1

MTU Discovery Off
Addr Mask Reply Off

All Subnet Bcast Off
Address Resolution ARP
Proxy Off
Host Cache Off
Checksum On
MAC Address None
TR End Station OFF
Redirects Enable
Enet Arp Encaps ARP Ethernet
SMDS Group Address None
SMDS ARP Req Address None
WAN Broadcast 0

(continued)
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Table A-3. IP Interface Parameters (continued)
Parameter Default

WAN Multicast #1 0

WAN Multicast #2 0

Slot Mask Slot-mask bit set to 1 (enabling circuitless IP
interface support) for every router slot running IP

Max Forwarding Table Size 128 entries

Enable Security Disable

UnNumbered Assoc Alternate Disable

ATM ARP Mode Client

ARP Server ATM Address Network | None

Prefix

ARP Server ATM Address User Part | None

Registration Refresh Interval

900 seconds for a client; 1200 seconds for a server

TR Endstation ARP Type

STE (spanning tree explorer

Table A-4. Adjacent Host Parameters

Parameter Default

Enable Enable

Enable 0.0.0.0

Next Hop Interface Mask 0.0.0.0

MAC Address Any valid MAC address
Host Encapsulation Ethernet

Adjacent Host X.121 Address None
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Table A-5. IP Static Routes

Parameter Default
Enable This parameter defaults to Enable when you
configure the static route.

Destination IP Address None

Address Mask None

Cost 1

Next Hop Addr 0.0.0.0

Next Hop Mask 0.0.0.0

Preference 16

Unnumbered CCT Name None
Table A-6. TFTP Parameters

Parameter Default

Enable Enable

Default Volume 2

Retry Time Out 5 seconds

Close Time Out 25 seconds

Retransmit

5 retransmissions

Table A-7. Router Discovery Parameters

Parameter Default
Broadcast Type Multicast
Minimum Interval 450
Maximum Interval 600
Lifetime 1800
Interface Preference Null




Site Manager Default Settings

Table A-8. RIPSO Parameters

Parameter Default
Enable Security Disable
Strip Security None
Require Out Security All

Require In Security None
Minimum Level Unclassified
Maximum Level Top Secret
Must InAuthority None

May InAuthority None

Must OutAuthority None

May OutAuthority None
Implicit Label Enable
Implicit Authority None
Implicit Level Unclassified
Default Label Enable
Default Authority None
Default Level Unclassified
Error Label Enable
Error Authority None

RIP

Table A-9. RIP Interface Parameters

Parameter Default
Enable Enable
RIP Supply Enable
RIP Listen Enable
Default Route Supply Disable
Default Route Listen Disable
Poisoned Reverse Poisoned
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IGMP
Table A-10. IGMP Global Configuration Parameters
Parameter Default
Enable Enable
Estimated Groups 20 groups
DVMRP

Table A-11. DVRMP Base Parameters

Parameter Default
Enable Enable
Full Update Rate 60 s
Triggered Update Rate 5s

Leaf Timeout 200 s
Neighbor Timeout 140 s
Route Expiration Timeout 200s
Garbage Timeout 340s
Estimated Routes 25 routes




Site Manager Default Settings

NetBIOS over IP

Table A-12. NetBIOS/IP Global Parameters

Parameter Default
Enable/Disable Enable
NetBIOS Name Caching Disable
15-Character NetBIOS Name Disabled
Caching

Create MIB Inst for Cached Name | Enabled
Max Name Cache Entries 100 entries
Name Cache Age 300s
Hash Entry Count 253
Rebroadcast Packet TTL 5s
Rebroadcast Record Route Disabled

Table A-13. NetBIOS/IP Interface Table Parameters

Parameter Default
Enable/Disable Disable
NetBIOS Name Caching Enable
Enable NetBIOS Inbound Enable
Broadcasts

Enable NetBIOS Outbound Enable
Broadcasts

Rebroadcast Address Null
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Table A-14. NetBIOS/IP Static Entry Table Parameters

Parameter Default
Enable Enable
NetBIOS Scope ID None
NetBIOS Station Name None
NetBIOS Scope ID None

BGP Parameters

Table A-15. BGP Global Parameters

Parameter Default
BGP Enable Enable
BGP Identifier None
BGP Local AS None
BGP Intra-AS Enable
BGP From Protocols BGP
BGP Interval Timer 5 seconds
BGP Collision Detect Enable
Multi-hop EBGP Connection Disable
Route Server Topology None
Cluster Identifier Null




Site Manager Default Settings

Table A-16. BGP Peer Parameters

Parameter Default
Enable Enable
Min BGP Version 4

Max BGP Version 4

Peer AS None
External Advertisement Timer 5 seconds

Connect Retry Timer

120 seconds

Holdtime 90 seconds
Keepalive Timer 30 seconds
Min AS Origination Interval 15 seconds
Local AS to Advertise to Peer Null

Peer Max Update Size 800 bytes
Peer Route Echo Switch Enable
Discard Duplicate Route Switch Disable
Peer RS Mode None
Delayed Granularity 30 seconds

Table A-17. BGP Weight Parameters

Parameter

Default

AS

Null

Weight Value

Weight Value

Weight Value

Weight Value

Weight Value

Weight Value

Weight Value

Weight Value

O (00|00 | 0O|CO|C|O0]|O0
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Table A-18. BGP Debug Parameters

Parameter Default
Local IP Address Null
Remote Address Null
Message Level All
Message Trace Switch Disable

EGP Parameters

This section describes the Site Manager default parameter settings for the Exterior
Gateway Protocol (EGP).

Table A-19. EGP Global Parameters

Parameter Default
Enable Enable
Local Autonomous System None

Table A-20. EGP Neighbor Parameters

Parameter Default

Enable Enable

Gateway Mode Core

Remote Autonomous System IP Null

Address

Acquisition Mode Passive

Poll Mode Both

Hello Timer 60 s

Poll Timer 180 hundredths of a second
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OSPF Parameters

This section describes the Site Manager default parameter settings for the Open
Shortest Path First (OSPF) Protocol.

Table A-21. OSPF Global Parameters

Parameter Default

Enable Enable

Router ID IP address of the first OSPF circuit configured on
the router

AS Boundary Router False (No)

Hold Down Timer 1s

OSPF Slot All slots

Ase Metric Support Disable

Backup Enable Enable

Primary Log Mask All options enabled

Backup Log Mask All options disabled

Tag Generation Method Insert O into the tag field

Table A-22. OSPF Area Parameters

Parameter Default
Enable Enable
Authentication Type No Password
Import AS Extern Yes

Stub Metric 1

Import Summaries True

A-11



Configuring IP Services

Table A-23. OSPF Interface Parameters

Parameter Default
Enable Enable
Area ID 0.0.0.0
Type None
Rtr Priority 1
Transit Delay 1s
Retransmit Interval 5s
Hello Interval 10s
Dead Interval 40s
Poll Interval 120 s
Metric Cost 1
Password None
MTU Size The size specified for the physical interface

Table A-24. OSPF Virtual Interface Parameters

Parameter Default
Enable Enable
Transit Delay 1s
Retransmit Interval 10s
Hello Interval 15s
Dead Interval 60 s
Password None

A-12




Site Manager Default Settings

Table A-25. OSPF Range Parameters

Parameter Default
Range Net None
Range Mask None
Status Advertise
Metric 0

A-13






Appendix B
Route Weight Worksheet

1. Select oneroute from the following list:

Direct 0

OSPF Internal 0

OSPF External 16 (OSPF Import Preference)
RIP 16 (RIP Import Preference)
EGP (16 - EGP Import Preference)
BGP (16 - BGP Import Preference)
Static (16 - SR Preference)

2. Multiply the value associated with the route by the following decimal or
hexadecimal value:

134217728 x =
or
(0x8000000 x =
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3. Select oneroutefrom thefollowing list:

Direct

OSPF Intra-Area Internal
OSPF Inter-Area Internal
OSPF Type 1 External
OSPF Type 2 External

Non-OSPF External (RIP,
EGP, BGP)

Static 3

W|IW|N|P»,|O|O

4. Multiply the value associated with the route by the following decimal or
hexadecimal value:

16777216 x

or

0x1000000 x
5. Select oneroute from the following list:

Direct
OSPF Internal

OSPF Type 2 External w/ASE
Metric support enabled

EBGP
RIP
EGP
Static

OSPF Type 2 External w/ASE
Metric support disabled

N~Njfojlo|b~|N
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6. Multiply the value associated with the route by the following decimal or
hexadecimal value:

2097152 x =
or
0x200000 x =

7. Select oneroute from the following list and calculate the associated value
using the formulas supplied:

Direct OSPF Interface ? OSPF Interface metric : 0
OSPF imported OSPF-TOS-0 Metric
BGP-3 imported Calculate a decimal or hexadecimal value using

one of the following formulas:

8192 * (16 - BGP3 Import BGP3 Preference) + (IGP
Origin ? 0 : 4096) +
(AS Weighted Path Length <= 4095 ?

AS Weighted Path Length : 4095)

or

(0x2000 * (16 - BGP3 Import BGP3 Preference) +
(IGP Origin ? 0 : 0x1000) +
(AS Weighted Path Length <= OxOfff ?

AS Weighted Path Length : 0xOfff)

BGP-4 imported Calculate a decimal or hexadecimal value using
one of the following formulas:

8192 * (16 - BGP4 Import BGP3 Preference)) +
(IGP Origin ? 0 : 4096) +
(AS Weighted Path Length <= 4095 ?

AS Weighted Path Length : 4095)

or

0x2000 * (16 - BGP4 Import BGP3 Preference) +
(IGP Origin ? 0 : 0x1000) +
(AS Weighted Path Length <= OxOfff ?

AS Weighted Path Length : 0xOfff)
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IBGP imported

Calculate a decimal or hexadecimal value using
one of the following formulas:

8192 * (16 - BGP4 Import BGP3 Preference) +
(Local Pref <= 8191 ? 8191 - Local Pref: 0)

or

0x2000 * (16 - BGP4 Import BGP4 Preference) +
(Local Pref <= Ox1fff ? Ox1fff - Local Pref : 0)

RIP imported Metric
EGP imported Distance
Static SR cost

8. Add up thevaluesyou have calculated.

The total is the route weight:




Appendix C
IP/OSPF Configuration

The IP/OSPF configuration in Figure C-1 shows an AS divided into different
types of OSPF areas using several types of OSPF routers and interfaces aswell as
variable-length subnetting. This appendix describes parameter settings for Router
1 through Router 6. Routers W through Z and A through D are included on the
network map for completion.

In the configuration in Figure C-1:

The OSPF Area Authentication parameter is set to none for all aress.

All Timer parameter values are |eft at their defaults (Hello, Dead, and Poll
Interval).

No virtual links are configured.
Route summarization is not used.

The Frame Relay cloud is set to the default management type. It is non-fully
meshed with all Group Mode PV Cs.

There are three area border routers (Router 2, Router 3, and Router 4), two
internal backbone routers (Router 1 and Router 5) and one AS boundary
router (Router 6 has an Ethernet interface using RIP).

R2 is the designated router for the FDDI segment. Router 4 must be the
designated router for the Frame Relay cloud.

The unnumbered LAN connecting Router 6 and Router D isincluded to
ensure that every internal nodein Area0.0.0.1 is reachable from every other
internal node.
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IP/OSPF Configuration

The following tables list non-default configuration parameters for Router 1
through Router 6. Parametersthat are not shown are set at their defaults.

Table C-1. Internal Backbone Router 1

SM Window/Parameter

Setting

Interface F31

IP Configuration/IP Address 128.10.2.1

IP Configuration/Mask 255.255.255.248
OSPF Global/Rtr ID 128.10.2.1
OSPF Areal/Area 0.0.0.0

OSPF Interface/Broadcast Type |Broadcast

Interface E21

IP Configuration/IP Address 128.10.2.65

IP Configuration/Mask

255.255.255.192

OSPF Area/Area

0.0.0.0

OSPF Interface/Broadcast Type |Broadcast
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Table C-2. Area Border Router 2

SM Window/Parameter

Setting

Interface F31

IP Configuration/IP Address 128.10.2.2

IP Configuration/Mask 255.255.255.248
OSPF Global/Rtr ID 128.10.2.2
OSPF Area/Area 0.0.0.0

OSPF Interface/Broadcast Type |Broadcast

OSPF Interface/Rtr Priority

2 or greater

Interface E21

IP Configuration/IP Address 128.10.3.2

IP Configuration/Mask 255.255.255.0
OSPF Area/Area 0.0.0.1

OSPF Interface/Broadcast Type |Broadcast

Interface S21

WAN Protocol Standard

IP Configuration/IP Address 128.10.4.2

IP Configuration/Mask 255.255.255.252
OSPF ArealArea 0.0.0.1

OSPF Interface/Broadcast Type

Point-to-point
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Table C-3. Area Border Router 3

SM Window/Parameter

Setting

Interface F31

IP Configuration/IP Address 128.10.2.3

IP Configuration/Mask 255.255.255.248
OSPF Global/Rtr ID 128.10.2.3
OSPF Area/Area 0.0.0.0

OSPF Interface/Broadcast Type |Broadcast

Interface 021

IP Configuration/IP Address 128.10.5.3

IP Configuration/Mask 255.255.255.0
OSPF Area/Area 0.0.0.1

OSPF Interface/Broadcast Type |Broadcast

Interface S21

WAN Protocol Standard

IP Configuration/IP Address 128.10.4.5

IP Configuration/Mask 255.255.255.252
OSPF Area/Area 0.0.0.1

OSPF Interface/Broadcast Type

Point-to-point
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Table C-4. Area Border Router 4

SM Window/Parameter Setting

Interface F31

IP Configuration/IP Address 128.10.2.4

IP Configuration/Mask 255.255.255.248
OSPF Global/Rtr ID 128.10.2.4
OSPF Area/Area 0.0.0.0

OSPF Interface/Broadcast Type |Broadcast
Interface S21

WAN Protocol Frame Relay

IP Configuration/IP Address 128.10.6.4

IP Configuration/Mask 255.255.255.248

OSPF Area/Area 0.0.0.2

OSPF Area/AS External No (Area 0.0.0.2 is a stub)

OSPF Interface/Broadcast Type | Point-to-multipoint standard

Note: Router 4 must be the designated router for the Frame Relay network
=>| within the cloud. To ensure this, set the Router Priority parameter on the
OSPF Frame Relay interfaces for Router V and Router W to zero. The
broadcast type should be set to Point-to-multipoint (standard). In addition,
Router V and Router W must have | P adjacent host entries configured for each
other.
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Table C-5.

Internal Backbone Router 5

SM Window/Parameter

Setting

Interface F31

IP Configuration/IP Address 128.10.2.5

IP Configuration/Mask 255.255.255.248
OSPF Global/Rtr ID 128.10.2.5
OSPF Area/Area 0.0.0.0

OSPF Interface/Broadcast Type |Broadcast

Interface E21

IP Configuration/IP Address 128.10.2.129

IP Configuration/Mask 255.255.255.192
OSPF Area/Area 0.0.0.0

OSPF Interface/Broadcast Type |Broadcast

Table C-6. AS Boundary Router 6

SM Window/Parameter

Setting

Interface S21

Wan Protocol Standard

IP Configuration/IP Address 128.10.4.1

IP Configuration/Mask 255.255.255.252
OSPF Global/Rtr ID 128.10.4.1
OSPF Global/ Yes

AS Boundary Router

OSPF Areal/Area 0.0.0.1

OSPF Interface/Broadcast Type

Point-to-point

Interface E21

Add Protocols RIP
IP Configuration/IP Address 10.1.1.6
IP Configuration/Mask 255.255.255.0
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global, 6-14

Hello Timer, 6-21

Import Address, 10-36
Import AS, 10-36

Import Gateway, 10-37
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Import Peer, 10-36

import route filter, 10-36 to 10-38
Interface, 10-43

Metric, 10-44

Poll Mode, 6-20

Poll Timer, 6-21

Preference, 10-38

Enable Default Route for Subnets, 2-60
external route tag, OSPF, 4-16

G

getting help
from a Bay Networks Technical Response
Center, xxvii
through CompuServe, Xxvi
through INnfOFACTS service, Xxvi
through World Wide Web, xxvii

H

host groups, multicasting, 7-2
HP Probe, definition of, 2-11

IBGP
intra-AS routing, 5-22
transit AS routing, 5-21

IGMP (Internet Group Management Protocol),
7-3
IGMP parameters
entry
Designated Router Timeout, 7-32
Enable, 7-31
Interface Membership Timeout, 7-32
global
Enable, 7-29
Estimated Groups, 7-29

implementation notes
EGP, 6-11
OSPF, 4-22, 4-23

InfOFACTS service, xxvi
interface, definition of, 2-2
Interior Gateway Protocol (IGP), 1-8

Internet Group Management Protocol (IGMP),
7-3

Internet Network Information Center (NIC), 1-3

Internet Requests for Comments (RFCs)
IP router compliance, 1-15

Inverse ARP, 2-11

IP address

definition of, 1-3

network classes, 1-3

specifying in dotted decimal notation, 1-4
|P datagram, 1-2

definition of, 1-1

Header Checksum field, 1-2

Optionsfield, 1-2

Timeto Livefied, 1-2

Type of Servicefield, 1-2

| P parameters
adjacent host
Adjacent Host X.121 Address, 2-73
Enable, 2-71
Host Encapsulation, 2-72
IPAddress, 2-71
MAC Address, 2-72
Next Hop Interface Addr, 2-71
Next Hop Interface Mask, 2-72
global
ARP Forwarding, 2-55
Default TTL, 2-56
Enable, 2-54
Estimated Hosts, 2-60
Estimated Networks, 2-59
Forwarding, 2-54
Maximum Policy Rules, 2-61
Nonlocal ARP Destination, 2-56
Nonlocal ARP Source, 2-55
RIP Diameter, 2-57
Routing MIB Table(s), 2-58
Zero Subnet Enable, 2-59
interface
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Addr Mask Reply, 2-39
Address Resolution, 2-40
All Subnet Becast, 2-40
Broadcast Address, 2-38
Checksum, 2-42

Enable, 2-37

Enable Security, 2-49

Enet Arp Encaps, 2-44

FR Broadcast DLCI, 2-45
FR Multicast DLCI#1, 2-46
FR Multicast DLCI#2, 2-46
Host Cache, 2-41

Interface Cost, 2-38

MAC Address, 2-42

Max Forwarding Table Size, 2-48
MTU Discovery, 2-39
Proxy, 2-41

Redirects, 2-43

Slot Mask, 2-47

SMDSArp Reg Address, 2-45
SMDS Group Address, 2-44
Subnet Mask, 2-37

TR Endstation, 2-43

RIPSO

Default Authority, 2-85
Default Label, 2-84
Default Level, 2-85
Enable Security, 2-77
Error Authority, 2-86
Error Label, 2-85
Implicit Authority, 2-84
Implicit Label, 2-83
Implicit Level, 2-84
Maximum Level, 2-81
May In Authority, 2-83
May Out Authority, 2-82
Minimum Level, 2-80
Must In Authority, 2-82
Must Out Authority, 2-81
Require In Security, 2-80
Require Out Security, 2-79
Strip Security, 2-78

static route

Address Mask, 2-66

Cost, 2-66
Destination |P Address, 2-65
Enable, 2-65
Next Hop Addr, 2-66
Next Hop Mask, 2-67
Preference, 2-67
TFTP
Close Time Out, 2-75
Default Volume, 2-75
Enable, 2-74
Retransmit, 2-76
Retry Time Out, 2-75

| P router
internal routing tables, 1-11

L

Local Preference attribute, calculating, 5-18

M

multicasting
aging aroute, 7-9
comparing routes, 7-7
creating a shortest path tree, 7-7
DVMRP, 7-4
host groups, 7-2
IGMP, 7-3
leaf network, 7-8
threshold, 7-9
tunnel, 7-4

multinet
definition of, 2-3

N

NetBIOS over IR, 8-1
adding atraffic filter, 8-8
aging acache entry, 8-7
configuring a cache, 8-6
configuring a static name, 8-5
customizing a cache search, 8-7
defaults, A-7
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NetBIOS/IP parameters

global

15-Character NetBIOS Name Caching,
8-12

Create MIB Inst for Cached Name, 8-13
Enable/Disable, 8-12
Max Name Cache Entries, 8-13
NetBIOS Name Caching, 8-12
Rebroadcast Packet TTL, 8-15
Rebroadcast Record Route, 8-15

interface
Enable NetBIOS Inbound Broadcasts, 8-17
Enable NetB1OS Outbound Broadcasts,

8-18

Enable/Disable, 8-17
NetBIOS Name Caching, 8-17
Rebroadcast Address, 8-18

static entry
Enable, 8-20
IP Address, 8-22
NetBIOS Scope ID, 8-20, 8-22
NetBlOS Station Name, 8-21

Network Basic Input-Output System (NetBIOS)
over IR, 8-1

NIC. See Internet Network Information Center
nonbroadcast multiaccess network, 4-3

O

OSPF
accept policy parameters, 9-11
adding
arangeto an area, 4-49
areas, 4-45
neighbors to an interface, 4-55 to 4-56
announce policy parameters, 9-34
area, definition of, 4-7
AS externa (ASE) advertisements, 4-14
ASE metric type, 4-15
backbone, definition of, 4-7
backup soloist, 4-3
border router, 4-10
boundary router, 4-14

broadcast interface, 4-3
configuring virtual parameters, 4-59 to 4-65
database synchronization, 4-2
defaults, A-11, A-12
deleting

arange from an area, 4-54

areas, 4-48

neighbors, 4-58

virtual interfaces, 4-65
editing

an area’ s range, 4-52

area parameters, 4-44 to 4-48

areas, 4-46

global parameters, 4-35

interface parameters, 4-26 to 4-34

neighbors, 4-57

virtual interfaces, 4-61 to 4-65
export route filters

adding, 10-16

deleting, 10-21

editing, 10-20
external route tag, 4-16
features

configurable cost metrics, 4-19

link state protocol, 4-2
import route filters

adding, 10-11

deleting, 10-16

editing, 10-15
networks supported by, 4-3
nonbroadcast multi-access interface, 4-3
point-to-multipoint interface, 4-3
point-to-point interface, 4-3
router types

area border routers, 4-21

AS Boundary routers, 4-21

backbone routers, 4-21

internal routers, 4-21
specifying a preferred path, 4-19
summary route, 4-13
virtual link, 4-11

OSPF parameters

area
Authentication Type, 4-47
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Enable, 4-46 Metric Cost, 4-33

Import AS Extern, 4-47 MTU Size, 4-34
Import Summaries, 4-48 Password, 4-34
Range Net, 4-50 Poll Interval, 4-32
Stub Metric, 4-48 Retransmit Interval, 4-30
arearange Rtr Priority, 4-29
Enable, 4-53 Transit Delay, 4-30
Mask, 4-53 Type, 4-29
Metric, 4-52 neighbor
Range Mask, 4-51 Enable, 4-57
Range Net, 4-51 Neighbor Address, 4-56
Status, 4-52 Priority, 4-58
export route filters virtual interface
Action, 10-19 Dead Interval, 4-64
Auto Tag, 10-20 Enable, 4-61
Enable, 10-19 Hello Interval, 4-63
Export Address, 10-17 Neighbors Router ID, 4-61
Export From Protocol, 10-18 Password, 4-65
Export Mask, 10-18 Retransmit Interval, 4-62
Tag, 10-20 Transit Area|D, 4-60
Type, 10-19 Transit Delay, 4-62
global
AS Boundary Router, 4-36 P
ASE Metric Support, 4-38
Bactup Di%blz,sﬁf% PDN X.25 address resolution, 2-12
Backup Log Mask, 4-41 :
Enable, 436 pegrs, addi ng_for_ BGP, 5-38
Hold Down Timer, 4-37 point-to-multipoint network, 4-3
OSPF Slot, 4-38 point-to-point network, 4-3
Primary Log Mask, 4-39 poisoned reverse, RIP updates, 3-3
. Router ID, _436 policies, 1-14
import route filters )
Action, 10-14 policy parameters
Enable, 10-14 Act?on (accept), 9-8
Import Address, 10-12 Actlon_(announce), 9-25
Import Mask, 10-13 Advertise (annou_nce), 9-27
Import Tag, 10-14 Aggregator AS List (_accept), 9-19
Import Type, 10-13 Aggregator Router List (accept), 9-19
Preference, 10-15 Announce Tag, 9-35
interface Apply Subnet Mask (accept), 9-11, 10-6
ArealD, 4-28 ASList (Accept), 9-12
Dead Interval, 4-32 AS Path (announce), 9-43
Enable, 4-28 AS Path Override (announce), 9-40
Hello Interval, 4-31 AS Pattern (announce), 9-45
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AS Weight Class (accept), 9-16, 9-20

Atomic (announce), 9-45

BGP-3 Route Preference (accept), 9-16

BGP-4 Preference (accept), 9-20

EGP Interface List (announce), 9-37

EGP Metric (announce), 9-37

EGP Peer List (announce), 9-37

Enable (accept), 9-7

Enable (announce), 9-24

External Route Source (announce), 9-33, 9-36,
9-38, 9-41

From BGP Peer (announce), 9-32

From BGP Peer AS (announce), 9-32

From EGP Peer (announce), 9-30

From Gateway (accept), 9-10

From OSPF Router ID (announce), 9-29

From RIP Gateway (announce), 9-28

Gateway List (accept), 9-13

Injection List (accept), 9-14, 9-17

Inter-AS Metric Selector (announce), 9-39

Local Preference (accept), 9-20

Local Preference Override (announce), 9-44

Local Preference Value (announce), 9-44

Multi Exit Discriminator (announce), 9-42

Multi Exit Discriminator Value (announce),
9-42

Name (accept), 9-7

Name (announce), 9-24

Networks (accept), 9-8

Networks (announce), 9-25

Next Hop (announce), 9-44

Origin (announce), 9-40, 9-43

Originating AS (accept), 9-15, 9-18

OSPF Metric (announce), 9-36

Outbound Interface (announce), 9-34

Outbound Peer AS (announce), 9-41

Outbound Peer AS List (announce), 9-38

Outbound Peers (announce), 9-39, 9-42

Peer Address (accept), 9-15, 9-18

Peer AS (accept), 9-15, 9-18

Peer List (accept), 9-12

Precedence (announce), 9-26

Received BGP Next Hop (announce), 9-33

Received EGP Gateway (announce), 9-31

Received on Interface (accept), 9-10
Received on RIP Interface (announce), 9-28
Received OSPF Tag (announce), 9-30
Received OSPF Type (announce), 9-29
Route Origin (accept), 9-16, 9-19
Route Preference (accept), 9-9
Rule Precedence (accept), 9-9
Specific Inter-AS Metric (announce), 9-39
Tag (accept), 9-12
Type (accept), 9-11
Type (announce), 9-35

preference, 1-11

Proxy ARP, 2-10

R

Revised I P Security Option. See RIPSO

RIP
accept policy parameters, 9-10
announce policy parameters, 9-33
authentication, 3-6
configuring timers, 3-6
defaults, A-5
diameter, 3-7
export route filters
adding, 10-7
configuring, 10-7 to 10-11
deleting, 10-11
editing, 10-10
import route filters
adding, 10-2
configuring, 10-1 to 10-7
deleting, 10-7
editing, 10-6
interpretation of subnets, 3-4
overview, 3-1
poisoned reverse updates, 3-3
split horizon updates, 3-3
triggered updates, 3-3
update mode, 3-2
RIP parameters
editing, 3-7to 3-12
export route filters
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Action, 10-10
Enable, 10-9

Export Address, 10-8
Export Mask, 10-8
From Protocol, 10-9
Interface, 10-9

Rip Metric, 10-10

import route filters

Action, 10-5

Enable, 10-4

Import Address, 10-3
Import Mask, 10-3
Interface, 10-4
Preference, 10-5
RIP Gateway, 10-4

interface

Authentication Password, 3-15
Authentication Type, 3-15
Broadcast Timer, 3-13
Default Route Listen, 3-11
Default Route Supply, 3-11
Enable, 3-10

Holddown Timer, 3-13
Poisoned Reverse, 3-12
RIP Listen, 3-10

RIP Mode, 3-14

RIP Supply, 3-10

Timeto Live, 3-12
Timeout Timer, 3-13
Triggered Update, 3-15

Maximum Interval, 2-88
Minimum Interval, 2-88

Routing Information Protocol. See RIP

S

security label format, 2-17
split horizon, RIP updates, 3-3
static black hole routes
configuring, 2-65, 2-66
definition of, 2-22
static routes
adding, 2-63
configuring, 2-63
definition of, 2-22
deleting, 2-68
editing, 2-64
subnet mask
function of, 1-5
specifying, 1-5
subnets, definition of, 1-4
summary route, OSPF, 4-13
supernets, definition of, 1-7

T

TFTP (Trivia File Transfer Protocal), 2-14
timers, configuring for RIP, 3-6

RIPSO, 216 Token Ring networks
configuring support for, 2-76
defaults, A-5 ARP requests, 2-12

using IP over, 2-12
triggered updates, RIP, 3-3
Trivial File Transfer Protocol, 2-14

example of, 2-21
how it works on the router, 2-18
network example, 2-21

Router Discovery

definition of, 2-23 §]

parameters
Broadcast Type, 2-88 unnumbered interface, 2-4
Enable, 2-87 update mode, RIP, 3-2
Interface Pref, 2-89
Lifetime, 2-89
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virtual interface, 4-60 to 4-61
virtual link, OSPF, 4-11

wW

weight parameters, 5-48, 5-54
weight value, 5-52
weight, 1-12

World Wide Web, Bay Networks Home Page on,
XXvii
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