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Bay Networks, Inc. Software License Agreement

NOTICE: Please carefully read this license agreement before copying or using the accompanying software or
installing the hardware unit with pre-enabled software (each of which isreferred to as* Software” in thisAgreement).
BY COPYING OR USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMSAND CONDITIONS OF THIS
LICENSE AGREEMENT. THE TERMS EXPRESSED IN THISAGREEMENT ARE THE ONLY TERMS UNDER
WHICH BAY NETWORKSWILL PERMIT YOU TO USE THE SOFTWARE. If you do not accept these terms and
conditions, return the product, unused and in the original shipping container, within 30 days of purchase to obtain a
credit for the full purchase price.

1. License Grant. Bay Networks, Inc. (“Bay Networks”) grants the end user of the Software (“Licensee”’) apersonal,
nonexclusive, nontransferable license: a) to use the Software either on a single computer or, if applicable, on asingle
authorized device identified by host ID, for which it was originally acquired; b) to copy the Software solely for backup
purposes in support of authorized use of the Software; and c) to use and copy the associated user manual solely in
support of authorized use of the Software by Licensee. This license applies to the Software only and does not extend
to Bay Networks Agent software or other Bay Networks software products. Bay Networks Agent software or other
Bay Networks software products are licensed for use under the terms of the applicable Bay Networks, Inc. Software
License Agreement that accompanies such software and upon payment by the end user of the applicable license fees
for such software.

2. Restrictions on use; reservation of rights. The Software and user manuals are protected under copyright laws.
Bay Networks and/or its licensors retain al title and ownership in both the Software and user manuals, including any
revisions made by Bay Networks or its licensors. The copyright notice must be reproduced and included with any
copy of any portion of the Software or user manuals. Licensee may not modify, trandlate, decompile, disassemble, use
for any competitive analysis, reverse engineer, distribute, or create derivative works from the Software or user
manuals or any copy, in whole or in part. Except as expressly provided in this Agreement, Licensee may hot copy or
transfer the Software or user manuals, in whole or in part. The Software and user manuals embody Bay Networks' and
itslicensors’ confidential and proprietary intellectual property. Licensee shall not sublicense, assign, or otherwise
disclose to any third party the Software, or any information about the operation, design, performance, or
implementation of the Software and user manuals that is confidential to Bay Networks and its licensors; however,
Licensee may grant permission to its consultants, subcontractors, and agents to use the Software at Licensee’s facility,
provided they have agreed to use the Software only in accordance with the terms of this license.

3. Limited warranty. Bay Networks warrants each item of Software, as delivered by Bay Networks and properly
installed and operated on Bay Networks hardware or other equipment it is originally licensed for, to function
substantially as described in its accompanying user manual during its warranty period, which begins on the date
Softwareisfirst shipped to Licensee. If any item of Software failsto so function during itswarranty period, asthe sole
remedy Bay Networks will at its discretion provide a suitable fix, patch, or workaround for the problem that may be
included in a future Software release. Bay Networks further warrants to Licensee that the media on which the
Software is provided will be free from defectsin materials and workmanship under normal use for a period of 90 days
from the date Software is first shipped to Licensee. Bay Networks will replace defective media at no chargeif itis
returned to Bay Networks during the warranty period along with proof of the date of shipment. Thiswarranty does not
apply if the media has been damaged as aresult of accident, misuse, or abuse. The Licensee assumes all responsibility
for selection of the Software to achieve Licensee’s intended results and for the installation, use, and results obtained
from the Software. Bay Networks does not warrant @) that the functions contained in the software will meet the
Licensee's requirements, b) that the Software will operate in the hardware or software combinations that the Licensee
may select, c) that the operation of the Software will be uninterrupted or error free, or d) that all defectsin the
operation of the Software will be corrected. Bay Networks is not obligated to remedy any Software defect that cannot
be reproduced with the latest Software release. These warranties do not apply to the Software if it has been (i) atered,
except by Bay Networks or in accordance with itsinstructions; (ii) used in conjunction with another vendor’s product,
resulting in the defect; or (iii) damaged by improper environment, abuse, misuse, accident, or negligence. THE
FOREGOING WARRANTIESAND LIMITATIONSARE EXCLUSIVE REMEDIESAND ARE IN LIEU OFALL
OTHER WARRANTIES EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Licenseeis responsible for the security of
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its own data and information and for maintai ning adeguate procedures apart from the Software to reconstruct lost or
altered files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL BAY NETWORKS OR ITSLICENSORS BE LIABLE FORANY
COST OF SUBSTITUTE PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES; ORANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR
PROFITSARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN
IF BAY NETWORKSHAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
SHALL THE LIABILITY OF BAY NETWORKS RELATING TO THE SOFTWARE OR THISAGREEMENT
EXCEED THE PRICE PAID TO BAY NETWORKS FOR THE SOFTWARE LICENSE.

5. Government Licensees. This provision appliesto all Software and documentation acquired directly or indirectly
by or on behalf of the United States Government. The Software and documentation are commercial products, licensed
on the open market at market prices, and were developed entirely at private expense and without the use of any U.S.
Government funds. The license to the U.S. Government is granted only with restricted rights, and use, duplication, or
disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c)(1) of the Commercial
Computer Software—Restricted Rights clause of FAR 52.227-19 and the limitations set out in this license for civilian
agencies, and subparagraph (c)(1)(ii) of the Rightsin Technical Data and Computer Software clause of DFARS
252.227-7013, for agencies of the Department of Defense or their successors, whichever is applicable.

6. Use of Softwarein the European Community. This provision applies to all Software acquired for use within the
European Community. If Licensee uses the Software within a country in the European Community, the Software
Directive enacted by the Council of European Communities Directive dated 14 May, 1991, will apply to the
examination of the Software to facilitate interoperability. Licensee agreesto notify Bay Networks of any such
intended examination of the Software and may procure support and assistance from Bay Networks.

7. Term and termination. Thislicenseis effective until terminated; however, all of the restrictions with respect to
Bay Networks' copyright in the Software and user manuals will cease being effective at the date of expiration of the
Bay Networks copyright; those restrictions relating to use and disclosure of Bay Networks' confidential information
shall continue in effect. Licensee may terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any reason,
Licensee will immediately destroy or return to Bay Networks the Software, user manuals, and all copies. Bay
Networksis not liable to Licensee for damages in any form solely by reason of the termination of this license.

8. Export and Re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data
or information without first obtaining any required export licenses or other governmental approvals. Without limiting
the foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without first
obtaining all export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or divert
any such Software or technical data, or any direct product thereof, to any country to which such exports or re-exports
are restricted or embargoed under United States export control laws and regulations, or to any national or resident of
such restricted or embargoed countries; or (ii) provide the Software or related technical data or information to any
military end user or for any military end use, including the design, development, or production of any chemical,
nuclear, or biological weapons.

9. General. If any provision of thisAgreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement
will be governed by the laws of the state of California.

Should you have any questions concerning thisAgreement, contact Bay Networks, Inc., 4401 Great America Parkway,
PO. Box 58185, Santa Clara, California 95054-8185.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THISAGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITSTERMSAND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT ISTHE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN BAY NETWORKSAND
LICENSEE, WHICH SUPERSEDESALL PRIOR ORAL AND WRITTEN AGREEMENTSAND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT ORADDITIONAL TERMSWILL BE ENFORCEABLE AGAINST BAY
NETWORKS UNLESS BAY NETWORKS GIVES ITS EXPRESSWRITTEN CONSENT, INCLUDING AN
EXPRESSWAIVER OF THE TERMS OF THISAGREEMENT.
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About This Guide

If you are responsible for configuring TCP, FTR, TFTP, Telnet, NTP, NetBIOS
over |P services, and configuring IP Accounting on aframe relay interface, you
need to read this guide.

TCP, FTP, TFTP, Telnet, NTP, NetBIOS over IP, and IP Accounting are
application protocols that use the Internet Protocol (IP) for message transport. To
use one of them on arouter interface, you must enable |P services on that
interface.

You can now use the Bay Command Console (BCC)™ to configure these protocols
on aBay Networks® router. In this guide, you will find instructions for using both
the BCC and Site Manager. Parameters that you cannot yet configure with the

BCC you must configure with Site Manager.

If you want to Go to
Start TCP, FTP, TFTP, Telnet, NTP, NetBIOS overf IP, and IP Chapter 1
Accounting on a router using default parameter values

Learn about TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP Chapter 2
concepts

Customize TCP Services Chapter 3
Customize FTP Services Chapter 4
Customize TFTP Services Chapter 5
Customize Telnet Services Chapter 6
Customize NTP Services Chapter 7
Customize NetBIOS over IP Services Chapter 8
Obtain information about Site Manager parameters Appendix A
Obtain a list of Site Manager default settings for TCP, FTP, TFTP, Appendix B
Telnet, NTP, NetBIOS over IP, and IP Accounting
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If you want to Go to
Configure IP Global Access Policies Appendix C
Configure IP Accounting on a frame relay interface Appendix D

Before You Begin

Before using this guide with a new router, you must complete the following
procedures:

» Install the router (refer to the installation manual that came with your router).

»  Connect the router to the network and create a pilot configuration file (refer to
Quick-Sarting Routers, Configuring BayStack Remote Access, or Connecting
ASN Routersto a Network).

Make sure that you are running the latest version of Bay Networks Site Manager
and router software. For instructions, refer to Upgrading Routers from Version
7-11.xx to Version 12.00.

Conventions

bold text Indicates text that you need to enter, command names,
and buttons in menu paths.
Example: Enter wism &

Example: Use the dinfo command.

Example: ATM DXI > Interfaces > PV Csidentifiesthe
PV Cs button in the window that appears when you
select the Interfaces option from the ATM DXI menu.

brackets ([ ]) Indicate optional elements. You can choose none, one,
or al of the options.

ellipsis points Horizontal (...) and vertical (:) ellipsis pointsindicate
omitted information.

italic text Indicates variable values in command syntax
descriptions, new terms, file and directory names, and
book titles.

quotation marks (“ ") Indicate thetitle of a chapter or section within a book.

XViii
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Acronyms

screen text

separator (>)

vertical line ()

ARP
ATM
BCC
BGP
DARPA
DLSw
DoD
FIFO
FTP
GMT
IEEE
ILI

IP
NetBIOS
NTP
PvC
PDU
SMDS

Indicates data that appears on the screen.
Example: Set Bay Networks Trap Monitor Filters

Separates menu and option names in instructions and
internal pin-to-pin wire connections.

Example: Protocols > AppleTalk identifies the
AppleTak option in the Protocols menu.

Example: Pin 7> 19> 20

Indicates that you enter only one of the parts of the
command. The vertical line separates choices. Do not
type the vertical line when entering the command.
Example: If the command syntax is

show at routes | nets, you enter either
show at routes or show at nets, but not both.

Address Resolution Protocol

Asynchronous Transfer Mode

Bay Command Console

Border Gateway Protocol

Defense Advanced Research Projects Agency (formerly ARPA)
datalink switching

Department of Defense

first in first out

File Transfer Protocol

Greenwich Mean Time

Institute of Electrical and Electronic Engineers
Intelligent Link interface

Internet Protocol

Network Basic Input/Output System

Network Time Protocol

permanent virtual circuit

Protocol Data Unit

Switched Multimegabit Data Services
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SNAP Subnetwork Access Protocol

SNMP Simple Network Management Protocol

SRM system resource module

SvC switched virtual circuit

TCP Transmission Control Protocol

TCPIP Transmission Control Protocol/Internet Protocol
TFTP Trivia File Transfer Protocol

UDP User Datagram Protocol

WAN wide area network

Ordering Bay Networks Publications

To purchase additional copies of this document or other Bay Networks
publications, order by part number from Bay Networks Press™ at the following
numbers:

e Phone--U.S./Canada: 888-422-9773
e Phone--International: 510-490-4752
« FAX--U.S/Canadaand International;: 510-498-2609

The Bay Networks Press catalog is avail able on the World Wide Web at
support.baynetworks.comyLibrary/GenMisc. Bay Networks publications are
available on the World Wide Web at support.baynetworks.cormyLibrary/tpubs.

Bay Networks Customer Service

You can purchase a support contract from your Bay Networks distributor or
authorized reseller, or directly from Bay Networks Services. For information
about, or to purchase a Bay Networks service contract, either call your local Bay
Networks field sales office or one of the following numbers:
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Region Telephone number Fax number

978-916-3514

United States and 800-2LANWAN; then enter Express

Canada Routing Code (ERC) 290, when prompted,

to purchase or renew a service contract

978-916-8880 (direct)
Europe 33-4-92-96-69-66 33-4-92-96-69-96
Asia/Pacific 61-2-9927-8888 61-2-9927-8899

561-988-7550

Latin America 561-988-7661

Information about customer service is also available on the World Wide Web at
support.baynetworks.com.

How to Get Help

If you purchased a service contract for your Bay Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Bay Networks service program, call one of the following Bay
Networks Technical Solutions Centers:

Technical Solutions Center | Telephone number Fax number

Billerica, MA

800-2LANWAN

978-916-3514

Santa Clara, CA

800-2LANWAN

408-495-1188

Valbonne, France

33-4-92-96-69-68

33-4-92-96-69-98

Sydney, Australia

61-2-9927-8800

61-2-9927-8811

Tokyo, Japan

81-3-5402-0180

81-3-5402-0173
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Chapter 1
Starting TCP, FTP, TFTP, Telnet, NTP,
and NetBIOS over IP

What's in This Chapter

This chapter describes how to create abasic TCP, FTP, TFTR Telnet, NTP, and
NetBIOS over | P configuration by specifying values for required parameters only,
and accepting default values for all other parameters of these services. The
following table describes the sequence of tasks required to complete basic

configuration.

Topic Page
Summary of TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP Services 1-2
Starting Configuration Tools 1-5
Configuring IP for Global Protocols 1-6
Starting TCP Services 1-8
Disabling and Reenabling TCP on the Router 1-9
Starting FTP Services 1-10
Disabling and Enabling FTP 1-11
Starting TETP Services 1-13
Disabling and Reenabling TFTP Services 1-14
Starting Telnet Services 1-15
Disabling and Reenabling Telnet Services 1-17
Starting NTP _Services 1-20
Disabling and Reenabling NTP_Services 1-21
(continued)
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Topic Page
Starting NetBIOS over IP 1-22
Adding NetBIOS to an IP Interface 1-23
Enabling and Disabling NetBIOS on a Router 1-24

This chapter aso provides the following information:

* A comparitive summary of configuration (customization) tasks you can
perform using the BCC or Site Manager (See“ Summary of TCP_FTP, TFTP,

Telnet, NTP, and NetBIOS over |P Services,” on page 1-2.)

* |nstructions on how to disable, reenable, and delete TCP, FTP, TFTP, Telnet,

NTP, and NetBIOS over | P services.

Summary of TCP, FTP, TFTP, Telnet, NTP, and

NetBIOS over IP Services

After completing TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over 1P
configuration, you can perform the tasks defined in Table 1-1 to customize these
services. A check mark indicates whether you can configure a particular function

with the tool heading up the column.

Table 1-1. TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP Tasks

TCP Configuration Tasks

Task BCC Site Manager
Setting Minimum Retransmission Timeout O O
Setting Maximum Retransmission Timeout O a0
Setting Maximum Window Size (bytes) O O

FTP Configuration Tasks

Task BCC Site Manager
Specifying the FTP Default Volume 0 0
Specifying Number of Login Retries 0 0
Specifying Maximum FTP Idle Timeout 0 0

(continued)
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Table 1-1. TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP Tasks
Specifying the Maximum Number of FTP Sessions O 0
Specifying the Data Transmission Type 0
Specifying the FTP Control Connection 0
Specifying a Data Transfer Value 0
Specifying the TCP Window Size 0 O

TFTP Configuration Tas

Task BCC Site Manager
Specifying the Default Volume for the Router 0 0
Specifying a Retry Timeout Value 0 0
Specifying a Close Time Out Value 0 0
Specifying the Number of Retransmissions 0 0

Telnet Configuration Tasks

Task BCC Site Manager
Changing the Name of the Manager’s Login Script File | O 0
Changing the Name of the User’s Login Script File 0O 0
Enabling and Disabling User Logout 0 0
Enabling and Disabling a Telnet Server on the IP 0 0
Router

Specif.yi.ng the Maximum Number of Lines on the 0 0
Technician Interface Console

Pausing Telnet Console Output 0 0
Changing the Telnet Login Prompt 0O 0
Changing the Login Timeout 0 0
Changing the Password Timeout O 0
Changing the Command Timeout 0O 0
Changing Login Retries 0 0

(continued)
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Table 1-1. TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP Tasks
Using Telnet Server Diagnostics O
Changing the History File 0 0
Enabling and Disabling a Telnet Client on the IP Router | 0
Enabling and Disabling Verbose Debug Logging 0
Changing the Remote Port 0 0
Changing the Command Prompt 0 0

NTP Configuration Tasks

Task BCC Site Manager
Disabling and Reenabling NTP 0 0
Setting the NTP Operation Mode 0 0
Adding Remote Time Servers 0 0
Setting Config Peer Mode 0 0
Setting Local Host Mode O
Specifying the Source IP Address 0 0
Specifying Peer Preference 0
Deleting Remote Time Servers from a Router 0O 0
Specifying the IP Address of the Time Server 0
Specifying a Filter Type and IP Subnet Mask 0
Deleting Access for a Time Server 0

NetBIOS over IP Tasks

Task BCC Site Manager
Specifying a TTL Value for a Rebroadcast Packet 0
Enabling the Insertion of Record Route Option 0
Configuring a NetBIOS Cache 0
Configuring NetBIOS on an IP Interface O

(continued)
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Table 1-1. TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP Tasks
Configuring a Static NetBIOS Name and Address O
Supplying a Scope Identifier 0
Adding a Traffic Filter to a NetBIOS Interface 0

The following chapters describe how to perform all these tasks. Chapter 2, “TCP,
FTP, TFTPR, Telnet, NTPR, and NetBIOS over |P Concepts,” looks at how the
protocols work. Chapters 3 through 8 describe how to customize the default
settings after you have started the services.

Starting Configuration Tools

Before configuring TCP, FTP, TFTP, Telnet, NTP, and NetBIOS over IP services,
refer to the following user guides for instructions on how to start and use the Bay
Networks configuration tool of your choice.

Configuration Tool User Guide

Bay Command Console (BCC™) | Using the Bay Command Console
(AN/BN Routers)

Site Manager Configuring and Managing Routers
with Site Manager

Quick2Config Configuring Your Router Using the
Quick2Config Tool

NETarchitect Getting Started with Optivity Network Management
System 8.0

Configuring and Maintaining Networks
with the NETarchitect System

These guides also describe generically how to create or modify adevice
configuration.

117358-A Rev. A
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Configuring IP for Global Protocols

Before you configure TCP, FTR, TFTP, Telnet, NTP, and NetBIOS over IP using
the BCC or Site Manager, you must first start |P on the router.

Using Site Manager

Before you can select a protocol to run on the router, you must configure a circuit
that the protocol can use as an interface to an attached network. For information
and instructions, see Configuring WAN Line Services and Configuring Ethernet,
FDDI, and Token Ring Services.

When you have successfully configured the circuit, the Select Protocols window
opens. Proceed as follows:

Site Manager Procedure

You do this System responds

1. Inthe Select Protocols window, select IP. | The IP Configuration window opens.
Then click on OK.

2. Set the following parameters:
e IP Address
e Subnet Mask
e Transmit Bcast Addr
e UnNumbered Assoc Address
Click on Help or see the parameter
descriptions in Configuring IP Services.

3. Click on OK. You return to the Configuration Manager
window.

Using the BCC

To start IP on the router:
1. Configure aphysical interface on an available dot/connector.

2. Configure an IP interface on the physical interface.
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Step 1: Configuring a Physical Interface

To configure a physical interface on aslot and connector, navigate to the top-level
box prompt and enter:

interface_type slot slot_number connector connector_number
interface_type isthe name of alink module on the router.

slot_number is the number of the slot on which the link module is located.
connector_number is the number of a connector on the link module.

For example, the following command configures an Ethernet interface on slot 2,
connector 2.

box# ethernet slot 2 connector 2
et hernet/ 2/ 2#

Step 2: Configuring an IP Interface

To configure an IP interface on a physical interface, navigate to the prompt for the
physical interface and enter:

ip address address mask mask

address and mask are avalid | P address and its associated mask, expressed in
either dotted-decimal notation or in bit notation.

For example, the following command configures | P interface 2.2.2.2/255.0.0.0 on
an Ethernet physical interface on slot 2, connector 2.

et hernet/ 2/ 2# ip address 2.2.2.2 mask 255.0.0.0
ip/2.2.2.2/255.0.0.0#

AnIPinterface is now configured on the Ethernet interface with default values for
al interface parameters. When you configure an IP interface, the BCC also
configures IP globally on the router with default values for al 1P global
parameters.

You can customize I P by modifying IP global and interface parameters as
described in Configuring IP Services.

117358-A Rev. A
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Starting TCP Services

You can use the BCC command line interface or the Site Manager graphical user
interface to start TCP on the router, using default valuesfor all parameters. Before
you begin, verify that you have configured IP on an interface, as described in
“Configuring IP for Global Protocols,” on page 1-6.

Using the BCC

To configure TCP on the router with default settings, begin in configuration mode
at the box-level prompt:

1. ConfigureTCP.
box# tcp
2. Display TCP default settings.

tcp# info
onip
state enabl ed
mn-rto 250
nmax-rto 240000
max-w n 4096

t cp#

Using Site Manager

You can easily start TCP services using default values for all parameters. If you
decide to change some or all of the default values, refer to the instructionsin
Chapter 3, “ Customizing TCP Services.” For alist of TCP parameters, see
Appendix B.

Before you can start TCP services, you must verify that you have configured IP on
an interface, as described in “ Configuring IP for Global Protocols,” on page 1-6.
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Disabling

To start TCP services, perform the following actions.

Site Manager Procedure

You do this System responds

1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose TCP. The TCP menu opens.
4. Choose Create TCP. The Edit TCP Global Protocols Parameter

window opens, allowing you to change

TCP global parameters.

and Reenabling TCP on the Router

After you configure | P and start TCP, all TCP default parameters are
automatically enabled on the router. If you disable TCP, it isno longer available
onal IP circuits.

Using the BCC

To disable TCP, navigate to the TCP prompt and enter:
disable

For example, the following command line disables TCP on the router.

tcp# disable
tcp#t

To reenable TCP, navigate to the TCP prompt and enter:
enable

For example, this command line reenables TCP on the router.

tcp# enable
t cp#

117358-A Rev. A
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Using Site Manager

Complete the tasks in the following table to disable and reenable TCP on the

router.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose TCP.

The TCP menu opens.

4. Choose Global.

The Edit TCP Global Parameters window
opens.

Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-4.

Click on OK.

Site Manager saves your changes and
exits the window.

Starting FTP Services

You can use the BCC command line interface or the Site Manager graphical user
interface to configure FTP on the router, using default values for all parameters.
Before you begin, verify that you have configured I P on an interface, as described
in “Configuring |P for Global Protocols,” on page 1-6.

Using the BCC

To start FTP on the router with default settings, begin in configuration mode at the
box-level prompt:

1

Configure FTP.

box# ftp
ftp#

1-10
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2. Display FTP default settings.

ftp# info

on box

state enabl ed

defaul t-vol une 1

login-retries 3

idle-timout 900

max- sessi ons 3

t cp- wi ndow si ze 60000
ftp#

Using Site Manager

You can easily start FTP using default values for all parameters. If you decideto
change some or all of the defaults, refer to the instructionsin Chapter 4. For alist
of FTP parameters, see Appendix B.

Before you begin, verify that you have configured IP on an interface, as described
in “Configuring IP for Global Protocols,” on page 1-6.

To start FTP services, perform the following actions:

Site Manager Procedure

You do this System responds

1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose FTP. The FTP menu opens.
4. Choose Create FTP. Site Manager creates FTP on the router.

Disabling and Enabling FTP

After you configure IP and start FTP, all FTP default values are automatically
enabled on the router.
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Using the BCC

To disable FTP, navigate to the FTP prompt and enter:

disable

For example, this command line disables the FTP server on the router.

ftp# disable
ftp#

To reenable FTP, navigate to the FTP prompt and enter:

enable

For example, the following command sequence reenables FTP on the router.

ftp# enable
ftp#

Using Site Manager

Complete the tasks in the following table to enable and disable an FTP server.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

Choose Global Protocols.

The Global Protocols menu opens.

3. Choose FTP.

The FTP menu opens.

4. Choose Global.

The Edit FTP Global Parameters window
opens.

Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-4.

Click on OK.

Site Manager saves your changes and
exits the window.

1-12
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Starting TFTP Services

You can use the BCC command line interface or the Site Manager graphical user
interface to configure TFTP on the router, using default values for al parameters.
Before you begin, verify that you have configured IP on an interface, as described
in“Configuring P for Global Protocols,” on page 1-6.

Using the BCC

To start TFTP on the router with default settings, begin in configuration mode at
the box-level prompt:

1. ConfigureTFTP.

box# tftp
tftp#

2. Display TFTP default settings.

tftp# info
on box
state enabl ed
defaul t-vol une 2
retry-tineout 5
cl ose-ti meout 25
retry-count 5

Using Site Manager

You can easily start TFTP services using al default parameter values. If you
decide to change some or all of the defaults, refer to the instructionsin Chapter 5,
For alist of TFTP parameters, see Appendix B.

Before you begin, verify that you have configured IP on an interface, as described
in“Configuring P for Global Protocols,” on page 1-6.
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To start TFTP services, perform the following actions:

Site Manager Procedure

You do this System responds

1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocols.

2. Choose IP. The IP Protocols menu opens.

3. Choose TFTPR. The Edit TFTP Parameters window
opens, allowing you to customize TFTP
parameters.

By default, the default volumeis set to 2.

Disabling and Reenabling TFTP Services

After you configure | P and start TFTP on the router, all TFTP default parameters
are automatically enabled on the router.

Using the BCC

To disable TFTP, navigate to the TFTP prompt and enter:
disable

For example, the following command line disables TFTP on the router.

tftp# disable
tftp#

To reenable TFTP, navigate to the TFTP prompt and enter:
enable

For example, the following command line reenables TFTP on the router.

tftp# enable
tftp#

1-14
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Using Site Manager

To disable and reenable TFTP services, perform the following actions:

Site Manager Procedure

You do this System responds
1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose TFTPR. The Edit TFTP Parameters window
opens.
4. Setthe Enable parameter. Click on Help | The field is selected.
or see the parameter description on
page A-7.
5. Click on OK. You are returned to the Configuration

Manager window.

Starting Telnet Services

You can use the BCC command line interface or the Site Manager graphical user
interface to configure Telnet services on the router, using default values for all
parameters. Before you begin, verify that you have configured IP on an interface,
as described in *“ Configuring IP for Global Protocols,” on page 1-6.

Using the BCC

To start a Telnet server on the router with default settings, begin in configuration
mode at the box-level prompt:

1.

Navigateto the Telnet context.

box# telnet
tel net#

Configurea Telnet server.

tel net# server

117358-A Rev. A
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Display Telnet server default settings.

server# info

on tel net

state enabl ed
nmanager - scri pt aut ongr. bat
lines 24

nore enabl ed

pronpt {}
login-timeout 1
password-ti meout 1
command-ti meout 15
login-retries 3

aut o-user-script {}
force-| ogout disabl ed
hi story 20

server#

To start a Telnet client on the router with default settings, begin in configuration
mode at the box-level prompt:

1

Configurea Telnet client.
tel net# client
Display Telnet client default settings.

client# info

on tel net

state enabl ed
debug-1 og-flag of f
renot e-port 23
pronpt {}

client#

Using Site Manager

You can easily start Telnet services using default parameter values. If you decide
to change some or all of the defaults, refer to the instructions in Chapter 6. For a
list of Telnet parameters, see Appendix B.

Before you begin, verify that you have configured IP on an interface, as described
in“Configuring IP for Global Protocols,” on page 1-6.
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To start a Telnet server, perform the following actions:

Site Manager Procedure

You do this System responds

1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Create Server. The Telnet Configuration window opens,

allowing you to customize Telnet Server
global parameters.

To start a Telnet client, perform the following actions:

Site Manager Procedure

You do this System responds

1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocaols.

2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Client. The Telnet Client menu opens.
4. Choose Create Client. The Edit Telnet Global Client Parameters

window opens, allowing you to customize
Telnet Client global parameters.

Disabling and Reenabling Telnet Services

After you configure IP and start Telnet on the router, all Telnet default parameters
are automatically enabled on the router.
Using the BCC

To disable a Telnet server on the router, navigate to the server-specific prompt and
enter:

disable
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For example, the following command line disables a Telnet server from the router.

server # disable
tel net#

To reenable a Telnet server on the router, navigate to the server-specific prompt
and enter:

enable

For example, the following command line reenables a Telnet server on the router.

tel net# enable
server#

To disable a Telnet client on the router, navigate to the client-specific prompt and
enter:

disable

For example, the following command line disables a Telnet client from the router.

client#disable

To reenable a Telnet client on the router, navigate to the client-specific prompt and
enter:

enable

For example, the following command line reenables a Telnet client on the router.

client# enable
client#
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Using Site Manager

To enable or disable the Telnet server and the Telnet client for the | P router,
compl ete the tasks in the following table.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose Telnet Server.

The Telnet Server menu opens.

Choose Global.

The Edit Telnet Server Global Parameters
window opens.

Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-10.

Click on OK.

You return to the Configuration Manager
window.

To enable and disable the Telnet client, complete the tasks in the following table.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols. The Global Protocols menu opens.
Choose Telnet Client. The Telnet Client menu opens.

4. Choose Global. The Edit Telnet Client Global Parameters

window opens.

5. Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-16.

6. Click on OK. You return to the Configuration Manager

window.
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Starting NTP Services

You can use the BCC command line interface or the Site Manager graphical user
interface to configure NTP on the router, using default values for al parameters.

Before you begin:

Verify that you have configured IP on an interface, as described in
“Configuring IP for Global Protocols,” on page 1-6.

Verify that the remote time servers that you want to configure on the network
arereachablevialP.

To do this, you must ping the IP address of the time server you want to
configure. If the server you want to configure is not on the local network, you
will need to configure the appropriate | P routing protocol, such as RIP or
OSPF. For information on pinging a server or configuring routing protocols,
refer to Configuring IP Services.

Using the BCC

To start NTP services on the router with default settings, begin in configuration
mode at the box-level prompt:

3.

Configure NTP.

box# ntp
nt p#

Display NTP default settings.

nt p# info
on box
state enabl ed

Using Site Manager

You can easily start NTP using all default parameter values. If you decide to
change some or all of the defaults, refer to the instructionsin Chapter 7. For alist
of NTP parameters, see Appendix B.

Before you begin, verify that you have configured IP on an interface, as described
in“Configuring IP for Global Protocals,” on page 1-6.
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To start NTP services, perform the following actions:

Site Manager Procedure

You do this System responds

1. From the Configuration Manager window, | The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose NTP. The NTP menu opens.
4. Choose Create NTP. Site Manager creates NTP on the router.

Disabling and Reenabling NTP Services

After you configure IP and start NTP on the router, all NTP default parameters are
automatically enabled on the router.

Using the BCC

To disable NTP services, navigate to the NTP prompt and enter:

disable

For example, the following command line disables NTP on the router.

nt p# disable
nt p#

To reenable NTP services, navigate to the NTP prompt and enter:
enable

For example, the following command line reenables NTP on the router.

nt p# enable
nt p#
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Using Site Manager

To disable and reenable NTP on the router, complete the tasks in the following

table.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose NTP.

The NTP menu opens.

4. Choose Global.

The Edit NTP Global Parameters window
opens.

Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-17.

Click on OK.

Starting NetBIOS over IP

You can easily start NetBIOS over |P and configure it on acircuit using Site

Manager default parameter values. If you decide to change some or al of the

defaults, seeto theinstructionsin Chapter 8, “ Customizing NetBIOS over |P.” For
alist of NetBIOS over |P parameters, see Appendix B.

Before you begin, verify that you have configured IP on an interface, as described
in “Configuring IP for Global Protocols,” on page 1-6.

To start NetBIOS over IP, perform the following actions:

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
Choose Protocols.

The Protocols menu opens.

2.

Choose IP.

The IP menu opens.

(continued)
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Site Manager Procedure

You do this System responds
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Global. The Edit NetBIOS/IP Global Parameters
window opens.
5. Setthe Enable/Disable parameter. Click
on Help or see the parameter description
on A-25.
6. Click on OK. Site Manager returns you to the

Configuration Manager window.

Adding NetBIOS to an IP Interface

To add NetBIOS to an | P interface, complete the following tasks:

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
click on the connector to which you want to
add NetBIOS services.

Site Manager highlights the connector.

2. Click on Edit Circuit. The Circuit Definition window opens.

3. Choose Protocols. The Protocols menu opens.

4. Choose Add or Delete. The Select Protocols window opens.

5. Click on NetBIOS. Site Manager highlights the selection.

6. Click on OK. Site Manager returns you to the Circuit
Definition window.

7. Choose File. The File menu opens.

8. Choose Exit. Site Manager returns you to the

Configuration Manager window.
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Enabling and Disabling NetBIOS on a Router

When you start NetBIOS on the router, NetBIOS is automatically enabled.

To disable and reenable NetBIOS over |P, complete the following tasks:

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
Choose Protocols.

The Protocols menu opens.

Choose IP.

The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4, Choose Global.

The Edit NetBIOS/IP Global Parameters
window opens.

Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page page A-25.

Click on OK.

Site Manager returns you to the
Configuration Manager window.
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Chapter 2
TCP, FTP, TFTP, Telnet,
NTP, and NetBIOS over IP Concepts

This chapter describes the concepts behind TCP, FTP, TFTP, Telnet, NTP, and
NetBIOS over |P services and how we implement them in Bay Networks routers.
You can use thisinformation to decide how to customize TCP, FTP, TFTP, Telnet,
NTPR, and NetBIOS over |P parameters for your system.

TCP Overview

In the 1970s, the Defense Advanced Research Projects Agency (DARPA) of the
U.S. Department of Defense (DOD) devel oped the Transmission Control Protocol
(TCP) to provide communication among hosts manufactured by different vendors.
DARPA designed TCP to work within alayered hierarchy of networking
protocols, using the Internet Protocol (1P) to transfer data.

Built upon the IP layer suite, TCP is a connection-oriented, end-to-end protocol
that provides the packet sequencing, error control, and other services required to
provide reliable end-to-end communications. | P takes the packet from TCP and
passes it along whatever gateways are needed, for delivery to the remote TCP
layer through the remote IP layer.

The Bay Networks implementation of TCP generally ensures good terminal server
performance on slow-speed as well as high-speed LAN links. TCP services are
required to support upper-layer protocols, such as Telnet and FTP, which are part
of the TCP/IP suite.

TCP does not require reliability of the communication protocols below itself.
Therefore, TCP functions with lower-level protocols that are ssimple, potentially
unreliable datagram services. TCP uses I P for alower-level protocol.
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How TCP Works

TCPis connection-oriented. Therefore, before transferring data, you must first
establish alogical transport layer connection with a peer user. To establish this
connection, TCP uses what is sometimes called a“three-way handshake,” in
which theinitiating TCP sends a Protocol Data Unit (PDU) with a synchronize
(SYN) bit set to 1 in its header. The responding TCP then sends back a PDU with
both the SYN bit and the Acknowledged (ACK ) bit set, and possibly, some user
data. Time and, if necessary, retransmission are used to recover PDUs lost in this
process, allowing each side to indicate its starting sequence number. Because of
the possibility of lost or delayed PDUs, this three-way exchange ensures that
connections are established correctly.

Datatransfer is straightforward, and follows the procedures for flow control and
acknowledgment. TCP performs all acknowledgment and assigns all creditsin
terms of octets. A credit of eight (8), then, allows sending only 8 octets of data,
not 8 PDUs.

To release a connection, one TCP sends a PDU with the FIN flag set and a
sequence number one greater than that assigned to the last octet of the transmitted
data. Upon receipt of this PDU, the responding TCP sends back a PDU carrying
an ACK for the FIN’s sequence number and a FIN of its own (thisACK or FIN
may appear in the same PDU or in different PDUs). The TCP that sent the first
FIN must respond with an ACK for this new FIN. This rather complex procedure
alows agraceful close, ensuring that no dataiis lost during release of the
connection.

TCP Features

Since | P does not always guarantee reliable transfer of data, TCP implements
several reliability featuresto ensure that data arrives at its destination uncorrupted
and in the order sent. Table 2-1 describes these features.

2-2
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Table 2-1. TCP Reliability Features
Feature Description
Sequence TCP assigns a sequence number to each data segment it

numbers

transmits. The receiving host uses the sequence numbers to
make sure that all the data arrives in order.

TCP assigns sequence numbers on a per-octet basis, so the
value in this field is actually the sequence number of the first octet
of the user data.

Qut-of-order
caching

As TCP receives data segments, it puts them in sequential order
and forwards them to the receiving TCP client. If TCP fails to
receive one or more segments and cannot complete the
sequential ordering, it stores the remaining segments in cache
memory for as long as the TCP connection exists. When TCP
receives the missing segments, it takes the stored segments from
cache memory, puts them into sequential order with the newly
received segments, and then forwards them to the receiving TCP
client. Out-of-order caching ensures that data arrives in the
correct order while saving bandwidth and retransmission time.

Checksums

To ensure the integrity of the data, the sending host adds a
checksum to each segment it transmits. The receiving host
recalculates the checksum, and if there is damage, discards the
segment.

Flow control

Flow control allows the receiving host to regulate how much data
is sent to it. To activate flow control, the receiving host advertises
a window that indicates how much data it can accept. When the
transmit window is full, the sending host must stop sending data
until the receiving host can open the window again. To control the
rate of data transfer on your TCP connections, you can specify
the maximum window size allowed for each connection.

Acknowledgment
with
retransmission

TCP requires the receiving host to acknowledge that it has
received the data. If the sending host does not receive an
acknowledgment within a set timeout interval, the sending station
retransmits the data. TCP determines the timeout interval by
estimating the average time it takes to send a segment and
receive an acknowledgment for it.

117358-A Rev. A

2-3



Configuring IP Utilities

Connection Types

TCP is aconnection-oriented protocol that requires application programs at both
ends of a connection to agreeto it before TCP traffic can pass across an internet.
To do so, the application program at one end performs a passive open while the
application program at the other end performs an active open. For passive opens, a
TCP client (the process or application program that uses TCP) waits to accept
incoming connection requests. Clients using passive opens can listen for specific
connection requests or for arange of inbound requests. In an active open, the
client initiates the connection. Once a connection has been created, application
programs can begin to pass data; that is, the programs at each end exchange
messages that guarantee reliable delivery.

Connections and Connection States

TCP establishes a set of access points, referred to as ports, for each host. It
associates each port with a network and host address to form a socket. A pair of
sockets, together with sequence numbers, window sizes, and status information,
form a TCP connection.

Table 2-2 lists the states through which a TCP connection proceeds during its

lifetime.
Table 2-2. TCP Connection States
State Definition
LISTEN (2) TCP listens for a connection request from any remote TCP.
SYN SENT (3) TCP has sent a connection request (SYN segment) and waits for
a matching connection request and acknowledgment from the
remote TCP.

SYNRECEIVED (4) | TCP has sent a connection request, received a matching
request, and waits for a confirming connection request
acknowledgment from the remote TCP.

ESTABLISHED (5) | Connection open. Data can be received and sent. This is the
normal state for the data transfer phase of the connection.

FINWAIT-1 (6) TCP waits for a connection termination request (FIN segment)
from the remote TCP, or for an acknowledgment of a previously
sent connection termination request.

(continued)
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Table 2-2. TCP Connection States (continued)
State Definition
FINWAIT-2 (7) TCP waits for a connection termination request from the remote
TCP.
CLOSEWAIT (8) TCP waits for a connection termination request from the client.
CLOSING (10) TCP waits for a connection termination request acknowledgment

from the remote TCP.

LASTACK (9) TCP waits for acknowledgment of the connection termination
request previously sent to the remote TCP.

TIMEWAIT (11) TCP waits for enough time to pass to ensure that the remote TCP
received the acknowledgment of its connection termination
request.

CLOSED (1) No connection.

TCP Memory Considerations

The Transmission Control Protocol requires a significant amount of memory to:
» Retain copies of outbound datain case they must be retransmitted

» Retain copies of inbound datain case they are received out of order and must
be rearranged

« Manage the TCP connections

The amount of memory used per TCP connection is dynamic. Each connection
uses asmall amount of overhead memory (lessthan 1 KB), even if the connection
isidle. Asthe size of the transmit-and-receive window increases, so does the
memory for connections. It expands as much as TCP allows.

You can control the window size by setting a value for the Max. Window Size
parameter in the Edit TCP Global Parameters window (see Chapter 3). The
maximum amount of memory TCP can use for a connection is equal to the
overhead memory plus twice the window size (because the window can fill in both
directions).
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The value you set for the maximum window size depends on how much memory
you need for services other than TCP. If you have a complicated configuration,
specify alow Max. Window Size value for TCP connections, since spaceis
limited. Systems with less involved configurations can support more TCP
connections and a higher maximum window size value.

If TCP consumes too much memory on the router, connections slow down or even
abort. TCP uses feedback mechanisms to indicate to clients when resources are
becoming scarce. However, if clients disregard this feedback, TCP has to break
connections. TCP attempts to monitor and break the connections consuming the
most memory, to maintain connections consuming |ess memory.

TCP and IP Service Users

TCP isthe layer between |P and protocols running at higher layersin the network
hierarchy. Figure 2-1 shows a simple network architecture with four users of
TCP/IP services: datalink switching (DLSw), Telnet, FTP, and BGP.

DLSw Telnet FTP BGP

TCPOOO1A

Figure 2-1. TCP between IP and Clients
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The interface between TCP and programs that use TCP consists of a set of
messages exchanged between the clients and TCP, and a set of functions and
macros that user programs call to exchange TCP messages. These programs use
the functions and macros to:

e Open, close, abort, and get the status of connections.
» Control the flow of data.

» Encapsulate datafor TCP to transmit.

*  Process received TCP data.

When a program passes data to TCP, the TCP layer formats the data and calls on
the I P layer to transmit the data to its destination.

For information on creating TCP on the router, see Chapter 1. For information on
editing TCP parameters, see Chapter 3.

FTP Overview

The File Transfer Protocol alows files to be transferred from a server to an FTP
client or from an FTP client to the server. FTP ensures the integrity of data
transferred from one system to another.

Using FTP, you can log in to aremote host, identify yourself, list remote
directories, copy files to or from the remote host, and execute afew simple
commands remotely.

When you enable FTP on the router, you can:

* Download files from a host system to aremote router and retrieve files from
the router.

« Examinethedirectory listing of files on the remote router.
» Deletefiles on the remote router.
As network administrator, you use Site Manager to create the FTP server on the

router and edit FTP server parameters. For complete information and instructions,
refer to Chapter 4.
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How FTP Works

The FTP client initiates an FTP session with the FTP server on the router. The
session establishes two separate connections between host and router as follows:

e Control connection -- the communication path between the FTP client and the
FTP control server for the exchange of commands and replies used for
sending a command request or response.

» Dataconnection -- afull-duplex connection over which dataistransferredina
specified mode and type between FTP client and FTP server.

The FTP client residing on the host and the FTP server residing on the router rely
on the underlying support of TCP and IP for the reliable, sequenced transfer of
dataand control messages (Figure 2-2).

Host Router

FTP FTP

Client Server
-4—.AF v G- .
1 1
1 TCP TCP !
1 1
T T
L L
1 1
1 1
. 1P P
1 1
1 1
1 1
1 | I 1
1 T
1 1
e ————————— e —— 1

LAN/WAN

Key

4----=--- p  Control connection
44—  Data connection

TCPO002A

Figure 2-2. FTP Client and Server
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Table 2-3 describes the FTP commands that the FTP server supports on Bay

Networks routers.
Table 2-3. FTP Commands Supported
Command Code |Description

Access Control Commands

User Name USER | Initiates an FTP session for the user.
Password PASS | Specifies a user’s encrypted identification for access control.
Logout QUIT | Terminates the session and closes the control connection.

Transfer Parameter Commands

Data Port PORT

Specifies the data port to be used in the data connection.

Representation | TYPE
Type

Specifies the data transfer type. The server supports transfer
of ASCII and image (binary) data.

Transfer Mode MODE

Specifies the transfer mode. The server supports stream
mode only.

File Structure STRU

Specifies the file structure type. The server supports file (no
record) structure only.

FTP Service Commands

Retrieve RETR | Causes the server to transfer the specified file to the client.

Abort ABOR | Causes the server to abort the previous FTP service
command and any associated transfer of data.

Store STOR | Causes the server to accept the data transferred over the data

connection and store it on the server.

Store Unique STOU

Specifies the same operation as the Store command and, in
addition, causes the server to create the resulting file in the
current directory under a name unique to that directory.

Delete DELE | Causes the server to delete the specified file on the server.

List LIST Causes the server to send to the client a detailed list of files.

Name List NLST | Causes the server to send to the client a list of file names.

Status STAT | Causes the server to send to the client the control connection
status. If the server receives the command during file transfer,
the server sends the client the status of the transfer.

Help HELP | Provides helpful information.

No Operation NOOP

Specifies no action. Causes the server to send an OK reply.

(continued)
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Table 2-3. FTP Commands Supported (continued)

Command Code |Description

Change Working | CWD | Causes the server to change the volume.

Directory

Print Working PWD | Causes the server to print its current working directory.
Directory

Implementation-specific FTP Commands

Compact COMP | Causes the server to compact the flash card. Use this
command after the delete command, or when the amount of
contiguous space is low. You can determine the amount of
contiguous space on a router by using the dir command.

TFTP Overview

The Trivia File Transfer Protocol (TFTP) isaTCP/IP standard protocol for
transferring files with minimum capability and minimal overhead. TFTPis
implemented on top of the unreliable connectionless datagram delivery service
and is used to move files between network devices.

TFTP was designed to be small and easy to implement. Because itissmall, itis
more restrictive, lacking most of the features of the File Transfer Protocol (FTP).
TFTP provides inexpensive, unsophisticated file-transfer service only. It cannot
list directories and provides no authentication.

TFTP runs on top of the User Datagram Protocol (UDP) and uses timeout and
retransmission to ensure that data arrives. Each file transfer begins with a request
to read or write to afile; this request also servesto ask for a connection. If the
server grants the request, the connection is opened and thefileissent in
fixed-length blocks (data packets) of 512 bytes. Each data packet contains one
block of dataand must be acknowledged by an acknowledgment packet before the
next packet is sent. A data packet of less than 512 bytes terminates the transfer.

If apacket gets lost in the network, the intended recipient will time out and may
retransmit its last packet (which can be data or an acknowledgment), causing the
sender of the lost packet to retransmit the packet. Because the lock-step
acknowledgment guarantees that all older packets have been received, the sender
keeps one packet only on hand for transmission.
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Both devicesinvolved in aTFTP transfer are senders and receivers. One device
sends data and receives acknowledgments; the other device sends
acknowledgments and receives data.

The IP router includes a client and server implementation of TFTP, enabling the
router to transmit and receive files across an Internet.

You can use Site Manager to specify the operating characteristics of TFTP on the
router.

Telnet Overview

Telnet isavirtual terminal protocol that is part of the TCP/IP protocol suite. It
allows you to access any system on your network running the Telnet server
software. Accessing Telnet establishes avirtual connection between your terminal
and the specified host. Once you connect to a host through Telnet, your terminal
appearsto be connected directly to that host.

Telnet offers three basic services:

» It defines anetwork virtual terminal that provides a standard interface to
remote systems. Clients do not have to understand the details of all possible
remote systems; they are built to use the standard interface.

* Italowsclient and server to negotiate options, and it provides a set of
standard options.

» It treats both ends of the connection symmetrically. So, instead of forcing the
client side to connect to auser’sterminal, Telnet allows an arbitrary program
to become a client. Furthermore, either end of the connection can negotiate
options.

Telnet is used primarily to access the Technician Interface. You can execute
Technician Interface commands from a remote host (inbound Telnet) or originate
an outgoing Telnet session (outbound Telnet) to another Bay Networks router or
network device that accepts Telnet. You use outbound Telnet to access remote
routers when Site Manager or Simple Network Management Protocol (SNMP) is
unavailable.
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To use Telnet to access the Technician Interface, you must assign at least one IP
address to the router. The number of Telnet connections you can make to the
Technician Interfaceislimited only by the availability of system resources (that is,
system memory).

Note: We recommend that you establish no more than one Telnet session per
router.

How Telnet Works

Before you can enable Telnet on the router, you must first create TCP. After you
create TCP, you can create a Telnet server and Telnet client and modify their
default parameters. For information on creating TCP and modifying Telnet default
parameters, see Chapter 6.

Telnet Server

When you create a Telnet server, the router acceptsinbound requests from a Telnet
client and establishes a Telnet session to the Technician Interface.

A PC with anetwork configuration can run a Telnet terminal emulation program
to establish aremote session on arouter (Figure 2-3). In this case, the PC is
defined as a Telnet client and the router as a Telnet server.

2-12
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Telnet (server)
Inbound Telnet session EC___ [ 1]

TCP
connection

TCPO004A

Figure 2-3. Telnet Server

Telnet Client

When you create a Telnet client, the router sends outbound requests to a remote
host to establish a Telnet session on aremote node. After the router establishesthe
Telnet session, you can access al Technician Interface commands.

If you have established a terminal/consol e cable connection to a router, you can
log into thelocal router and use the Telnet command to establish aremote session
on aremote router (Figure 2-4). In this case, the local router is defined as the
Telnet client and the remote router as the Telnet server.
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Telnet (client) Outbound Telnet (server)
= — Telnet session E P
/[ —— >\ <
= >

Console cable

TCP
connection

TCPOO05A

Figure 2-4. Telnet Client

For information on creating Telnet on the router and editing Telnet parameters,
refer to Chapter 6.
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NTP Overview

The Network Time Protocol (NTP) synchronizes the timing of internal clocks of
various internet devices across large, diverse networks to universal standard time.
NTP runs over UDP, which in turn runs over IP. The NTP protocol specificationis
documented in RFC 1305.

Each internet device on the network contains an internal system clock that is used
to maintain accurate time for the internet device. The internal system clock on
most local devicesis set by eye or by wristwatch to within a minute or two of the
actual time and israrely reset at regular intervals. Many of these clocks are
battery-backed devices that use room temperature clock oscillators that can drift
as much as several seconds each day. NTP solves this problem by automatically
adjusting the time of the internet devices so they are synchronized within
milliseconds.

The current implementation of NTP supports only NTP Client mode. In this
mode, thelocal NTP client, which runs on arouter, accepts time information from
other remote time servers and adjusts its clock accordingly. However, the NTP
local client will not attempt to synchronize another device's clock.

Understanding NTP Terminology

An NTP peer can be any Internet device that runs NTP software. However, the
current implementation of NTP refersto peers as remote time servers that provide
time information to other time servers on the internet and to the local NTP client.
An NTP client refers to the local internet device -- in this case arouter -- that
accepts time information from other remote time servers.

NTP System Implementation Model

NTP is based on a hierarchical model that consists of alocal NTP client, which
runs on the router, and a number of remote time servers. The NTP client sends
requests for time information (NTP messages) to and receives time information
from one or more remote time servers on the Internet. The local NTP client
reviews the time information from all available time servers and synchronizesits
internal clock to the time servers whose time is most accurate. The NTP client
does not forward time information to other internet devices running NTP.

117358-A Rev. A

2-15



Configuring IP Utilities

There are two types of time serversin the NTP model: primary time servers and
secondary time servers. A primary time server is directly synchronized to a
primary reference source, usually awire or radio clock that is synchronized to a
radio station that provides a standard time service. The primary time server isthe
authoritative time source in the hierarchy, meaning that it is the one true time
source to which the other NTP devicesin the subnet will synchronize their
internal clocks.

A secondary time server synchronizesitstime from aprimary time server or from
one or more secondary time servers to form a synchronization subnet (see

Figure 2-5). A synchronization subnet is a self-organizing, hierarchical
master-slave configuration with the primary servers at the root and the secondary
servers of decreasing accuracy at successive levels from the primary servers.

Primary
server

Stratum 1

Secondary
servers

) Stratum 2

Stratum 3

TCPOOO7A

Figure 2-5. Time Servers Forming a Synchronization Subnet

Inthe NTP model, the synchronization subnet automatically reconfiguresin a
hierarchical master-dlave configuration to produce the most accurate and reliable
time, even when one or more primary time servers or the network path between
them fails. Thisincludes a casein which al the primary servers on a partitioned
subnet fail, but one or more backup primary servers continue to operate. Should
al primary time serversin the subnet fail, the remaining secondary servers will
synchronize among themselves.
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Understanding How NTP Distributes Time Within the Subnet

NTP distributes time through a hierarchy of primary and secondary time servers,
with each server adopting a“ stratum” (see Figure 2-5 on page 2-16). A “stratum”
defines how many NTP “hops’ away a particular secondary time server isfrom an
authoritative time source (primary time server) in the synchronization subnet.

A “stratum 1" time server, located at the top of the hierarchy (or bottom,
depending on your point of view), is directly attached to an external time source,
typically awire or radio clock; a“stratum 2" time server receivesitstimeviaNTP
from a“stratum 1" time server; a“stratum 3" time server receivesitstime via
NTP from a*“stratum 2" time server, and so forth.

Each NTP client in the synchronization subnet chooses as its time source the
server with the lowest stratum number that it is configured to communicate with
viaNTP. This strategy effectively builds a self-organizing tree of NTP speakers.
The number of strataislimited to 15 to avoid long-lived synchronization loops.

NTP tries not to synchronize to aremote time server whose time might not be
accurate. It avoids doing thisin two ways. First, NTP never synchronizesto a
remote time server that is not in turn synchronized itself. Second, NTP compares
the time reported by several remote time servers, and will not synchronizeto a
remote time server whose time is markedly different from the others, eveniif its
stratum is lower.

Synchronizing with the Best Available Time Server

Unlike other implementations of time synchronization protocols, NTP does not
attempt to synchronize the remote time server'sinternal clocks to each other.
Rather, NTP achieves time synchronization by synchronizing their clocks to
universal standard time using the “best” available time source and transmission
paths to that time source.
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NTP uses the following criteria to determine the time server whose time is best:
*  Time server with the lowest stratum

e Time server closest in proximity to the primary time server (reduces network
delays)

* Time server offering the highest claimed precision
NTP prefers to have accessto severa (at least three) servers at the lower stratum

level, sinceit can apply an agreement algorithm to detect a problem on any part of
the time source.

NTP Modes of Operation

NTP provides three modes of operation (or associations) in which time servers
and NTP clients can communicate with each other in the synchronization subnet:
unicast client mode, broadcast client mode, and multicast client mode. Currently,
Bay Networks supports only NTP client mode.

NTP forms an association when two remote time servers exchange messages and
one or both of them create and maintain an instantiation of the router.

Unicast Client Mode

Unicast client mode is the recommended mode of operation. Use unicast client
mode to configure a set of remote time servers (or peers) for time synchronization.
You can also configure access control filters for time serversin unicast vlient
mode, but normally you would perform this operation in broadcast client or
multicast client mode. For more information on performing these tasks, see
Chapter 7.

When you configure a set of remote time servers (peers), NTP creates a peer list
that includes each time server’s | P address. The NTP client uses the peer list to
determine which remote time servers to query for time information. When the
NTP client queries the remote time servers, they respond with various time
stamps, along with information about their clocks, such as stratum, precision, and
time reference (Eigure 2-6). The NTP client reviews the list of responses from all
the available servers and chooses one as the “best” available time source from
which to synchronize its internal clock.

2-18
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Figure 2-6. NTP Time Servers Operating in Unicast Client Mode

Broadcast and Multicast Client Mode

In broadcast client and multicast client modes, the local NTP client will accept
NTP packets from every remote time server on the internet, provided the IP
destination address of the NTP packet matches the | P broadcast address of the
local NTP client. Oncethe NTP client receives NTP packets, it applies rules based
on the NTP protocol to select the remote time server with the greatest accuracy.

In broadcast client and multicast client modes, you can restrict specific time
servers from sending NTP packetsto an NTP client by configuring access control
filters. You cannot, however, configure peersin either broadcast client or multicast
client mode.

We recommend that you use broadcast client mode and multicast client mode
when you have many clients on the network and only one remote time server, as
broadcasting reduces overall traffic volume on the network.
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NetBIOS Overview

The Network Basic Input/Output System (NetBIOS) is a session layer
communications service used by client and server applicationsin IBM token ring
and PC LAN networks.

NetBIOS provides applications with a programming interface for sharing services
and information across a variety of lower-layer network protocols, including IP.
Figure 2-7 shows the position of NetBIOS and IP in a simple network

architecture.
Host A Host B
_____ 4 o - 1 _
Application Client Server
layer Router
Session NetBIOS NetBIOS
layer
Network
P ﬂ P
layer -
[ LAN/WAN
1PO032A
Figure 2-7. NetBIOS over IP

There are three categories of NetBlOS services. the name service, the session
service, and the datagram service.

The NetBIOS name service allows an application to:

*  Verify that its own NetBIOS name is unique. The application issues an add
name query to NetBIOS. NetBI OS broadcasts the add name query, containing
the name. NetBI1OS applications that receive the query return an add name
response or a name-in-conflict response. If no response to the query is
received after (typically) six broadcasts, the name is considered to be unique.

e Delete aNetBIOS name that the application no longer requires.
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NetBIOS in

* Useaserver's NetBIOS name to determine the server’s network address. The
application issues a name query request to NetBIOS, containing the target
server's NetBIOS name. NetBIOS broadcasts the name query request. The
server that recognizes the name returns a name query response containing its
network address.

The NetBIOS session service allows an application to conduct areliable,
sequenced exchange of messages with another application. The messages can be
up to 131,071 bytes long.

The NetBIOS datagram service allows an application to exchange datagrams with
a specific application or to broadcast datagrams to a group and receive datagrams
from the group. Datagrams allow applications to communicate without
establishing a session. When a NetBIOS application wants to send information
that does not require acknowledgment from the destination application, the
application can transmit a NetBIOS datagram.

an IP Environment

The NetBIOS name service and datagram service rely on the capability of the
underlying network to broadcast name query requeststo al NetBIOS
applications. In aNetBIOS over |P environment, it is the responsibility of the IP
router to ensure that the broadcast queries reach all appropriate network segments.
To do this, the router:

1. Analyzes each NetBIOS packet received on any NetBIOS interface to
determine whether the packet is a broadcast packet

2. Rebroadcasts each broadcast packet out all appropriate interfaces, except the
one on which it was received (readdressing the packet if required)

If alternate paths exist between different network segments, broadcasting loops
can occur. To prevent such loops, the router:

1. Stampsthe data portion of the | P packet with the | P address of the router from
which the packet was rebroadcast

2. Parsesthe IP addresses included in the data portion of the IP packet to
determine if the packet has already been rebroadcast by that router

In Figure 2-8, for example, client C on the network connected to router B wishes
to communicate with server S, which is located on the network connected to
router A.
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The following steps occur:

1. Theclient issuesaname query request to NetBIOS on the host, specifying the
server application by its NetBIOS name. The | P service on the host broadcasts
the name query request.

2. Router B receives the name query request, determinesthat it is a broadcast
message, and rebroadcasts it out each of its NetBIOS interfaces (except for
the one on which it arrived).

Router A receives the broadcast equest and rebroadcasts to its local network.

The server on router A receives the | P broadcast request and recognizes its
own name.

Router A

EERS

©_> Router B

—»

Router D

Key

— @ Client
a X

S

B  NetBIOS/IP Interface

Server

IPO033A

Figure 2-8. Broadcasting a Name Query Request
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The server responds to the name query request by issuing a positive name query
response, containing the |P address of the server, to NetBIOS on the host. The
following steps occur (Figure 2-9):

1. NetBIOS sends the response to router A as a unicast message.

2. Router A and router B forward the unicast response to the awaiting client.

Now that the client has obtained the server’s | P address from the name query
response, client and server can communicate by exchanging 1P messages.

Router A L

@ <4 Router B

Router D

= Key

= @ Client
Y Server
s
[ NetBIOS/IP Interface

IPO034A
Figure 2-9. Returning a Unicast Name Query Response
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Forwarding Name Queries over an Unnumbered Interface

NetBIOS cannot be configured directly on an unnumbered interface. Because of
this restriction, name query reguests cannot be broadcast over an unnumbered
interface.

To forward name query requests over unnumbered interfaces, the network
administrator configures a static NetBIOS name entry to the proper NetBIOS
name server. In this way, name query requests will traverse the unnumbered
interfaces as unicast | P packets.
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Chapter 3
Customizing TCP Services

Topic Page
Setting Minimum Retransmission Timeout 3-1
Setting Maximum Retransmission Timeout 3-3
Setting Maximum Window Size (bytes) 3-4

This chapter describes how to customize TCP services on the router. It assumes
you have configured IP on an interface and started TCP using the default
parameters, as described in Chapter 1, and that you understand the TCP concepts
described in Chapter 2.

After you start TCP on the router, TCP default values are in effect for all TCP
parameters (see parameter descriptionsin Appendix A). You customize TCP by
modifying these parameters as described in the following sections.

Setting Minimum Retransmission Timeout

You can specify a minimum value for the retransmission timeout. When one side
of aTCP connection sends aframe and does not receive an acknowledgment from
the other side of the connection within the timeout period, the sending station
retransmits the frame.

If you are transmitting on a high-speed network and you set the minimum
retransmission timeout value too high, network performance may degrade because
TCP must wait for the timeout period to elapse before retransmitting
unacknowledged data.
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Using the BCC

By default, the router sets the minimum retransmission timeout value to 250
milliseconds (ms).

To specify avalue for the minimum retransmission timeout, navigate to the TCP
prompt and enter:

min-rto integer

integer is avalue from 100 to 15000 ms (msec.)

For example, the following command sets the value for the minimum
retransmission timeout to 300 ms:

tcp# min-rto 300
tcp#

Using Site Manager

Complete the tasks in the following table to specify avalue for the minimum
retransmission timeout.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

Choose Global Protocols.

The Global Protocols menu opens.

3. Choose TCP.

The TCP menu opens.

4. Choose Global. The Edit TCP Global Parameters window
opens.
5. Set the Min. Retransmission Timeout
(msec.) parameter. Click on Help or see
the parameter description on page A-2.
6. Click on OK. Site Manager saves your changes and

exits the window.
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Setting Maximum Retransmission Timeout

You can specify a maximum value for the retransmission timeout. When one side
of aTCP connection sends aframe and does not receive an acknowledgment from
the other side of the connection within the timeout period, the sending station
retransmits the frame.

If you are transmitting on alow-speed network and you set the maximum
retransmission timeout value too low, the network may become congested, as TCP
retransmits unacknowledged frames that have not yet reached their destination.

Using the BCC

By default, TCP sets the maximum retransmission value to 240000 ms. To specify
avalue for the minimum retransmission timeout, navigate to the TCP prompt and
enter:

max-rto integer
integer is avalue from 15000 to 240000 ms.

For example, the following command sets the value for the maximum
retransmission timeout to 235000 ms.

t cp# max-rto 235000
t cp#

Using Site Manager

Complete the tasks in the following table to specify a maximum value for the
retransmission timeout.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose TCPR. The TCP menu opens.
4. Choose Global. The Edit TCP Global Parameters window
opens.
(continued)
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Site Manager Procedure (continued)

You do this System responds

5. Set the Max. Retransmission Timeout
(msec.) parameter. Click on Help or see
the parameter description on page A-3.

6. Click on OK. Site Manager saves your changes and
exits the window.

Setting Maximum Window Size (bytes)

You can specify avalue in bytes to determine the maximum transmit-and-receive
window size that TCP alowsfor each connection. The larger the window size, the
more memory each TCP connection consumes.

Using the BCC

By default, TCP sets the maximum window size to 4096 bytes. To specify the
maximum window size, navigate to the TCP prompt and enter:

max-win integer
integeris avalue from 512 to 65535 bytes.

For example, the following command sets the value for the maximum window
sizeto 1050 bytes:

t cp# max-win 1050
t cp#
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Using Site Manager

Complete the tasks in the following table to set the maximum window size (in
bytes) that TCP allows for each connection.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Edit TCP Global Parameters window
choose Protocols. opens.
Choose Global Protocols. The Global Protocols menu opens.
3. Choose TCP. The TCP menu opens.
4. Choose Global. The Edit TCP Global Parameters window
opens.

5. Set the Max. Window Size (bytes)
parameter. Click on Help or see the
parameter description on page A-3.

6. Click on OK. Site Manager saves your changes and
exits the window.
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Chapter 4
Customizing FTP Services

Topic Page
Specifying the FTP Default Volume 4-2
Specifying Number of Login Retries 4-3
Specifying Maximum FTP Idle Timeout 4-4
Specifying the Maximum Number of FTP Sessions 4-5
Specifying the Data Transmission Type 4-6
Specifying the FTP Control Connection 4-7
Specifying a Data Transfer Value 4-8
Specifying the TCP Window Size 4-8

This chapter describes how to customize FTP services on the router. It assumes
you have configured 1P on an interface and started FTP using the default
parameters, as described in Chapter 1, and that you understand the FTP concepts
described in Chapter 2.

After you start FTP on the router, FTP default values are in effect for al FTP
parameters (see parameter descriptionsin Appendix A). You customize FTP by
modifying these parameters as described in the following sections.
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Specifying the FTP Default Volume

The FTP default volume is thefile system volume to which FTP writes transferred
files and from which FTP retrievesfiles for transfer. To specify the FTP default
volume, you must enter avalue from 1 to 13 for the file system volume. On
diskette-based systems, you must enter Volume A as the default volume.

Using the BCC

By default, FTP uses volume 1 as the default volume. To specify avolume,
navigate to the FTP prompt and enter:

default-volume volume_number
volume _number is an integer ranging from 1 to 14, 1ato 44a, or 1b to 4b.

For example, the following command sequence specifies volume 5 as the default
volume and displays attributes and values:

ftp# default-volume 5
ftp# info
on box

state di sabl ed

defaul t-vol une 2

login-retries 3

idle-tineout 900

nmax- sessi ons 3

t cp- wi ndow si ze 60000

Using Site Manager

Complete the tasks in the following table to specify the FTP default volume.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose FTP. The FTP menu opens.
4. Choose Global. The Edit FTP Global Parameters window
opens.
(continued)
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Site Manager Procedure (continued)

You do this

System responds

5. Set the Default Volume parameter. Click
on Help or see the parameter description
on page A-4.

6. Click on OK.

Site Manager saves your changes and
exits the window.

Specifying Number of Login Retries

The FTP login retries value is the number of FTP login retries that FTP will

accept before rejecting logins.

Using the BCC

By default, FTP acceptsonly 3 FTP login retries. To enter the number of retries,

navigate to the FTP prompt and enter:

login-retries integer

integer is the number of retriesthat FTP allows.

For example, the following command line causes FTP to accept 10 login retries

before rejecting logins.

ftp# login-retries 10
ftp#

Using Site Manager

Complete the tasks in the following table to specify an FTP login retry value.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose FTP.

The FTP menu opens.

(continued)
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Site Manager Procedure (continued)

You do this System responds
4. Choose Global. The Edit FTP Global Parameters window
opens.

5. Setthe Login Retries parameter. Click on
Help or see the parameter description on
page A-4.

6. Click on OK. Site Manager saves your changes and
exits the window.

Specifying Maximum FTP Idle Timeout

The FTPidletimeisthe length of time (in seconds) that FTP waits before closing
an idle FTP control connection. You must determine the maximum idle time you
want to allow and specify the time value in seconds.

Using the BCC

By default, FTP waits 900 seconds before closing an idle FTP control connection.
To specify atimeout interval, navigate to the FTP prompt and enter:

idle-timeout integer
integer is the number of seconds FTP waits before timing out.

For example, the following command line causes FTP to wait 150 seconds before
closing anidle FTP control session.

ftp# idle-timeout 150
ftp#
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Using Site Manager

Completethe tasksin the following table to set the length of time (in seconds) that
FTP waits before closing an idle FTP control connection.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose FTP.

The FTP menu opens.

4. Choose Global.

The Edit FTP Global Parameters window
opens.

5. Setthe Idle Time Out (secs) parameter.
Click on Help or see the parameter
description on page A-5.

6. Click on OK.

Site Manager saves your changes and
exits the window.

Specifying the Maximum Number of FTP Sessions

You can determine the maximum number of FTP sessions you want to run
simultaneously by specifying a value from 1 to 10000.

Using the BCC

By default, FTP alows up to 3 sessions at one time. To specify the number of
sessions, navigate to the FTP prompt and enter:

max-sessions integer

integer is the maximum number of allowable FTP sessions.

For example, the following command sets the maximum number of FTP sessions

to 10:

ft p# max-session 10
ftp#

117358-A Rev. A

4-5



Configuring IP Utilities

Using Site Manager

Complete the tasksin the following table to specify the maximum number of FTP
sessions you want to run at one time.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose FTP.

The FTP menu opens.

4. Choose Global.

The Edit FTP Global Parameters window
opens.

Set the Max. Sessions parameter. Click
on Help or see the parameter description
on page A-5.

Click on OK.

Site Manager saves your changes and
exits the window.

Specifying the Data Transmission Type

The BCC does not support this parameter.

You can determine the type of data transmission you want to use to transfer your
files. To tranfer files consisting of ASCII characeters, specify ASCII. To specify
files consisting of binary characters, specify Binary.

You can use Site Manager to specify the data transmission type you want to use.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
select Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

Choose FTP.

The FTP menu opens.

(continued)
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Site Manager Procedure (continued)

You do this

System responds

4.

Choose Global.

The Edit FTP Global Parameters window
opens.

Set the Type of Service parameter. Click
on Help or see the parameter description
on page A-5.

Click on OK.

Site Manager saves your changes and
exits the window.

Specifying the FTP Control Connection

The BCC does not support this parameter.

You can determine how the Internet transport layer handles datagrams on a control
data connection by specifying the Type of Service value that FTP insertsin IP
datagrams on a control connection.

You can use Site Manager to specify the type of service value.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose FTP.

The FTP menu opens.

4. Choose Global. The Edit FTP Global Parameters window
opens.
5. Set the Control Connection parameter.
Click on Help or see the parameter
description on page A-6.
6. Click on OK. Site Manager saves your changes and

exits the window.
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Specifying a Data Transfer Value

The BCC does not support this parameter.

You can determine how the Internet transport layer handles datagrams on a data
transfer connection by specifying a value that indicates the Type of Service that
FTPinsertsin IP datagrams on a data transfer connection.

You can use Site Manager to specify the type of service value that FTP insertsin
IP datagrams on a data transfer connection.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
select Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose FTP. The FTP menu opens.
4. Choose Global. The Edit FTP Global Parameters window
opens.

5. Set the Data Transfer parameter. Click on
Help or see the parameter description on
page A-6.

6. Click on OK. Site Manager saves your changes and

exits the window.

Specifying the TCP Window Size

You can determine the size of the window you require on your system for TCP
connections by specifying its sizein bytes.

Using the BCC

By default, the size of TCP windows used for connections is 60,000 bytes. To
specify a TCP window size, navigate to the FTP prompt and enter:

tcp-window-size integer

integer isthe size in bytes of the TCP window.

4-8
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For example, the following command line sets the window size used for TCP

connections to 45,000 bytes.

ftp# tcp-window-size 45000
ftp#

Using Site Manager

Complete the tasks in the following table to specify the size of the windows used

for TCP connections.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose FTP.

The FTP menu opens.

4. Choose Global.

The Edit FTP Global Parameters window
opens.

5. Setthe TCP Window Size parameter.
Click on Help or see the parameter
description on page A-6.

6. Click on OK.

Site Manager saves your changes and
exits the window.
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Chapter 5
Customizing TFTP Services

Topic Page
Specifying the Default Volume for the Router 5-1
Specifying a Retry Timeout Value 5-3
Specifying a Close Time Out Value 54
Specifying the Number of Retransmissions 5-5

This chapter describes how to customize Trivial File Transfer Protocol (TFTP)
services on the router. It assumes you have configured 1P on an interface and
started TFTP using the default parameters, as described in Chapter 1, and that you
understand the TFTP concepts described in Chapter 2

After you start TFTP on the router, TFTP default values are in effect for all TFTP
parameters (see parameter descriptions in Appendix A). You customize TFTP by
modifying these parameters as described in the following sections.

Specifying the Default Volume for the Router

When you configure arouter, you must specify which of the router’s slots will be
used, by default, for all TFTP GETsand PUTSs.

Using BCC

By default, the slot on which TFTP runs on the router is 2. If you are configuring
an AN® router, you must specify slot 1.
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To specify the slot on which TFTP runs, navigate to the TFTP prompt and enter

default-volume slot

slot isaninteger intherange 1to 14, 1lato 4a, or 1bto 4b.

For example, the following command line sets the default volume on which TFTP
runsto 3.

tftp# default-volume 3
tftp#

Using Site Manager

Complete the tasks in the following table to specify the appropriate volume
number on which you are configuring TFTP.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose IP.

The IP menu opens.

3. Choose TFTPR.

The Edit TFTP Parameters window
opens.

Set the Default Volume parameter. Click
on Help or see the parameter description
on page A-7.

Click on OK.

Site Manager saves your changes and
exits the window.

5-2
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Specifying a Retry Timeout Value

Using BCC

You can specify the amount of time (in seconds) that TFTP waits for an
acknowledgment before retransmitting the last packet.

By default, TFTP waits 5 seconds for an acknowledgment before retransmitting
the last packet.

To specify aretry timeout value, navigate to the TFTP prompt and enter:
retry-timeout integer
integer isany number of seconds.

For example, the following command line causes TFTP to wait 10 seconds before
it transmits the last packet.

tftp# retry-timeout 10
tftp#

Using Site Manager

Complete the tasks in the following table to specify the number of seconds that
TFTP waits for an acknowledgment.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose TFTP. The Edit TFTP Parameters window
opens.

4. Set the Retry Time Out parameter. Click
on Help or see the parameter description
on page A-7.

5. Click on OK. Site Manager saves your changes and
exits the window.
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Specifying a Close Time Out Value

You can specify the number of seconds TFTP waits, after it has successfully
retrieved afile, to make sure that the sender has received the last acknowledgment.

Using the BCC

By default, TFTP waits 25 seconds. To specify aretry timeout value, navigate to
the TFTP prompt and enter:

close-timeout integer

integer isany number of seconds.

For example, the following command line causes TFTP to wait 15 minutes to
make sure that the send has received the last acknowledgment.

tftp# close-timeout 15
tftp#

Using Site Manager

Complete the tasks in the following table to specify a close time out value.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose IP. The IP menu opens.

3. Choose TFTPR. The Edit TFTP Parameters window
opens.

4. Setthe Close Time Out parameter. Click

on Help or see the parameter description
on page A-8.

Click on OK.

Site Manager saves your changes and
exits the window.
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Specifying the Number of Retransmissions

You can specify the number of times TFTP retransmits an unacknowledged
message before abandoning the transfer attempt.

Using the BCC

By default, TFTP abandons the transfer attempt after 5 unsuccessful
retransmissions. To specify the number of times TFTP retransmits an
unacknowledged message before aborting, navigate to the TFTP prompt and
enter:

retry-count integer
integer indicates any number of retransmissions

For example, the following command line causes TFTP to abandon the transfer
attempt after 10 retries.

tftp# retry-count 10
tftp#

Using Site Manager

Complete the tasks in the following table to specify the number of retransmissions
that TFTP will attempt.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose TFTPR. The Edit TFTP Parameters window
opens.

4. Set the Retransmit parameter. Click on
Help or see the parameter description on
page A-8.

5. Click on OK. Site Manager saves your changes and
exits the window.
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This chapter describes how to customize Telnet services on the router. It assumes
you have configured IP on an interface and started Telnet using the default
parameters, as described in Chapter 1, and that you understand the Tel net concepts
described in Chapter 2.

After you start Telnet services on the router, default values are in effect for all
Telnet configuration parameters (see parameter descriptions starting on page A-8.)
You may want to change these parameter values, depending on the requirements
of your network.

The following sections describe information you supply and options you select
that affect the way the Telnet runs on the router.

Customizing the Telnet Configuration

After you start the Telnet server to establish inbound Telnet sessions on the router,
the script files for the Manager’'s Login, User’'s Login, and Force User’'s Login run
automatically when you log in. You can accept these defaults, or customize the
Telnet configuration by changing these scripts as needed.

Changing the Name of the Manager’s Login Script File

By default, the name of the manager’s script file is automgr.bat. You can specify a
new name for the manager’s login script by supplying an 8-character file name. If
you do not want to change the name of the manager’s login script, accept the
default name.

Using the BCC

To specify the name of the Manager’s Login script, navigate to the server-specific
prompt and enter:

manager-script string

string is name of the manager’slogin script file.
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For example, the following command line causes the device to assign the name
manager 1.bat to the manager’s login script:

server# manager-script managerl.bat
server#

Using Site Manager

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Create Telnet Server. The Telnet Configuration window opens.
5. Setthe Manager’s Login Script
parameter. Click on Help or see the
parameter description on page A-8.
6. Click on OK. Site Manager saves your changes, exits

the window, and returns you to the
Configuration Manager window.

Changing the Name of the User’s Login Script File

By default, the name of the user’slogin script file is autouser.bat. You can specify
anew name for the user’slogin script file by supplying an 8-character file name. If
you do not want to change the name of the user’s login script, accept the default
name.

Using the BCC

To specify the name of the user’s login script file, navigate to the server-specific
prompt and enter:

auto-user-script string

string is the name of the user’slogin script file.
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For example, the following command line causes the system to automatically
execute the script file router 1.bat at login:

server# auto-user-script routerl.bat
server#

Using Site Manager

Complete the tasks in the following table to specify anew user’'s login script file.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Create Telnet Server. The Telnet Configuration window opens.
5. Setthe User’s Login Script parameter.
Click on Help or see the parameter
description on page A-9.
6. Click on OK. Site Manager saves your changes and

exits the window.

Enabling and Disabling User Logout

By default, the user autoscript isisin effect for your Telnet session when you log
in. You can press control-c to cancel the user autoscript and access the Technician
Interface. To prevent users from canceling the user autoscript at login, set this
parameter to Enable.

Using the BCC

To prevent users from canceling the user autoscript at login, navigate to the
server-specific prompt and enter:

force-logout enabled
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For example, this command line prevents users from canceling the user autoscript
at login:

server# force-logout enabled
server#

To allow usersto cancel the user autoscript at login, navigate to the server-specific
prompt and enter:

force-logout disabled

For example, this command line allows users to cancel the user autoscript at login:

server# force-logout disabled
server#

Using Site Manager

Complete the tasks in the following table to cancel the user autoscript at login or
to prevent users from canceling the user autoscript at login.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Create Telnet Server The Telnet Configuration window opens.
5. Set the Force User Logout parameter.
Click on Help or see the parameter
description on page A-9.
6. Click on OK. Site Manager saves your changes and

exits the window.

Customizing the Telnet Server on the Router

This section describes how to customize your Telnet server on the router.
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Enabling and Disabling a Telnet Server on the IP Router

You can enable or disable a Telnet server on the IP router. By default, Telnet is
enabled for the IP router, allowing you to establish Telnet sessions to the target
router.

Using the BCC

By default, the Telnet server is enabled on the IP router. To disable a Telnet server,
navigate to the Telnet server prompt and enter:

disable

For example:

tel net# server
server# disable

To reenable a Telnet server on the | P router, navigate to the Telnet server prompt
and enter:

enable

For example:

tel net# server
server# enable

Using Site Manager

Complete the tasks in the following table to enable or disable a Telnet server on an

IP router.
Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

(continued)
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Site Manager Procedure (continued)

You do this System responds

5. Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-10.

6. Click on OK. Site Manager saves your changes and
exits the window.

Specifying the Maximum Number of Lines on the
Technician Interface Console

You can specify the maximum number of lines displayed on the Telnet console
screen. The screen may override the number of lines you specify if Telnet can
negotiate the window size with the remote client. Make sure that the number that
you set isin accordance with your console requirements.

Using the BCC

By default, the maximum number of lines displayed on the Telnet screenis 24. To
specify the maximum number of lines displayed on the Telnet screen, enter:

lines integer
integer is the maximum number of lines that the console screen can display.

For example, the following command line sets the maximum number of lines
displayed on a Telnet console screen to 50.

server# lines 50
server#
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Using Site Manager

Complete the tasksin the following table to specify the maximum number of lines
displayed on a Telnet console screen.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. SettheTI Lines per Screen parameter.
Click on Help or see the parameter
description on page A-10.

6. Click on OK. Site Manager saves your changes and

exits the window.

Pausing Telnet Console Output

By default, Telnet console output pauses after each screen fills with data. You can
configure Telnet not to pause after each screen fills with data by disabling this
feature.

Using the BCC

To configure the Telnet console output to pause, navigate to the Telnet-specific
prompt and enter:

more

For example, the following command line prevents Telnet console output to
pause:

server# more disabled
server#

6-8
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Using Site Manager

Complete the tasks in the following table to specify whether to pause Telnet

console output.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose Telnet Server.

The Telnet Server menu opens.

4. Choose Global.

The Telnet Server Global Parameters
window opens.

5. Setthe Tl More parameter. Click on Help
or see the parameter description on
page A-11.

6. Click on OK.

Site Manager saves your changes and
exits the window.

Changing the Telnet Login Prompt

You can change the Telnet login prompt on the Telnet console screen by
specifying a character string from 1 through 18 alphanumeric characters.

Using the BCC

To change the Telnet login prompt on the Telnet console screen, navigate to the

server-specific prompt and enter:

prompt string

string is an aphanumeric character, ranging from 1 to 18.

For example, the following command line changes the Telnet login prompt to rtr1.

server# prompt rtrl
server#
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Using Site Manager

Complete the tasks in the following table to change the Telnet login prompt on the
Telnet console screen.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Setthe TI Prompt parameter. Click on
Help or see the parameter description on
page A-11.

6. Click on OK. Disconnects the current Telnet session.

Changing the Login Timeout

You can specify avalue that will determine the number of minutes that can elapse
before the device disconnects the Telnet session if you fail to enter alogin ID at
the login prompt.

Using the BCC

By default, the device waits 1 minute before it disconnects the Telnet session if
you fail to enter alogin ID at the login prompt. To specify the number of minutes
that can elapse before the device disconnects the Telnet session if you fail to enter
alogin ID at the login prompt, navigate to the server-specific prompt and enter:

login-timeout

For example, the following command line causes the device to wait 15 minutes
before it disconnects the Telnet session if you fail to enter alogin ID at the login
prompt:

server# login-timeout 15
server#

6-10
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Using Site Manager

Complete the tasks in the following table to specify the number of minutes that
can elapse before the device disconnects the Telnet session.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose Telnet Server.

The Telnet Server menu opens.

4. Choose Global.

The Telnet Server Global Parameters
window opens.

Set the Login Timeout (min.) parameter.

Click on Help or see the parameter
description on page A-11.

Click on OK.

Site Manager saves your changes and
exits the window.

Changing the Password Timeout

By changing the password timeout value you can determine the number of
minutes that can el apse before the device disconnects the Telnet session if you do
not enter a password at the password prompt.

Using the BCC

By default, the device waits 1 minute before it disconnects the Telnet session if
you fail to enter a password at the password prompt. To specify the number of
minutes that can €l apse before the device disconnects the Telnet session, navigate
to the server-specific prompt and enter:

password-timeout integer

integer is anumber ranging from 1 to 99 minutes.
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For example, the following command causes the device to wait 20 minutes before
it disconnects the Telnet session:

server# password-timeout 20
server#
Using Site Manager

Complete the tasks in the following table to specify the number of minutes that
can elapse before the device disconnects the Telnet session if you fail to enter a

password.
Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Set the Password Timeout (min.)
parameter. Click on Help or see the
parameter description on page A-12.

6. Click on OK. Site Manager saves your changes and
exits the window.

Changing the Command Timeout

By changing the command timeout you determine the number of minutes that can
elapse before the Technician Interface disconnects the Telnet session if you do not
enter acommand at the command prompt.
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Using the BCC

By default, the device waits 15 minutes before it disconnects the Telnet session if
you fail to enter acommand at the command prompt. To specify the number of
minutes that the device will wait before it disconnects the Telnet session, navigate
to the server-specific prompt and enter:

command-timeout integer
integer is a number ranging from 1 to 99 minutes.

For example, the following command line causes the device to wait 35 minutes
before it disconnects the Telnet session if you fail to enter acommand at the
command prompt:

server# command-timeout 35
server#

Using Site Manager

Complete the tasks in the following table to specify the number of minutes that
can elapse before the device disconnects the Telnet session if you fail to enter a
command.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Setthe Command Timeout (min.)
parameter. Click on Help or see the
parameter description on page A-12.

6. Click on OK. Site Manager saves your changes and
exits the window.
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Changing Login Retries

By changing the login retries you can determine the maximum number of login
attempts allowed before the device disconnects the Telnet session.

Using the BCC

By default, the device allows you 3 login attempts before it disconnects the Telnet
session. To change the maximum number of allowed login attempts, enter:

login-retries integer

integer is anumber from 1 to 99 login attempts.

For example, the following command line tells the device to allow 10 attempts
before it disconnects the Telnet session.

server# login-retries 10
server#

Using Site Manager

Complete the tasks in the following table to specify the number of login attempts
allowed before the device disconnects the Telnet session.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters
window opens.
5. Setthe Login Retries parameter. Click on
Help or see the parameter description on
page A-12.
6. Click on OK. Site Manager saves your changes and

exits the window.
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Using Telnet Server Diagnhostics

This section describes how to configure Telnet server diagnostic parametersto
customize the way the Technician Interface performs diagnostics on arouter. Field
Service personnel use these features to troubleshoot problems.

The BCC does not support these functions.

Enabling Diagnostic Reporting

This parameter allows field personnel to specify whether the Technician Interface
displays areport that shows arecord of al processing operations. By defaullt,
recording of processing operationsis disabled.

To enable the Technician Interface to display areport showing arecord of all
processing operations, complete the tasks in the following table.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Set the Diagnostic Report parameter.
Click on Help or see the parameter
description on page A-13.

6. Click on OK. Site Manager saves your changes and
exits the window.

Enabling Diagnostic Exercise

This parameter alows field personnel to enable exercise diagnostics on the Telnet
server.
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To enable exercise diagnostics on the Telnet server, complete the tasks in the
following table:

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Set the Diagnostic Exercise parameter.
Click on Help or see the parameter
description on page A-13.

6. Click on OK. Site Manager saves your changes and
exits the window.

Enabling Diagnostic Network Data

This parameter allows you to specify whether you want the Technician Interface
to display Telnet protocol information. It is used for diagnostic purposes only by
field service personnel.

To display Telnet protocol information, compl ete the tasks in the following table.

Site Manager Procedure

You do this System responds

1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.
Choose Telnet Server. The Telnet Server menu opens.
Choose Global. The Telnet Server Global Parameters

window opens.

(continued)
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Site Manager Procedure (continued)

You do this

System responds

5. Set the Diagnostic Network Data
parameter. Click on Help or see the
parameter description on page A-13.

6. Click on OK.

Site Manager saves your changes and
exits the window.

Enabling Diagnostic PTY Data

To specify whether you want the Technician Interface to display pseudo-terminal
driver (PTY) information, complete the tasks in the following table.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

Choose Global Protocols.

The Global Protocols menu opens.

Choose Telnet Server.

The Telnet Server menu opens.

4. Choose Global.

The Telnet Server Global Parameters
window opens.

Click on Help or see the parameter
description on page A-14.

5. Set the Diagnostic PTY Data parameter.

6. Click on OK.

Site Manager saves your changes and

exits the window.
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Enabling Diagnostic Options

To specify whether you want the Technician Interface to display information on
Telnet diagnostic options, complete the tasks in the following table.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Set the Diagnostic Options parameter.
Click on Help or see the parameter
description on page A-14.

6. Click on OK. Site Manager saves your changes and
exits the window.

Changing the History File

You can determine the maximum number of commands you want stored in the
local command history table. The table stores each command you enter at the
device prompt, on afirst-in, first-out (FIFO) basis.

Using the BCC

By default, the number of commands that the router storesin the local command
history table is 20. To set the maximum number of commands that you want the
router to store in the history table, navigate to the server prompt and enter:

hist integer
integer is anumber from 1 to 40 commands.

For example, the following command line sets the maximum number of
commands that the router storesin the history table to 35:

server# hist 35
server#
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Using Site Manager

Complete the tasksin the following table to specify the number of commands that
the router storesin the history table.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Server. The Telnet Server menu opens.
4. Choose Global. The Telnet Server Global Parameters

window opens.

5. Set the Tl History Depth parameter. Click
on Help or see the parameter description
on page A-15.

6. Click on OK. Site Manager saves your changes and
exits the window.

Configuring aTelnet Client on the Router

After you start a Telnet client on the router for outbound Telnet sessions, as
described in Chapter 1, default values are in effect for all Telnet client parameters
(see parameter descriptionsin Appendix A). You may want to change these
parameter values, depending on the requirements of your network.

The following sections describe information you supply and options you select
that affect the way a Telnet client runs on the router.

Enabling and Disabling a Telnet Client on the IP Router

You can enable or disable a Telnet client on the | P router. By default, the Telnet
client is enabled on the | P router, allowing you to establish Telnet sessions to the
target router.
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Using the BCC

To disable a Telnet client, navigate to the client-specific prompt and enter:

disable

For example:

client# disable
client#

To reenable a Telnet client on the IP router and display its default values, navigate
to the client-specific prompt and enter:

enable

For example:

client# enable
client# info
on tel net
state enabl ed
debug-1 og-flag of f
renot e-port 23
prompt ()

Using Site Manager

Complete the tasks in the following table to enable or disable a Telnet client on an

IP router.
Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Client. The Telnet Client menu opens.
4. Choose Global. The Telnet Client Global Parameters

window opens.

(continued)
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Site Manager Procedure (continued)

You do this System responds

5. Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-10.

6. Click on OK. Site Manager saves your changes and
exits the window.

Enabling and Disabling Verbose Debug Logging

You can specify whether you want to enable or disable verbose debug logging.
When you enable verbose debug logging, you tell the device to display the
negotiation process between the Telnet server and Telnet client. This parameter is
for diagnostic use only.

Using the BCC

By default, verbose debug logging is turned off (disabled). To enable verbose
debug logging, navigate to the client-specific prompt and enter:

debug-log-flag on

For example, the following command line enables verbose debug logging:

client# debug-log-flag on
client#

To disable verbose debug logging, navigate to the client-specific prompt and
enter:

client# debug-log-flag off
client#
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Site Manager

To enable and disable verbose debug logging, compl ete the tasks in the following

table.
Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Client. The Telnet Client menu opens.
4. Choose Global. The Edit Telnet Client Global Parameters

window opens.

5. Setthe Verbose Debug Logging
parameter. Click on Help or see the
parameter description on page A-16.

6. Click on OK. You return to the Configuration Manager
window.

Changing the Remote Port

You can change the default remote Telnet server’s TCP remote port by specifying
avalid TCP port number.

Using the BCC

By default, the Telnet server’s TCP remote port is 23. To change the remote port,
navigate to the client-specific prompt and enter:

remote-port integer

integeris any valid TCP port number.
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For example, the following command line changes the Telnet server’s remote port
number to 20.

cl i ent# remote-port 20
client#

Using Site Manager

To change the remote Telnet server’s TCP port, complete the tasks in the

following table.
Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose Telnet Client. The Telnet Client menu opens.
4. Choose Global. The Edit Telnet Client Global Parameters

window opens.

5. Set the Remote Port parameter. Click on
Help or see the parameter description on
page A-17.

6. Click on OK. You return to the Configuration Manager
window.

Changing the Command Prompt

You can change the default Telnet client command prompt by specifying any text
string less than 40 characters long.

Using the BCC

To change the default Telnet client command prompt, navigate to the
client-specific prompt and enter:

prompt string

String is any text string less than 40 characters.
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For example, the following command line changes the default command prompt
to systeml.

client# prompt systeml
client#

Using Site Manager

To change the default Telnet client command prompt, compl ete the tasks in the
following table.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose Telnet Client.

The Telnet Client menu opens.

4. Choose Global.

The Edit Telnet Client Global Parameters
window opens.

Set the Prompt parameter. Click on Help
or see the parameter description on
page A-17.

Click on OK.

You return to the Configuration Manager
window.
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Chapter 7
Customizing NTP Services

Topic Page
Disabling and Reenabling NTP 7-2
Setting the NTP Operation Mode 7-3
Configuring Remote Time Servers 7-4
Setting Config Peer Mode 7-6
Setting Local Host Mode 7-7
Specifying the Source IP Address 7-8
Specifying Peer Preference 7-9
Deleting Remote Time Servers from a Router 7-10
Specifying the IP Address of the Time Server 7-12
Specifying a Filter Type and IP Subnet Mask 7-13
Deleting Access for a Time Server 7-14

This chapter describes how to customize NTP services on the router. It assumes
you have configured IP on an interface and started NTP using the default
parameters, as described in Chapter 1, and that you understand the NTP concepts

described in Chapter 2.

After you start NTP on the router, NTP default values arein effect for all NTP

parameters (see parameter descriptionsin Appendix A). You customize NTP by
modifying these parameters as described in the following sections.
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Disabling and Reenabling NTP

Using the BCC

To disable NTP services, navigate to the NTP prompt and enter:

disable

For example, the following command line disables NTP on the router.

nt p# disable
nt p#

To reenable NTP services, navigate to the NTP prompt and enter:

enable

For example, the following command line reenables NTP on the router.

nt p# enable
nt p#

Using Site Manager

To disable and reenable NTP on the router, complete the tasks in the following

table.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose NTP. The NTP menu opens.
4. Choose Global. The Edit NTP Global Parameters window
opens.
5. Set the Enable/Disable parameter. Click
on Help or see the parameter description
on page A-2.
6. Click on OK.
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Setting the NTP Operation Mode

The BCC does not support this function.

You must specify the mode of operation in which you want to configure NTP to
run on arouter. NTP provides three operation modes: Unicast Client, Broadcast
Client, and Multicast Client modes. The current implementation of NTP supports
only Client mode.

You select Unicast Client mode when you want to configure remote time servers
(peers). You select Broadcast Client mode and Multicast Client mode when you
want to configure access control filtersto restrict certain remote time servers from
sending NTP packetsto alocal NTP client.

By default, NTP runsin Unicast Client mode.

To specify the mode in which you want NTP to run on the router, complete the
tasksin the following table.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose NTP. The NTP menu opens.
4. Choose Global. The Edit NTP Global Parameters window
opens.

5. Click on the Mode parameter. Click on
Help or see the parameter description on
page A-18.

6. Choose the mode in which you want NTP
to run:
« Unicast Client (Client)
« Broadcast Client (BClient)
e Multicast Client (MClient)

7. Click on OK.
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Configuring Remote Time Servers

You configure remote time servers (peers) for time synchronization in Unicast
Client mode only. Configuring a remote time server involves:

* Adding remote time servers

e Specifying the configuration peer mode for the time server
e Setting the mode of operation of the router

*  Specifying a source | P address for the time server

»  Specifying peer preference

» Deleting peers

Adding Remote Time Servers

You add remote time servers to the router by specifying the I P address of each
time server (peer). NTP adds the | P address of the time server to a peer list, which
thelocal NTP client uses when querying remote time serversfor time information.

Bay Networks recommends that you configure a minimum of three upper stratum
remote time servers (peers) for arouter, sinceit can apply an agreement algorithm
to detect a problem on any part of the time source. You can, if necessary, add a
maximum of five remote time servers on a device (router, for example).
Configuring multiple remote time servers ensures redundancy in case one peer
fails unexpectedly.

Using the BCC

To specify the IP address of each peer that you want to add to the router, navigate
to the NTP prompt and enter:

peer address
address is0.0.0.0 or any valid | P address.

For example, the following command line adds the peer 2.2.2.2 to the router.

nt p# peer 2.2.2.2
peer/2.2.2.2#
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Using Site Manager

Complete the tasks in the following table to specify an |P address of each NTP
time server you want to add.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.

3. Choose NTP. The NTP menu opens.

4. Choose Peers. The NTP Peers Configuration List
window opens.

5. Click on Add. The NTP Peer Configuration window
opens.

6. Setthe Peer IP address parameter. Click
on Help or see the parameter descriptions
on page A-18.

7. Click on OK. The NTP Peer Configuration List window
opens, displaying the IP address of the
time server that you configured and the
default NTP peer configuration parameter

values.

NTP queries al the remote time servers in the peer list for time information and
then determines which time server to synchronize itsinternal clock to based on
the following criteria:

e Lowest stratum

e Closest in proximity to the primary time server

e Claimed highest precision

When the local NTP client queries the remote time servers from the peer lit, the
servers respond with various timestamps, along with information about their
clocks, such as stratum, precision, and time reference. The local NTP client

reviewsalist of responses from all the available servers and chooses one server as
the “best” time source from which to synchronize itsinternal clock.
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Setting Config Peer Mode

You can specify the mode in which a remote time server operates on the Internet
by setting the Config Peer Mode parameter. Since NTP operates locally in Client
mode only, all remote time servers known to the local NTP client are servers.

Using the BCC

By default, Config Peer Mode is set to Server, indicating that the local NTP client
adjustsiits clock to the given remote time server but does not attempt to adjust the
time server’s clock.

To specify the mode in which a remote time server operates, enter:

mode mode_type

mode_type is either server or peer.

For example, the following command line sets the mode in which the remote

server 3.3.3.3 will operate to peer.

peer/ 3. 3. 3. 3# mode peer
peer/ 3. 3. 3. 3# info
on ntp
address 3.3.3.3
node peer
src-ip-address 0.0.0.0

Using Site Manager

To specify the mode for the remote time server (peer), complete the tasksin the
following table.

Site Manager Procedure

You do this System responds

1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.

3. Choose NTP. The NTP menu opens.

4. Choose Peers. The NTP Peers Configuration List

window opens.

(continued)
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Site Manager Procedure (continued)

You do this System responds
5. Click on the IP address of the time server
that displays in the NTP Peer list.
6. Setthe Config Peer Mode parameter.
Click on Help or see the parameter
descriptions on page A-20.
7. Click on Apply. Site Manager sets the mode for the
remote time server to Server. Bay
Networks supports only the Server
option.
8. Click on Done. The NTP Peers Configuration List

window closes, and the Configuration
Manager window opens.

Setting Local Host Mode

The BCC does not support this function.

Local Host Maode indicates the mode of operation of the local NTP client. By
default, the Local Host Mode is set to Client, because only Unicast Client modeis
supported.

To specify the local mode in which you want to configure the local NTP client,
complete the tasks in the following table.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose NTP.

The NTP menu opens.

Choose Peers.

The NTP Peers Configuration List
window opens.

Click on the IP address of the time server
that displays in the NTP Peer list.

(continued)
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Site Manager Procedure (continued)

You do this System responds

6. Setthe Local Host Mode parameter. Click
on Help or see the parameter descriptions

on page A-20.
7. Click on Apply. Site Manager sets the mode for the
remote time server to Server. Bay
Networks supports only the Server
option.
8. Click on Done. The NTP Peers Configuration List

window closes, and the Configuration
Manager window opens.

Specifying the Source IP Address

The source | P address allows you to specify asingle Internet protocol address that
NTP uses to override the source address of the I P interface from which the NTP
packet is transmitted. Use this parameter only when you want the remote time
server to filter NTP timestamps for the local NTP client based on | P source
address. We recommend using a circuitless | P address as the source | P address.

You might also want to specify a source | P address when you have enabled
security features on atime server and you want to restrict accessto it.

Using the BCC

By default, the source IP address is 0.0.0.0. To specify a source |P address that
overrides the source address of the IP interface from which the NTP packet is
transmitted, enter:

src-ip-address

For example, the following command line causes NTP to use the source |IP
address 4.4.4.4 to override the I P interface source address:

peer/3. 3. 3. 3# src-ip-address 4.4.4.4
peer/3.3.3.3#
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Using Site Manager

To specify the source |P address of aremote time server, complete the tasksin the
following table.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose NTP.

The NTP menu opens.

4. Choose Peers.

The NTP Peers Configuration List
window opens.

5. Click on the IP address of the time server

that appears in the NTP Peer list.

6. Setthe Source IP Address parameter.

Click on Help or see the parameter
descriptions on page A-21.

7. Click on Apply. NTP uses the source IP address that you
specify to override the source address of
the interface from which the NTP packet
is transmitted.

8. Click on Done. The NTP Peers Configuration List

window closes, and the Configuration
Manager window displays.

Specifying Peer Preference

The BCC does not support this function.

The Peer Preference parameter allows you to specify alist of remote time servers
(peers) that are preferred by the local NTP client above and beyond the criteriafor
selecting peers (stratum setting, closest, and claimed higher precision).

By default, the Peer Preference option valueis set to No. This means that the local
NTP client rejects packets from the remote time sever.
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You can enable peer preference for aremote time server by changing the Peer
Preference option value to Yes. This means that the local NTP client prefers
(accepts) packets from the remote server and synchronizesitsinternal clock tothis
server.

Complete the tasks in the following table to specify whether the local NTP client
will prefer or rgject NTP packets from the remote time server.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose Global Protocols.

The Global Protocols menu opens.

3. Choose NTP.

The NTP menu opens.

4. Choose Peers. The NTP Peers Configuration List
window opens.

5. Click on the IP address of the time server

that displays in the NTP Peer list.

6. Setthe Peer Preference parameter. Click

on Help or see the parameter descriptions
on page A-21.

7. Click on Apply. When you select Yes, the local NTP client
prefers (accepts) NTP packets from the
remote time server and synchronizes its
internal clock to it.

When you select No, the local NTP client
rejects packets from the remote time
server.

8. Click on Done. The NTP Peers Configuration List

window closes, and the Configuration
Manager window displays.

Deleting Remote Time Servers from a Router

When you delete aremote time server (peer), NTP deletes the | P address of that
time server from the NTP peer list.
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Using the BCC

To delete aremote time server (peer), navigate to the peer-specific prompt and
enter:

delete

For example, the following command line del etes the time server 3.3.3.3:

peer/ 3. 3. 3. 3# delete
nt p#

Using Site Manager

To delete remote time servers from arouter, complete the tasks in the following

table.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.

3. Choose NTP. The NTP menu opens.

4. Choose Peers. The NTP Peers Configuration List
window opens.

5. Click on the IP address of the time server

that you want to delete from the NTP Peer
list.

6. Click on Delete. The IP address for the time server you
selected is removed from the NTP Peer
list.

7. Click on Done. The NTP Peers Configuration List

window closes, and the Configuration
Manager window opens.
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Configuring NTP Access Control

The BCC does not support the functions described in this section.

The access control feature allows you to selectively restrict NTP clients from
accepting NTP timestamps from specific remote time servers on the Internet by
filtering these timestamps based on the source | P address or an | P subnet address.
Thisissimilar to an inbound filter that drops NTP packets based on source IP
address and | P subnet mask.

Configuring NTP access control for atime server involves:
e Specifying the |P address of the remote time server

»  Specifying afilter type

e Specifying an IP subnet mask

Specifying the IP Address of the Time Server

When you specify the I P address of the remote time server whose access to the
local NTP client you want to restrict, NTP adds the | P address of the time server
to an access control list, which the local NTP client uses when querying remote
time serversfor time information. Use the access control option when operating in
Broadcast Client and Multicast Client mode.

To specify the | P address of the remote time server whose accessto thelocal NTP
client you want to restrict, complete the tasks in the following table.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
select Protocols.

2. Choose Global Protocols. The Global Protocols menu opens.

3. Choose NTP. The NTP menu opens.

4. Choose Access. The NTP Access Configuration List
window opens.

5. Click on Add. The NTP Access Configuration window
opens.

(continued)
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Site Manager Procedure (continued)

You do this System responds

6. Setthe Access IP Address parameter.
Click on Help or see the parameter
descriptions on page A-18.

7. Click on OK. The source IP address of the remote time
server whose access you want to restrict
appears in the NTP Access Configuration
List window.

Specifying a Filter Type and IP Subnet Mask

The NTP filter type parameter allows you to specify whether to drop or accept
NTP timestamps destined for alocal NTP client. By default, thefilter typeisset to
Restrict, which tells NTP to drop specific NTP timestamps destined for alocal
NTP client based on its source | P address and source subnet mask. For example, if
you have ten remote time servers broadcasting to arouter and you want to receive
NTP timestamps from only three remote time servers, you can restrict the other
seven remote time servers.

When you set the Filter Type to Prefer, the local NTP client accepts packets
received from remote time servers.

The Mask parameter allows you to specify an IP subnet mask address to filter
NTP timestamps based on a source subnet.

Using Site Manager

Complete the tasks in the following table to add access control to atime server.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose Global Protocols. The Global Protocols menu opens.
3. Choose NTP. The NTP menu opens.
(continued)
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Site Manager Procedure (continued)

You do this

System responds

4. Choose Access.

The NTP Access Configuration List
window opens, displaying the IP address
of each time server.

5. Click on the IP address of the time server
whose access you want to restrict.

6. Set the following parameters:

« Filter Type

* Access IP Mask
Click on Help or see the parameter
descriptions on page A-19.

The Filter Type Selection box opens.

7. Click on Apply.

8. Click on Done.

The NTP Peers Configuration List
window closes, and the Configuration
Manager window opens.

Deleting Access for aTime Server

When you del ete access for aremote time server (peer), NTP removes the IP
address of the time server whose access you restricted from the access control list.
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Chapter 8
Customizing NetBIOS over IP

Topic Page
Specifying a TTL Value for a Rebroadcast Packet 8-2
Enabling the Insertion of Record Route Option 8-2
Configuring a NetBIOS Cache 8-3
Configuring NetBIOS on an IP Interface 8-9
Configuring a Static NetBIOS Name and Address 8-13
Supplying a Scope Identifier 8-16
Adding a Traffic Filter to a NetBIOS Interface 8-17

This chapter describes how to customize NetBIOS over |P services on the router.
It assumes you have configured IP on an interface and started NetBIOS using the
default parameters, as described in Chapter 1, and that you understand the
NetBIOS over | P concepts described in Chapter 2.

After you start NetBIOS over |P on the router, NetBIOS over |P default values are
in effect for all NetBIOS parameters (see parameter descriptionsin Appendix A).
You customize NetBIOS over |P by modifying these parameters as described in
the following sections.
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Specifying aTTL Value for a Rebroadcast Packet

The TTL value restricts the number of routers a rebroadcast packet can traverse.
To prevent NetBIOS broadcast packets from traversing the network indefinitely,
set the parameter to aminimal value.

By default, NetBIOS setsthe TTL value in each packet to 5. You can use Site

Manager to set aTTL value from 1 to 255.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
Choose Protocols.

The Protocols menu opens.

2. Choose IP. The IP menu opens.
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Global. The Edit NetBIOS/IP Global Parameters

window opens.

Set the Rebroadcast Packet TTL
parameter as desired. Click on Help or
see the parameter description on page
A-25.

Click on OK.

Site Manager returns you to the
Configuration Manager window.

Enabling the Insertion of Record Route Option

The Insertion of Record Route option prevents rebroadcast packets from looping
forever by allowing the NetBIOS entity in the router to determine whether it has
received this packet before on thisinterface. If so, the router dropsiit.

8-2
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By default, the NetBIOS Insertion of Record Route option in rebroadcast packets
is disabled. You can use Site Manager to enable the option.

Site Manager Procedure

You do this System responds

1. Inthe Configuration Manager window, The Protocols menu opens.
Choose Protocols.

2. Choose IP. The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4, Choose Global.

The Edit NetBIOS/IP Global Parameters
window opens.

Set the Rebroadcast Record Route
parameter. Click on Help or see the
parameter description on page A-25.

Click on OK.

Site Manager returns you to the
Configuration Manager window.

If al IP entities support this option, enable it on the router.

Configuring a NetBIOS Cache

NetBIOS is a broadcast-intensive protocol. Much of the broadcast overhead is
related to maintaining unigue names across the network and providing end users
with access to NetBIOS applications. The amount of overhead grows with the
number of NetBIOS resources (applications, servers, and clients) on the network.

To keep broadcast traffic to a minimum, each router that runs NetB1OS over |P
builds and maintains a cache of NetBIOS name/IP address pairs, using
information contained in the name query responses it receives and forwards.

In Figure 2-9 on page 2-23, for example:

1. Router A receives a name query response from the server. The router gleans
from the name query response the name and | P address of the server.

2. Therouter stores the name and | P address of the server in its cache.

3. Therouter forwards the name query response.
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Routers that support NetBIOS must analyze each name query request received on
aNetBIOS interface to determine whether the name of the requested resource
(typically, aserver) isin the cache. If so, the router replaces the broadcast address
in the request with the unicast | P address of the server. The router then forwards
the name query request to the server.

Enabling Name Caching on the Router

NetBlOS name caching gives the router the ability to cache the name associated
with each NetBIOS server that is active on the network.

By default, NetBIOS name caching is disabled. You can use Site Manager to
enable name caching.

The 15-character NetBIOS name-caching parameter gives the router the ability to
treat a NetBIOS name as either a 15- or a 16-character entity.

By default, NetBIOS treats a name as a 16-character entity. You can use Site
Manager to enable the feature if you want NetBIOS to treat aname as a
15-character entity.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Global. The Edit NetBIOS/IP Global Parameters

window opens.

5. Set the following parameters:
* NetBIOS Name Caching
e 15-Character NetBIOS Name
Caching
Click on Help or see the parameter
description on page A-26.

6. Click on OK. Site Manager returns you to the
Configuration Manager window.
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Creating a MIB Instance for a Cached Name

By default, NetBIOS creates a MIB instance for each name entry stored in the
name cache.

You can use Site Manager to disable the feature if you want to release the system
memory and processing resources otherwise dedicated to maintaining cached
names in the MIB.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. choose IP.

The IP menu opens.

3. choose NetBIOS.

The NetBIOS menu opens.

4. choose Global.

The Edit NetBIOS/IP Global Parameters
window opens.

Set the Create MIB Inst for Cached
Name parameter. Click on Help or see the
parameter description on page A-23.

Click on OK.

Site Manager returns you to the
Configuration Manager window.
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Specifying the Size of the Name Cache

By default, NetBIOS allocates space for 100 entries in the name cache. You can
accept the default or use Site Manager to specify avalue of 1 to 2147483647

entries.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose IP.

The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4. Choose Global.

The Edit NetBIOS/IP Global Parameters
window opens.

5. Setthe Max Name Cache Entries
parameter as desired. Click on Help or
see the parameter description on page
A-23.

6. Click on OK.

Site Manager returns you to the
Configuration Manager window.

You can adjust this value in direct proportion to the total number of server names
expected to be active during intervals of peak traffic load or performance demand
on the router. A value of 100 is suitable for networks that include up to 100

NetBlOS names to cache.

Aging a Cache Entry

The router ages cache entries to ensure that cached routes remain consistent with
the current network topology. If the cache table lookup mechanism does not
access a cache entry within the period you set in the appropriate Cache Aging
Time parameter, the router deletes the entry from the table.
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If the router receives a broadcast name query request from a client and finds the
name and associated | P address of the requested server in its cache, the router
replaces the broadcast address on the name query request with the unicast IP
address. The router also assigns the entry a short time to live. If the entry isvalid,
the router will receive a positive name query response (which will validate the
entry) from the server within the specified timeto live. If the entry isinvalid, the
name query request will not reach the server. In this case, the entry quickly ages
out.

By default, inactive NetBIOS names expire from the NetBI OS name cache after
300 seconds.

You can use Site Manager to specify any time value that can rapidly age
infrequently referenced names out of the NetBIOS name cache.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Global. The Edit NetBIOS/IP Global Parameters

window opens.

5. Setthe Name Cache Age parameter.
Click on Help or see the parameter
description on page A-24.

6. Click on OK. Site Manager returns you to the
Configuration Manager window.

Choose an aging value that allows infrequently referenced or obsol ete server
names to expire from the name cache. The smaller the value, the less efficient
broadcast reduction is, but the more quickly the network recovers topology
changes.
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Customizing a Cache Search

The mechanism that NetBIOS uses to search for anamein the cacheisbased on a
fast string hash/search mechanism developed for AppleTalk Zone Name
processing. This mechanism uses a hash table that NetBIOS builds and maintains

on the router.

Increasing the number of entriesin the hash table:

»  Decreases the number of names the router must compare before finding a

specific cached name

e Decreases the amount of time it takes the router to find a particular cached

name

+ Increases memory usage

Note that increasing the number of entries in the hash table does not increase the
number of names the router can cache. Thisis determined by user configuration

and by available memory.

By default, NetBIOS allows 253 names in the hash table.

You can use Site Manager to specify the number of entries you want to allow in

the cache lookup tables.

Site Manager Procedure

You do this

System responds

1. Inthe Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose IP.

The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4. Choose Global.

The Edit NetBIOS/IP Global Parameters
window opens.

5. Setthe Hash Entry Count parameter.

Click on Help or see the parameter
description on page A-24.

6. Click on OK.

Site Manager returns you to the
Configuration Manager window.
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For networks that actively use up to 2500 NetBIOS server names, use the default
value (253). To determine a hash entry count for larger networks:

» Dividethetotal number of unique NetBIOS server names active in the
network by 10.

* Adjust the quotient to the nearest (higher or lower) prime number. (A prime
number can only be divided by itself or by 1 and still yield a whole-number
quotient.)

*  Replace the default value with the new, calculated number.

Increasing the number of hash table entries does not increase the number of names
that arouter can cache. With larger networks, increasing the size of the hash tables
may, however, reduce internal cache lookup time, thereby improving overall
performance.

Configuring NetBIOS on an IP Interface

NetBIOS software on the router communicates with NetBlOS clients and servers
through IP interfaces that have been configured with NetBIOS.

Enabling and Disabling NetBIOS on an Interface

When you configure NetBIOS on an interface, NetBIOS is automatically enabled.
You can use Site Manager to disable and reenable NetBIOS on the interface.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Interface. The NetBIOS/IP Interface Table window
opens.
5. Click on the IP interface you want. The parameter values for that interface

appear in the window.

(continued)
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Site Manager Procedure

You do this

System responds

6.

Set the Enable/Disable parameter. Click

on Help or see the parameter description

on page A-25.

Click on Apply, and then click on Done.

Site Manager returns you to the
Configuration Manager window.

Enabling Name Caching on the Interface

By default, NetBIOS name caching is enabled on the interface.

You can use Site Manager to disable this interface from caching the name of each
NetBIOS server active in the network.

Site Manager Procedure
You do this System responds
1. In the Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Interface. The NetBIOS/IP Interface Table window
opens.
5. Click on the IP interface you want. The parameter values for that interface
appear in the window.
6. Setthe NetBIOS Name Caching
parameter as desired. Click on Help or
see the parameter description on page
A-26.
7. Click on Apply, and then click on Done. Site Manager returns you to the
Configuration Manager window.

Choose Disableif you want to release system memory and processing resources
otherwise dedicated to server name caching.

8-10
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Disabling Inbound and Outbound Broadcasts

By default, NetBIOS can receive inbound broadcasts on the interface and send
outbound broadcasts. You can use Site Manager to disable this feature on the

interface.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.

2. Choose IP.

The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4. Choose Interface.

The NetBIOS/IP Interface Table window
opens.

Click on the IP interface you want.

The parameter values for that interface
appear in the window.

Set the following parameters:

e Enable NetBIOS Inbound
Broadcasts

* Enable NetBIOS Outbound
Broadcasts

Click on Help or see the parameter

description on page A-26.

Click on Apply, and then click on Done.

Site Manager returns you to the
Configuration Manager window.
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Supplying a Rebroadcast Address

By default, NetBIOS uses the | P broadcast address configured for this interface
when rebroadcasting NetB1OS packets out this interface. You can use Site
Manager to supply arebroadcast address that overrides this broadcast address.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.
2. Choose IP. The IP menu opens.
3. Choose NetBIOS. The NetBIOS menu opens.
4. Choose Interface. The NetBIOS/IP Interface Table window
opens.
5. Click on the IP interface you want. The parameter values for that interface

appear in the window.

6. Setthe Rebroadcast Address parameter
as desired. Click on Help or see the
parameter description on page A-27.

7. Click on Apply, and then click on Done. Site Manager returns you to the
Configuration Manager window.
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Configuring a Static NetBIOS Name and Address

You can add static NetBlOS names to the router. These entries are independent of
the name entries learned dynamically in the name cache.

Enabling and Disabling Static Name Caching

By default, NetBIOS caches the names you have added statically. You can use Site
Manager to disable this feature.

Site Manager Procedure

You do this System responds

1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.

2. Choose IP. The IP menu opens.

3. Choose NetBIOS. The NetBIOS menu opens.

4. Choose Static Name. The NetBIOS/IP Static Entry Table

window opens.

5. Click on the static entry you want. The parameter values for that entry
appear in the window.

6. Setthe Enable parameter. Click on Help
or see the parameter description on page
A-27.

7. Click on Apply, and then click on Done. Site Manager returns you to the
Configuration Manager window.
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Specifying the NetBIOS Station Name

You can use Site Manager to specify the 1- to 16-character name of a NetBIOS

station.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.

choose Protocols.

2. Choose IP.

The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4. Choose Static Name.

The NetBIOS/IP Static Entry Table
window opens.

5. Click on the static entry you want. The parameter values for that entry
appear in the window.
6. Setthe NetBIOS Station Name
parameter. Click on Help or see the
parameter description on page A-28.
7. Click on Apply, and then click on Done. Site Manager returns you to the

Configuration Manager window.

8-14
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Specifying the NetBIOS Station Address

You can use Site Manager to specify an | P address to associate with the statically
configured name of the NetBIOS station.

Site Manager Procedure

You do this System responds

1. Inthe Configuration Manager window, The Protocols menu opens.
choose Protocols.

2. Choose IP. The IP menu opens.

3. Choose NetBIOS. The NetBIOS menu opens.

4. Choose Static Name. The NetBIOS/IP Static Entry Table

window opens.

5. Click on the static entry you want. The parameter values for that entry
appear in the window.

6. Setthe IP Address parameter. Click on
Help or see the parameter description on
page A-28.

7. Click on Apply, and then click on Done. Site Manager returns you to the
Configuration Manager window.
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Supplying a Scope Identifier

When you configure a static name, you must specify its NetBIOS scope -- that is,
the area of the network across which the nameis known. Each NetBIOS scope has
a Scope ldentifier, astring of characters that meet the requirements of the Domain
Name System. (All NetBIOS names are represented in a manner consistent with
the definition for “compressed name messages’ outlined in the Domain Name
Service Specification, RFC 833.)

You can use Site Manager to specify a scope identifier.

Site Manager Procedure

You do this

System responds

1.

In the Configuration Manager window,
choose Protocols.

The Protocols menu opens.

2. Choose IP.

The IP menu opens.

3. Choose NetBIOS.

The NetBIOS menu opens.

4. Choose Static Name. The NetBIOS/IP Static Entry Table
window opens.
5. Click on the static entry you want. The parameter values for that entry
appear in the window.
6. Setthe NetBIOS Scope ID parameter as
desired. Click on Help or see the
parameter description on page A-28.
7. Click on Apply, and then click on Done. Site Manager returns you to the

Configuration Manager window.
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Adding aTraffic Filter to a NetBIOS Interface

If name caching is enabled, arouter that receives a name query response
(originating from a server and addressed to a client) must be able to deliver the
message to the NetBIOS entity on the router (rather than simply forward it out

another interface toward its destination).

To enable the router to recognize a unicast |P packet that contains a name query
response and passit to NetBIOS through UDP port 137, you must configure a
traffic filter on each NetBIOS interface that receives unicast name query

responses.
Site Manager Procedure
You do this System responds
1. Inthe Configuration Manager window, The Circuits menu opens.
choose Circuits.
2. Choose Edit. The Circuit List window opens.
3. Click on Edit. The Circuit Definition window open.
4. Choose Protocols. The Protocols menu opens.
5. Choose Edit IP. The Edit IP menu opens.
6. Choose Traffic Filters. The IP Filters window opens.
7. Click on Template. The Filter Template Management
window opens.
8. Click on Create. The Create IP Template window opens.
9. Choose Criteria. The Criteria menu opens.
10. Choose Add. The Add menu opens.
11. Choose UDP Frame. The UDP Frame menu opens.
12. Choose Destination Port. The Edit Range screen opens.
13. Type 137 for the minimum value and the
maximum value.
14. Click on OK. The Create IP Template window opens.
15. Choose Action. The Action menu opens.
16. Choose Add. The Add menu opens.
(continued)
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Site Manager Procedure

You do this

System responds

17. Choose Forward to Next Hop.

The Next Hop window opens.

18. Type the IP address of this interface (the
interface on which you are configuring the
traffic filter). Then click on OK.
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Appendix A
Parameter Descriptions

This appendix shows how to customize the parameters for the TCP, FTP, TFTP,
Telnet, NTP interfaces, NetBIOS, and | P accounting interfaces you configure on
the router. For each parameter you configure, this appendix provides the default
setting, al valid parameter options, the parameter function, instructionsfor setting
the parameter, and the management information base (M1B) object ID.

The Technician Interface alows you to modify parameters by issuing set and
commit commands with the MIB object ID. This processis equivalent to
modifying parameters using Site Manager. For more information about using the
Technician Interface to access the MIB, refer to Using Technician Interface
Software.

@ Caution: The Technician Interface does not verify the validity of your
parameter values. Entering an invalid value can corrupt your configuration.

After you creste TCP, FTR, TFTP, Telnet, NTP, and NetBIOS over IP, you can edit
the parameters for each of these protocols from the Configuration Manager
window. For instructions on accessing this window, refer to Configuring and
Managing Routers with Ste Manager.
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TCP Global Parameters

Parameter:
Path:
Default:
Options:

Function:

Instructions;

MIB Object ID

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Use the following guidelines to configure TCP global parametersin the
Configuration Manager window.

Enable/Disable

Protocols > Global Protocols > TCP > Global
Enable

Enable | Disable

Enables or disables TCP on the router.

Select Disable to disconnect from TCP. Also, you can select Disableif you do
not need TCP, but want to access previous TCP statistics.

136.14.1.18.353.3.1.2

Min. Retransmission Timeout (msec.)

Protocols > Global Protocols > TCP > Global
250
100 through 15000 ms

Sets the minimum value for the retransmission timeout. When one side of aTCP
connection sends aframe and does not receive an acknowledgment from the
other side of the connection within the timeout period, the sending station
retransmits the frame.

Specify the value you want to use for the minimum timeout period. If you are
transmitting on a high-speed network and you set the parameter value too high,
network performance may degrade, because TCP must wait for the timeout
period to el apse before retransmitting unacknowledged data.

1.3.6.1.4.1.18.35.3.3.1.5

A-2
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Parameter Descriptions

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:

Path:
Default:
Options:
Function:

I nstructions:

MIB Object ID:

Max. Retransmission Timeout (msec.)

Protocols > Global Protocols > TCP > Global
240000
15000 to 240000 ms

Sets the maximum value for the retransmission timeout. When one side of a
TCP connection sends a frame and does not receive an acknowledgment from
the other side of the connection within the timeout period, the sending station
retransmits the frame.

Specify the value you want to use for the maximum timeout period. If you are
transmitting on alow-speed network and you set the parameter value too low,
the network may become congested as TCP retransmits unacknowl edged frames
that have not yet reached their destination.

1.36.1.4.1.18.3.5.3.3.1.6

Max. Window Size (bytes)

Protocols > Global Protocols > TCP > Global
4096 bytes

512 through 65535 bytes

Sets the maximum transmit-and-receive window size that TCP allows for each
connection.

Specify the window size. The larger the window size, the more memory each
TCP connection consumes.

13.6.14.1.18.3.5.3.3.1.18
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FTP Global Parameters

Parameter:
Path:

Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Use the following guidelines to configure the parametersin the Edit FTP Global
Parameters window.

Enable/Disable

Protocols > Global Protocols > FTP > Global

Enable

Enable | Disable

Specifies whether the FTP subsystem is enabled or disabled.
Specify Disabled if you want to disable FTP on the router.
1.3.6.1.4.1.18.35.3.10.1.2

Default Volume

Protocols > Global Protocols > FTP > Global
Volume 2

Volume 1to 13 | Volume A

Specifies the number of the file system volume to which FTP writes transferred
filesand from which FTP retrievesfiles for transfer.

On systems with a diskette, specify VolumeA.
1.36.1.4.1.18.35.3.10.1.3

Login Retries

Protocols > Global Protocols > FTP > Global

3retries

Oto5retries

Specifies the number of FTP login retries allowed after alogin failure.

Enter avalue representing the number of login attempts that FTP will accept
after alogin failure before rejecting logins.

136.14.1.18.35310.14

A4
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Parameter Descriptions

Parameter:

Path:
Default:

Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Path:
Defaullt:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Idle Time Out (secs)

Protocols > Global Protocols > FTP > Global
900
1 to 10000 sessions

Specifies the length of time (in seconds) that FTP waits before closing an idle
FTP control connection.

Determine the maximum idle time you want to allow and specify the time value
in seconds.

13.6.14.1.18.353.10.1.5

Max. Sessions

Protocols > Global Protocols > FTP > Global

3

1 to 10000 sessions

Specifies the maximum number of FTP sessions allowed at one time.

Determine the maximum number of simultaneous sessions you want to allow
and specify avalue.

1.3.6.1.4.1.18.3.5.3.10.1.6

Type of Service

Protocols > Global Protocols > FTP > Global
Binary

Binary | ASCII

Specifies the current data transmission type.

To transfer files consisting of ASCI| characters, specify ASCII transmission. For
non-ASCI| files, specify Binary.
1.3.6.1.4.1.18.35.3.10.1.7
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Par ameter:
Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:

Path:

Defaullt:
Options:
Function:
Instructions:
MIB Object ID:

Control Connection

Protocols > Global Protocols > FTP > Global
Low Delay
Normal | Low Delay

Specifiesthe Type of Servicevaluethat FTPinsertsin | P datagrams on a control
connection.

Choose the option that determines how the Internet transport layer handles
datagrams on a control connection.

1.3.6.14.1.18.3.5.3.10.1.8

Data Transfer

Protocols > Global Protocols> FTP > Globa
High Throughput
Normal | High Throughput

Specifies the Type of Service valuethat FTP insertsin IP datagrams on a data
transfer connection.

Choose the option that determines how the Internet transport layer handles
datagrams on a data transfer connection.

1.3.6.1.4.1.18.3.5.3.10.1.9

TCP Window Size

Protocols > Global Protocols > FTP > Global

60000 bytes

5000 to 64000 bytes

Specifies the size of the windows used for TCP connections.
Determine the window size you require and specify the size in bytes.
1.3.6.1.4.1.18.3.5.3.10.1.10
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Parameter Descriptions

TFTP Parameters

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Path:
Default:
Options.
Function:

Instructions;

MIB Object ID:

Parameter:
Path:
Defaullt:
Options:
Function:

Instructions;
MIB Object ID:

Enable

Configuration Manager > Protocols> IP> TFTP
Enable

Enable | Disable

Specifies whether TFTP is enabled for the IP router.

Select Enable to enable TFTP for the | P router. Because TFTP alows
write-access to the router’s file system, we recommend that you do not enable
TFTPin network environmentsin which you are concerned with security. Select
Disable to disable TFTP for the | P router.

1.36.1.4.1.18.353.6.1

Default Volume

Configuration Manager > Protocols > IP> TFTP

2

1|2|3]4]|5]|6]|7|8|9]|10]|11|12|13]|14

Specifies which of the router’s slots will be used, by default, for all TFTP
GETsand PUTSs.

Specify the appropriate slot number. If you are configuring an AN router, you
must specify slot 1.
1.3.6.1.4.1.18.35.3.6.2

Retry Time Out

Configuration Manager > Protocols> IP> TFTP
5
Any number of seconds

Specifies the number of seconds TFTP waits for an acknowledgment before
retransmitting the last packet.

Specify the appropriate number of seconds.
1.3.6.1.4.1.1835.3.6.4
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Parameter:
Path:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Path:
Defaullt:
Options:
Function:

Instructions;
MIB Object ID:

Close Time Out

Configuration Manager > Protocols> IP> TFTP
25

Any number of seconds

Specifiesthe number of seconds TFTP waits, after it has successfully received
afile, to make sure that the sender has received the last acknowledgment.
Specify the appropriate number of seconds.

1.3.6.1.4.1.18.3.5.3.6.5

Retransmit

Configuration Manager > Protocols> IP>TFTP
5

Any number of retransmissions

Specifies the number of times TFTP retransmits an unacknowledged message
before abandoning the transfer attempt.

Specify the number of retransmissions.

1.3.6.1.4.1.18.3.5.3.6.6

Telnet Configuration Parameters

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID.

Use the following guidelines to configure the Telnet configuration parametersin
the Configuration Manager window

Manager’'s Login Script

Protocols > Global Protocols > Telnet Server> Create Telnet Server
automgr.bat

The name of the manager’s login script file
At login, executes the manager’s login script file automatically.

If you did not change the name of the manager’slogin script file, accept the

default. Otherwise, enter the new name (must be 8 characters or fewer).

13.6.14.1.18.353.7.1.21
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Parameter Descriptions

Parameter:
Path
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:

Path:
Default:
Options:

Function:

Instructions:

MIB Object ID:

User'sLogin Script

Protocols > Global Protocols > Telnet Server > Create Telnet Server
autouser.bat

None

At login, executes the user’s login script file automatically.

If you did not change the name of the user’s login script file, accept the default.
Otherwise, enter the new name (must be 8 characters or fewer).

1.3.6.1.4.1.18.35.3.7.1.22

Force User L ogout

Protocols > Global Protocols > Telnet Server > Create Telnet Server

Disable

Enable | Disable

Specifieswhether the user can press control-c to cancel auser autoscript at login
(when auser autoscript isin effect).

Select Enable to prevent using control-c to cancel the user autoscript at login.
Select Disableto allow the user to press control-c to cancel the user autoscript at
login.

1.3.6.1.4.1.18.35.3.7.1.23
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Telnet Server Global Parameters

Use the following guidelines to configure the Telnet server global parametersin
the Edit Telnet Server Global Parameters widow.

Parameter: Enable/Disable
Path: Protocols > Global Protocols > Telnet Server > Global
Default: Enable
Options: Enable | Disable
Function: Specifies whether Telnet is enabled for the I P router, allowing you to establish
incoming Telnet sessions to the Technician Interface.
Instructions. Select Enable to enable Telnet for the I P router. Select Disable to disable Telnet
for the IP router.
MIB Object ID: 1.3.6.1.4.1.18.3.5.3.7.1.2
Parameter: TI Linesper Screen
Path: Protocols > Global Protocols > Telnet Server > Global
Default: 24
Options: 1to 24 lines
Function:  Specifies the maximum number of lines displayed on the Telnet Technician
Interface console screen. The screen may override the number of lines you
specify if Telnet can negotiate the window size with the remote client.
Instructions: Set according to your console requirements.
MIB Object ID: 1.3.6.1.4.1.18.35.3.7.1.3
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Parameter Descriptions

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Par ameter:
Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:

I nstructions;
MIB Object ID:

Tl More

Protocols > Global Protocols > Telnet Server > Global
Enable

Enable | Disable

Specifies whether the Technician Interface pauses after each screen fills with
data.

Select Enable to configure the Technician Interface to pause after each screen
fills with data. Select Disable to configure the Technician Interface not to pause
after each screen fills with data.

1.3.6.1.4.1.1835.3.7.14

TI Prompt

Protocols > Global Protocols > Telnet Server > Global
None

1 to 18 aphanumeric characters

Specifies the character string used as the login prompt on the Telnet Technician
Interface console screen.

Specify a character string.

Site Manager disconnects the current session if you modify the TI Prompt
parameter.

1.3.6.1.4.1.18353.7.15

Login Timeout (min.)

Protocols > Global Protocols > Telnet Server > Global

1

1 to 99 minutes (99 = infinity)

Specifies the number of minutes that can elapse before the Technician Interface
disconnects the Telnet session if you do not enter alogin ID at the login prompt.
Accept the default value (1 minute) or specify a different value.
1.3.6.1.4.1.18.35.3.7.1.6
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Parameter:

Path:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:

Path:
Defaullt:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:

Path:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Password Timeout (min.)

Protocols > Global Protocols > Telnet Server > Global

1

1to 99 minutes (99 = infinity)

Specifies the number of minutes that can elapse before the Technician Interface
disconnects the Telnet session if you do not enter a password at the password
prompt.

Accept the default value (1 minute) or specify a different value.
1.3.6.1.4.1.18.35.3.7.1.7

Command Timeout (min.)

Protocols > Global Protocols > Telnet Server > Global

15

1to 99 minutes (99 = infinity)

Specifies the number of minutes that can elapse before the Technician Interface
disconnects the Telnet session if you do not enter acommand at the command
prompt.

Accept the default value (15 minutes) or specify a different value.
1.36.1.4.1.18.35.3.7.1.8

Login Retries

Protocols > Global Protocols > Telnet Server > Global
3

1 to 99 login attempts

Specifies the maximum number of login attempts allowed before the Technician
Interface disconnects the Telnet session.

Accept the default value (3) or specify a different value.
1.3.6.1.4.1.18.35.3.7.1.9
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Parameter Descriptions

Parameter:

Path:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Path:

Defaullt:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:

Path:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Diagnostic Report

Protocols > Global Protocols > Telnet Server > Global
Disable

Enable | Disable

Specifies whether the Technician Interface displays arecord of processing
operations. Used for diagnostic purposes only.

Accept the default (Disable). This parameter is for field service personnel only.
1.3.6.1.4.1.18.35.3.7.1.15

Diagnostic Exercise

Protocols > Global Protocols > Telnet Server > Global

Disable

Enable | Disable

Used for diagnostic purposes only.

Accept the default (Disable). This parameter is for field service personnel only.
1.3.6.1.4.1.18.35.3.7.1.16

Diagnostic Network Data

Protocols > Global Protocols > Telnet Server > Global
Disable
Enable | Disable

Specifies whether the Technician Interface displays Telnet protocol information.
Used for diagnostic purposes only.

Accept the default (Disable). This parameter is for field service personnel only.
1.3.6.1.4.1.18.35.3.7.1.17
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Parameter: Diagnostic PTY Data
Path: Protocols > Global Protocols > Telnet Server > Global
Default: Disable
Options: Enable | Disable
Function: Specifies whether the Technician Interface displays pseudo-terminal driver
(PTY) information. Used for diagnostic purposes only.
Instructions: Accept the default (Disable). This parameter isfor field service personnel only.
MIB Object ID: 1.3.6.1.4.1.18.35.3.7.1.18
Parameter: Diagnostic Options
Path: Protocols > Global Protocols > Telnet Server > Global
Default: Disable
Options: Enable | Disable
Function: Specifies whether the Technician Interface displays Telnet options information.
Used for diagnostic purposes only.
Instructions. Accept the default (Disable). This parameter isfor field service personnel only.
MIB Object ID: 1.3.6.1.4.1.18.3.5.3.7.1.19
Parameter: Manager’sLogin Script
Path: Protocols > Global Protocols > Telnet Server > Global
Default:  automgr.bat
Options. The name of the manager’s login script file.
Function: At login, executes the manager’s login script file automatically.
Instructions: If you did not change the name of the manager’s login script file, accept the
default. Otherwise, enter the new name (must be 8 characters or fewer).
MIB Object ID: 1.3.6.1.4.1.18.35.3.7.1.21
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Parameter Descriptions

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:

Path:
Default
Options:
Function:

Instructions;

MIB Object ID:

User’sLogin Script

Protocols > Global Protocols > Telnet Server > Global
autouser.bat

The name of the user’s login script file.

At login, executes the user’s login script file automatically.

If you did not change the name of the user’s login script file, accept the default.
Otherwise, enter the new name (must be 8 characters or fewer).

1.3.6.1.4.1.18.35.3.7.1.22

Force User L ogout

Protocols > Global Protocols > Telnet Server > Global
Disable
Enable | Disable

Specifieswhether the user can press control-c to cancel auser autoscript at login
(when auser autoscript isin effect).

Set the parameter to Enable to prevent using control-c to cancel the user
autoscript at login.

Set the parameter to Disable to allow the user to press control-c to cancel the
user autoscript at login.

13.6.14.1.18.3.5.3.7.1.23

TI History Depth

Protocols > Global Protocols > Telnet Server > Global
20

1 to 40 commands

Specifies the maximum number of Technician Interface commands stored in the
local command history table. The table stores each command you enter at the
Technician Interface prompt, on afirst-in, first-out (FIFO) basis.

Set the maximum number of commands that you want the router to store, for
subsequent recall with the Technician Interface history command.
1.3.6.1.4.1.18.35.3.7.1.24
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Telnet Client Global Parameters

Use the following guidelines to configure the global parametersin the Edit Telnet
Client Global Parameters window..

Parameter: Enable/Disable
Path: Protocols > Global Protocols > Telnet Client > Global
Default: Enable
Range: None
Function: Specifies whether the Telnet client is enabled for the IP router, allowing you to
establish outbound Telnet sessions from the Technician Interface to another
router or to a UNIX station that supports Telnet.
Instructions:  Select Enable to enable the Telnet client for the IP router or Disable to disableiit.
MIB Object ID: 1.3.6.1.4.1.18.3.5.3.7.2.2
Parameter: Verbose Debug L ogging
Path: Protocols > Global Protocols > Telnet Client > Global
Default: OFF
Options: ON | OFF
Function: Specifies whether the Technician Interface displays the negotiation process
between the Telnet server and Telnet client. This parameter isfor diagnostic use
only.
Instructions. Select ON to enable verbose debug logging or OFF to disable it.
MIB Object ID: 1.3.6.1.4.1.18.3.5.3.7.2.3
A-16 117358-A Rev. A



Parameter Descriptions

Par ameter:
Path:

Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:

Path:

Default:
Options:
Function:
Instructions:
MIB Object ID:

Remote Port

Protocols > Global Protocols > Telnet Client > Global
23

Any valid TCP port number.

Specifies the default remote Telnet server’s TCP port.

Enter the appropriate value for the default remote Telnet server’'s TCP port.
1.3.6.1.4.1.18.35.3.7.24

Prompt

Protocols > Global Protocols > Telnet Client > Global

None

Any text string less than 40 characters long

Specifies the default Telnet client command prompt.

Enter any text string less than 40 characters long; for example, Router1%
13.6.1.4.1.18.35.3.7.25

NTP Global Parameters

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Use the following guidelines to configure NTP parameters.

Enable/Disable

Select Protocols > Global Protocols> NTP > Global

Enable

Enable | Disable

Enables or disables the NTP subsystem on the internet device.

To disable the NTP subsystem on the internet device, specify Disable and click
on OK in the Edit NTP Global Parameters window.

1.3.6.1.4.1.1.18.35.3.17.1.1.3
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Parameter: Mode
Path: Protocols > Global Protocols > NTP > Global
Default: Client
Options: Client, BClient, or MClient
Function:  Specifies the mode in which you want NTP to run on the router.

Instructions: Specify either Unicast Client (Client), Broadcast Client (BClient), or Multicast
Client (MClient) mode and click on OK in the Edit NTP Global Parameters
window.

MIB Object ID: 1.3.6.1.4.1.18.35.3.17.1.14
Parameter: Peer |P Address
Path: Protocols > Global Protocols > NTP > Add Peers
Default: None
Options:  0.0.0.0 or any valid |P address
Function: Specifiesthe | P address of the remote time server (peer) you want to configure.

NTP adds the | P address of the remote time server to apeer list. NTP uses this
peer list when querying remote time servers for time information to determine
the best remote time server from which to synchronizeits internal clock.

Instructions: Specify the IP address of the remote time server (peer) you want to configurein
the NTP Peer Configuration window.

MIB Object ID: 1.3.6.1.4.1.18.35.3.17.3.1.6
Parameter: Access|P Address
Path: Protocols > Global Protocols> NTP > Access > Add Access
Default: None
Options:  0.0.0.0 or any valid IP address
Function: Allows you to configure the source | P address of the remote time server whose
access to the NTP local NTP client you want to restrict.

Instructions: Enter the IP address of the remote time server whose access you want to restrict

in the NTP Access Configuration window.
MIB Object ID: 1.3.6.1.4.1.18.35.3.17.2.1.3
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Parameter Descriptions

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:

Path:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Filter Type

Protocols > Global Protocols> NTP > Access
Restrict
Restrict | Prefer

The NTP filter type parameter allows you to specify whether to drop or accept
inbound NTP timestamps destined for alocal NTP client. The local NTP client
will filter packets from a remote time server whose | P address you have
restricted based on its source | P address and source subnet mask.

Specify Restrict or Prefer in the Filter Type Selection box.

When you specify Prefer, NTP disables filtering on a specific remote time
server’s | P address or arange of remote time servers' |P addresses.
1.3.6.1.4.1.1835.3.17.2.1.2

Access | P Mask

Select Protocols > Global Protocols > NTP > Access

None

0.0.0.0 or any valid |P address

Specifies an | P subnet mask address to filter NTP timestamps based on a source

subnet. NTP drops al packets sent from a specific remote time server on a
specified subnet.

Specify the I P subnet mask address of thefilter in the IP Mask Selection box in
the NTP Access Configuration window.

1.3.6.1.4.1.18.35.3.17.2.14
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Par ameter:
Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Path:
Defaullt:
Options.
Function:

I nstructions;
MIB Object ID:

Configure Peer Mode

Select Protocols > Global Protocols > NTP > Peers

Server
Server only

Specify the mode for the remote time server (peer). By default, Config Peer

Modeis set to Server.

To configure a remote time server (peer), click on Add Peer and specify the
peer’s | P address. Bay Networks currently supports only the Server option.

1.36.14.1.18.353.17.3.1.3

Local Host M ode

Select Protocols > Global Protocols > NTP > Peers

Client
Client only

Allows you to specify the local mode in which you want to configure the local
NTP client. Currently, Bay Networks supports only Unicast Client mode.

Specify Unicast Client mode in the Configuration Peer M ode selection box.

1.3.6.1.4.1.18.3.53.17.3.1.5
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Parameter Descriptions

Parameter:

Path:
Default:
Options:
Function:

I nstructions:

MIB Object ID:

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Source | P Address

Select Protocols > Global Protocols > NTP Peers
None
Any valid IP address

Allows you to specify asingle Internet protocol address that NTP usesto
override the source address of the interface from which the NTP packet is
transmitted. You use this parameter only when you want the remote time server
to filter NTP packets based on I P source address. We recommend using a
circuitless | P address as the source | P address.

If you do not specify a source IP address, NTP uses the |P address of the
outbound router P interface address.

Specify the source | P address of aremote time server in the Source |P Address
selection box.

13.6.14.1.18.35.3.17.3.1.7

Peer Preference

Select Protocols > Global Protocols> NTP > Peers

No

Yes|No

Allows you to specify whether the local NTP client will prefer (accept) or
rejects NTP packets from the remote time server.

When you select Yes, thelocal NTP client prefers (accepts) NTP packets from
the remote time server and synchronizesitsinternal clock to it. When you select
No, thelocal NTP client rejects packets from the remote time server.

1.36.1.4.1.18.35.3.17.3.1.8
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NetBIOS Global Parameters

Parameter: Enable/Disable
Path: Configuration Manager > Protocols > |P > NetBIOS > Global
Default: Enable
Options: Enable | Disable
Function: Enables or disables NetBIOS on this router.
Instructions: If NetBIOS has been configured on this router, use this parameter to disable
and reenableit asrequired.
MIB Object ID: 1.3.6.1.4.1.18.35.3.11.1.2
Parameter: NetBIOS Name Caching
Path: Configuration Manager > Protocols > |P > NetBIOS > Global
Default: Disable
Options: Enable | Disable
Function: Globally enables or disables the ability of the router to cache the name
associated with each NetBIOS server that is active on the network.
Instructions: Select Enable to activate NetBIOS server name caching at every NetBIOS
interface configured on the node.
MIB Object ID: 1.3.6.1.4.1.18.35.3.11.1.4
Parameter: 15-Character NetBIOS Name Caching
Path: Configuration Manager > Protocols > IP > NetBIOS > Global
Default: Disable
Options: Enable | Disable
Function: Enables or disables the ahility of the router to treat a NetBIOS name as either a
15- or a 16-character entity.
Instructions: Select Enable to activate 15-character NetBIOS name caching at every
NetBIOS interface configured on this router. Select Disable if you want
NetBIOS to treat names as 16-character entities.
MIB Object ID: 1.3.6.1.4.1.18.3.5.3.11.1.5
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Parameter Descriptions

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:

Path:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Create MIB Inst for Cached Name

Configuration Manager > Protocols > IP > NetBIOS > Global

Enable

Enable | Disable

Enables or disables the ability of the system to:

» Create aMIB instance for each name entry stored in the name cache.

« Delete aMIB instance for each NetBIOS name entry that ages out of the
name cache.

Select Disable if you want to release the system memory and processing
resources otherwise dedicated to maintaining cached names in the MIB.
1.36.1.4.1.18.35.3.11.1.6

Max Name Cache Entries

Configuration Manager > Protocols > |P > NetBIOS > Global

100

110 2147483647 entries

Specifies the maximum number of entries you need to provide in the NetBIOS
name cache.

You can adjust the value of this parameter in direct proportion to the total
number of server names expected to be active during intervals of peak traffic
load or performance demand on the router. A value of 100 is suitable for
networks that include up to 100 NetBIOS names to cache.

13.6.1.4.1.1835.3.11.1.7
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Parameter: Name CacheAge
Path: Configuration Manager > Protocols > |P > NetBIOS > Glabal
Default: 300
Options:  Any value (in seconds) that can rapidly age infrequently referenced names out
of the NetBIOS name cache
Function: Specifies an age (in seconds) when inactive NetBIOS names expire from the
NetBIOS name cache.

Instructions. Choose an aging value that allows infrequently referenced or obsolete server
names to expire from the name cache. The smaller the value, the less efficient
broadcast reduction is, but the more quickly the network recovers topology
changes.

MIB Object ID: 1.3.6.1.4.1.18.3.5.3.11.1.9
Parameter: Hash Entry Count
Path: Configuration Manager > Protocols > |P > NetBIOS > Global
Default: 253
Options: Any integer value
Function: Specifies the number of entries you want to allow in the cache lookup tables.

Each NetBIOS interface has alocal table to store and retrieve the names of
NetBIOS servers active on the network.

Instructions: For networks that actively use up to 2500 NetBIOS server names, use the
default value (253). To determine a hash entry count for larger networks, divide
the total number of unique NetBIOS server names active in the network by 10;
adjust the quotient to the nearest (higher or lower) prime number; and replace
the default value with the new, calculated number. Increasing the number of
hash table entries does not increase the number of names that a router can
cache. With larger networks, increasing the size of the hash tables may,
however, reduce interna cache lookup time, thereby improving overall
performance.

MIB Object ID: 1.3.6.1.4.1.18.3.5.3.11.1.10
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Parameter Descriptions

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:

Path:
Default:
Options.
Function:

Instructions;

MIB Object ID:

Rebroadcast Packet TTL

Configuration Manager > Protocols > IP > NetBIOS > Global

5

1 to 255 seconds

Specifies the time-to-live value (in seconds) to use in rebroadcast packets.

Use this parameter to restrict the number of routers a rebroadcast packet can
traverse. To prevent NetBIOS broadcast packets from traversing the network
indefinitely, set the parameter to aminimal value.

1.36.1.4.1.18.353.11.1.13

Rebroadcast Record Route

Configuration Manager > Protocols > IP > NetBIOS > Global
Disable
Enable | Disable

Enables and disables the Insertion of Record Route option in rebroadcast
packets.

If all 1P entities support this option, select Enable to alow the NetBIOS entity
in the router to determine whether it has received this packet before on this
interface. If so, the router drops it. This option prevents rebroadcast packets
from looping forever.

1.3.6.1.4.1.18.35.3.11.1.14

NetBIOS/IP Interface Table Parameters

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Enable/Disable

Configuration Manager > Protocols > |P > NetBIOS > Interface
Enable

Enable | Disable

Enables or disables NetBIOS on this | P interface.

If NetBIOS has been configured and enabled on the router, use this
parameter to disable and reenable it on thisinterface as required.

136.14.1.18.35311.2.1.2
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Parameter: NetBIOS Name Caching
Path: Configuration Manager > Protocols > |P > NetBIOS > Interface
Default: Enable
Options: Enable | Disable
Function: Enables or disablesthe ahility of thisinterface to cache the name for each
NetBIOS server active in the network.

Instructions: Select Enable if you disabled server name caching previously and you
want now to reenable that function. Select Disable if you want to release
system memory and processing resources otherwise dedicated to server
name caching.

MIB Object ID: 1.3.6.1.4.1.18.3.5.3.11.2.1.8
Parameter: Enable NetBIOS Inbound Broadcasts
Path: Configuration Manager > Protocols > |P > NetBIOS > Interface
Default: Enabled
Options: Enable | Disable
Function: Enables or disables inbound broadcasts on this interface.

Instructions: If NetBIOS is configured and enabled on the router and enabled on this
interface, use this parameter to enable and disable inbound broadcasts as
required.

MIB Object ID: 1.3.6.1.4.1.18.3.5.3.11.2.1.9
Parameter: Enable NetBIOS Outbound Broadcasts
Path: Configuration Manager > Protocols > |P > NetBIOS > Interface
Default: Enable
Options: Enable | Disable
Function: Enables or disables outbound broadcasts on this interface.

Instructions: If NetBIOS is configured and enabled on the router and enabled on this
interface, use this parameter to enable and disable outbound broadcasts as
required.

MIB Object ID: 1.3.6.1.4.1.18.3.5.3.11.2.1.10
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Parameter Descriptions

Parameter:

Path:

Default:
Options:
Function:

Instructions;

MIB Object ID:

Rebroadcast Address

Configuration Manager > Protocols > IP > NetBIOS > Interface

Null

An IP broadcast address

Specifies abroadcast address to use when rebroadcasting NetBI OS packets out
thisinterface.

By default, NetBIOS uses the | P broadcast address configured for this
interface. Set this parameter if you want to override this broadcast address.
1.36.1.4.1.18.35.3.11.2.1.11

NetBIOS/IP Static Entry Table Parameters

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter .
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Use the following guidelines to configure the NetBIOS/IP static entry table
parameters in the Configuration Manager window.

Enable

Configuration Manager > Protocols > IP > NetBIOS > Static Name
Enable

Enable | Disable

Enables or disables caching of the NetBIOS name you have selected.

Set the parameter to Enable to activate caching of the name you selected. Set
the parameter to Disable to deactivate caching of the name you sel ected.

1.3.6.1.4.1.18.35.311.4.1.2

NetBIOS Scope ID

Configuration Manager > Protocols > IP > NetBIOS > Static Name

None

A NetBIOS scope identifier

| dentifies the area of the network across which the NetBIOS name is known.

Enter a name string that meets the requirements of the Domain Name System
as described in RFC 833.

1.36.14.1.18.353.11.4.1.5
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Parameter:

Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:

Path:
Defaullt:
Options:
Function:
Instructions:

MIB Object ID:

Parameter:
Path:
Default:
Options:

Function:
Instructions:
MIB Object ID:

NetBIOS Station Name

Configuration Manager > Protocols > |P > NetBIOS > Static Name
None

A name string of up to 16 characters

Specifies the name of a NetBIOS station.

Enter the NetBIOS name you want to add. The name must not exceed 16
characters. The system pads names shorter than 16 characters with ASCI|
space characters. To enter non-ASCII valuesin the name, use the form \xbb,
where bb can be any two hexadecimal digits.

1.3.6.14.1.18.3.53.11.4.1.4

NetBIOS Scope ID

Configuration Manager > Protocols > |P > NetBIOS > Static Name

None

A NetBIOS scope identifier

| dentifies the area of the network across which the NetBIOS name is known.

Enter a name string that meets the regquirements of the Domain Name System
as described in RFC 833.

1.36.14.1.18.353.11.4.15

|P Address

Configuration Manager > Protocols > IP > NetBIOS > Static Name
None

The IP address of the NetBIOS station

Specifies an IP address to associate with the statically configured name.
Enter avalid |P address of a NetBIOS station.
1.3.6.1.4.1.18.35.3.11.4.1.6
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IP Accounting Parameters

Parameter:
Path:

Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Path:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Parameter :
Path:
Default:
Options.
Function:

Instructions:

MIB Object ID:

Use the following guidelines to configure the | P accounting parametersin the
Configuration Manager window.

Enable

Configuration Manager > Protocols > |P > Global

Enable

Enable | Disable

Enables and disables | P Accounting on the router.

Use this parameter to disable and reenable | P Accounting.
1.3.6.1.4.1.18.3.5.20.1.1#2

Threshold

Configuration Manager > Protocols > |P > Global

512

1 to 10,240 entries

Specifies the maximum number of entriesin the IP Accounting table.

Specify amaximum number that meets the requirements of |P Accounting on
thisrouter.

1.3.6.1.4.1.18.3.5.20.1.1#3

Trap Percent

Configuration Manager > Protocols > IP > Global
80
1 to 100 percent

Specifies avalue (a percentage of the maximum number of entriesin the
accounting table) that causes |P Accounting to send a trap message.
Specify a percentage that meets the requirements of |1P Accounting on this
router.

1.3.6.1.4.1.18.3.5.20.1.1#5
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Parameter: |P Accounting Checkpoint Flag

Path: Configuration Manager > Protocols > |P > Global
Default: O
Options: 0 to OX7FFFFFFF
Function: Allowsyou to specify when IP Accounting takes a snapshot of the active table
and putsit in the checkpoint table.
Instructions: Specify aflag value that meets the requirements of |P Accounting on this
router.

MIB Object ID: 1.3.6.1.4.1.18.3.5.20.1.1.7

A-30 117358-A Rev. A



Appendix B
Site Manager Default Settings

This appendix lists the Site Manager default settings for TCP, FTP, TFTP, Telnet,
NTPR, NetBIOS over IP, and IP Accounting. Use the Configuration Manager to edit
any of the Site Manager default settings listed here.

TCP Parameters

Table B-1 lists the default parameter settings for TCP,

Table B-1. TCP Configuration Parameters
Parameter Default
Enable/Disable Enable
Min. Retransmission Timeout 250 ms
Max. Retransmission Timeout 240000 ms
Max. Window Size 4096 bytes
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FTP Parameters

Table B-2 lists the Site Manager default parameter settings for FTP.

Table B-2. FTP Configuration Parameters
Parameters Default
Enable/Disable Enable
Default Volume Volume 2
Login Retries 3 retries

Idle Time Out

900 seconds

Max. Sessions 3 sessions

Type of Service Binary

Control Connection Low delay

Data Transfer High Throughput
TCP Window Size 16000 bytes

TFTP Parameters

Table B-3 lists the Site Manager default parameter settings for TFTP.

Table B-3. TFTP Parameters

Parameter Default

Enable Enable

Default Volume 2

Retry Time Out 5 seconds

Close Time Out 25 seconds
Retransmit 5 retransmissions

B-2
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Telnet Parameters

Table B-4 lists the Site Manager default parameter settings for Telnet
configuration.

Table B-4. Telnet Configuration Parameters
Parameters Default

Manager’s Login Script automgr.bat

User’s Login Script autouser.bat

Force User Logout Disable

Table B-5 lists the Site Manager default parameter settings for a Telnet server.

Table B-5. Telnet Server Configuration Parameters
Parameters Default
Enable/Disable Enable
Tl Lines per Screen 24 lines
TI More Enable
Tl Prompt None
Login Timeout 1 minute
Password Timeout 1 minute
Command Timeout 15 minutes
Login Retries 3 login attempts
Diagnostic Report Disable
Diagnostic Exercise Disable
Diagnostic Network Data Disable
Diagnostic PTY Data Disable
Diagnostic Options Disable
TI History Depth 20 commands
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Table B-6 lists the Site Manager default parameter settings for a Telnet client.

Table B-6. Telnet Client Configuration Parameters
Parameters Default

Enable/Disable Enable

Verbose Debug Logging OFF

Remote Port 23

Prompt None

NTP Parameters

Table B-7 lists the Site Manager default parameter settings for NTP.

Table B-7. NTP Configuration Parameters
Parameters Default
Enable/Disable Enable
NTP Mode Unicast Client
Create/Delete Peer Create
Configure Peer Mode Server
Local Host Mode Client
Source IP Address None
Peer Preference No
Access IP Address None
Filter Type Restrict
Access IP Mask None
Peer IP Address None
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NetBIOS over IP Parameters

Table B-8 lists the Site Manager default settings for NetBIOS/I P global

parameters.

Table B-8. NetBIOS/IP Global Parameters
Parameter Default
Enable/Disable Enable
NetBIOS Name Caching Disable
15-Character NetBIOS Name Disabled
Caching
Create MIB Inst for Cached Name | Enabled
Max Name Cache Entries 100 entries
Name Cache Age 300 s
Hash Entry Count 253
Rebroadcast Packet TTL 5s
Rebroadcast Record Route Disabled

Table B-9 lists the Site Manager default settings for NetBIOS/IP interface table

parameters.

Table B-9. NetBIOS/IP Interface Table Parameters
Parameter Default
Enable/Disable Disable
NetBIOS Name Caching Enable
Enable NetBIOS Inbound Enable
Broadcasts
Enable NetBIOS Outbound Enable
Broadcasts
Rebroadcast Address Null
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Table B-10 lists the Site Manager default settings for NetBIOS/ 1P static entry

table parameters.

Table B-10. NetBIOS/IP Static Entry Table Parameters

Parameter Default
Enable Enable
NetBIOS Scope ID None
NetBIOS Station Name None
NetBIOS Scope ID None

IP Accounting Parameters

Table B-11 lists the Site Manager default parameter settings for |P Accounting.

Table B-11. IP Accounting Parameters
Parameter Default
Enable Enable
Threshold 512 entries
Trap Percent 80 percent
IP Accounting Checkpoint Flag 0

B-6
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Appendix C
Configuring IP Global Access Policies

The BCC alowsyou to create global |P access policies that permit or deny access
to specific IP services. These servicesinclude Telnet, FTE, TFTP, NTP, and
SNMP.

You define an access policy by setting parameters as described under the
following topics:

Topic Page
Creating and Naming the Policy C-2
Specifying the Network to Which the Policy Applies Cc-2
Disabling and Reenabling a Policy C-3
Specifying the Policy Action C-3
Disabling and Reenabling Logging C-4
Specifying the IP Service C-4
Specifying the Precedence C-5
Global IP Access Policy Example C-5
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Creating and Naming the Policy

To create an | P global access policy and assign the policy a unique name, navigate
to the IP global prompt and enter:

access-policy polname policy name
policy_name is a unique name for this policy.

For example, the following command sequence creates a policy named policy 1
and displays the current (default) values for the policy.

i p# access-policy polname policy_1
access-pol i cy/ policy_1# info

onip

state enabl ed

action deny

| og on

service tel net

precedence 0

pol narre policy_1

Specifying the Network to Which the Policy Applies

You must specify the IP address or range of range of contiguous addresses to
which the policy you have created applies. Navigate to the policy-specify prompt
and enter:

network ip_address/ip_mask

ip_address/ip_mask is an address/mask pair indicating the | P address or range of
I P addresses to which this policy applies.

For exampl e, the following command specifies 192.32.150.0/255.255.255.0 asthe
address and mask to which policy_1 applies.

access-pol i cy/ pol i cy_1# network 192.32.150.0/255.255.255.0
net wor k/ pol i cy_1/192. 32. 150. 0/ 255. 255. 255. 0#
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Disabling

You are now in the context of the IP address for the policy. To return to the
policy-specify prompt, enter:

back

For example:

net wor k/ pol i cy_1/192. 32. 150. 0/ 255. 255. 255. 0# back
access-policy/policy_1#

and Reenabling a Policy

By default, the access policy is enabled on the router.

To change the state of the global | P access policy you have created, navigate to the
policy-specific prompt and enter:

state state

stateis

enabled (default)
disabled

For example, the following command disables policy policy 1.

access-pol i cy/ pol i cy_1# state disabled
access-policy/policy_1#

Specifying the Policy Action

By default, the policy denies access to the IP utility you specify (see“ Specifying
the IP Service” on page C-4).

To specify whether the | P global access policy you have created allows or denies
access to an | P utility, navigate to the policy-specific prompt and enter:

action action
actionis.

deny (default)
allow
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For example, the following command allows access to the service specified for
policy_1.

access-pol i cy/ pol i cy_1# action allow
access-pol i cy/ policy_1#

Disabling and Reenabling Logging

By default, the IP global access policy turns message logging on.

To turn message logging off and on for the policy you have created, navigate to
the policy-specific prompt and enter:

log state
State is.

on (default)
off
For example, the following command turns off logging for policy 1.

access-policy/ policy_1# log off
access-policy/policy_1#

Specifying the IP Service

By default, the global IP access policy controls access for Telnet.

To specify the IP utility for which you want to this policy to control access,
navigate to the policy-specific prompt and enter:

service service
serviceis:

telnet (default)
ftp

tftp

snmp

ntp

snmp
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Configuring IP Global Access Policies

For example, the following command specifies FTP asthe | P utility controlled by
policy_1.

access-pol i cy/ policy_1# service ftp
access-pol i cy/ policy_1#

Specifying the Precedence

The precedence parameter specifies the precedence of this policy relative to other
global 1P access policies. There is no default for this parameter.

To set the precedence parameter for aglobal 1P access policy, navigate to the
policy-specific prompt and enter:

precedence precedence
precedence is an integer.

For example, the following command sets the precedence parameter to 5.

access-pol i cy/ poli cy_1# precedence 5
access-policy/policy_1#

Global IP Access Policy Example

The following command sequence creates a global access policy called no-telnet.

i p# access-policy polname no-telnet
access-pol i cy/ no-tel net# network 192.32.150.0/255.255.255.0
net wor k/ no-t el net/ 192. 32. 150. 0/ 255. 255. 255. 0# info

on access-pol i cy/ no-tel net

state enabl ed

address 192. 32. 150. 0

mask 255. 255. 255. 0

net wor k/ no-t el net/192. 32. 150. 0/ 255. 255. 255. 0# back
access-pol i cy/ no-tel net# info

onip

state enabl ed

action deny

|l og on

servi ce tel net

precedence 0

pol nane no-tel net
access-pol i cy/ no-tel net#
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Appendix D
Configuring IP Accounting on
a Frame Relay Interface

IP Accounting is a mechanism for counting transit data packets -- that is, packets
that P receives on one interface and forwards out another interface. This
mechanism allows a network service provider to bill a network user according to
the amount of data that it routes between two locations.

Bay Networks currently provides IP Accounting support for frame relay networks.
IP Accounting counts all data packets that the router receives on any |P interface
and forwards out an | P/frame relay interface.

I P accounting keeps track of transit data packets by making an entry for each
packet in an | P accounting table. Each entry includes the following fields: the
source address of the packet, the destination address of the packet, the number of
packets forwarded, and the number of bytes forwarded.

Caution: If the frame relay interface becomes overrun and the driver drops
packets, these packets will still be counted by 1P Accounting.

The following sections show you how to configure | P accounting on aframe relay
interface:

Topic Page
Enabling IP Accounting on the Router D-2
Specifying the Maximum Size of the |IP Accounting Table D-2
Controlling Notification of a Full IP Accounting Table D-3
Copying the IP Accounting Table to the Checkpoint Table D-3
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Configuring IP Utilities

Enabling IP Accounting on the Router

By default, 1P Accounting support is disabled on the router. You can use Site
Manager to enable IP Accounting.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
select Protocols.
2. Select IP. The IP menu opens.
3. Select Global. The Edit IP Global Parameters window
opens.
4. Setthe Enable parameter as desired. The field is selected.

Click on Help or see the parameter
description on page A-29.

5. Click on OK. Site Manager returns you to the
Configuration Manager window.

Specifying the Maximum Size of the IP Accounting Table

By default, the IP Accounting table can contain up 512 entries per sot.

You can use Site Manager to specify the maximum number of entriesin the IP
Accounting table.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
select Protocols.
2. Select IP. The IP menu opens.
3. Select Global. The Edit IP Global Parameters window
opens.

4. Setthe Threshold parameter as desired.
Click on Help or see the parameter
description on page A-29.

5. Click on OK. Site Manager returns you to the
Configuration Manager window.
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Configuring IP Accounting on a Frame Relay Interface

Controlling Notification of a Full IP Accounting Table

By default, 1P Accounting sends alog message when the active | P Accounting
table is 80 percent full. You must configure atrap to be sent. Use Site Manager to
configure atrap exception for entity 6 and event 99.

You can use Site Manager to specify avalue from 1 to 100 (indicating the
percentage of the maximum size) that causes |P Accounting to send atrap

message.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
select Protocols.
2. Select IP. The IP menu opens.
3. Select Global. The Edit IP Global Parameters window
opens.

4. Setthe Trap Percent parameter as
desired. Click on Help or see the
parameter description on page A-29.

5. Click on OK. Site Manager returns you to the

Configuration Manager window.

Copying the IP Accounting Table to the Checkpoint Table

Once the IP Accounting table isfilled to capacity, |P Accounting can make no
further entries until you empty the table. You can empty the accounting table by
copying its contents to a checkpoint table. You can use Site Manager to do this.

Site Manager Procedure

You do this System responds
1. Inthe Configuration Manager window, The Protocols menu opens.
select Protocols.
2. Select IP. The IP menu opens.
(continued)
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Site Manager Procedure (continued)

You do this

System responds

3. Select Global.

The Edit IP Global Parameters window
opens.

4. Setthe IP Accounting Checkpoint Flag
parameter as desired. Click on Help or
see the parameter description on
page A-30.

5. Click on OK.

Site Manager returns you to the
Configuration Manager window.

I P Accounting maintains two aging counters, one for the accounting table and one
for the checkpoint table. When you copy the contents, |P Accounting resets and

starts both counters at 0.
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Numbers

15-Character NetBlOS Name Caching parameter,
8-4, A-22

A

Acknowledgment with retransmission, 2-3
adding NetBIOS over |P to an interface, 1-23

B

Bay Networks Press, xx

BGP parameters, global
BGP Identifier, A-4, A-5, A-6, A-16, A-17,
A-18, A-19

C

caching, 2-3

checksums, 2-3

clients, 2-4

Close Time Out parameter, A-8

Command Timeout parameter, A-12

connections, 2-4

Create MIB Inst for Cached Name parameter, 8-5,
A-23

customer support
programs, xx
Technical Solutions Centers, xxi

D

Default Volume parameter, A-7
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Index

defaults
NetBlOS over | P parameters, B-5
SNMP parameters, B-5, B-6
disabling
inbound and outbound broadcasts for
NetBIOS over IR, 8-11
name caching for NetBIOS over IR, 8-10
NetBIOS over IR, 1-24, 8-9
static name caching for NetBIOS over IP, 8-13

E

Enable NetBIOS Inbound Broadcasts parameter,
8-11, A-26

Enable NetBIOS Outbound Broadcasts
parameter, 8-11, A-26

Enable parameter
IP Accounting, D-2
NetBIOS static entry, 8-13, A-27
TFTR A-7

Enable/Disable parameter
global NetBIOS, A-22
NetBIOS, 1-23, 1-24, 8-10
NetBIOS interface, A-25

enabling

inbound and outbound broadcasts for
NetBIOS over IP, 8-11

IP Accounting, D-2

name caching for NetBIOS over IR, 8-10

NetBIOS Insertion of Record Route option,
8-2

NetBIOS name caching, 8-4

NetBIOS over IP, 1-24, 8-9

static name caching for NetBIOS over IP, 8-13
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F

flow control, 2-3

framerelay
I P accounting on interface, D-1
FTP (File Transfer Protocol)
maximum number of sessions, 4-5
TCP window size, 4-8
FTP Global parameters
Enable/Disable, A-4
Idle Time Out, A-5
Login Retries, A-4

H

Hash Entry Count parameter, 8-8, A-24

Idle Time Out parameter, A-5
inbound Telnet, 2-12

Internet Protocol (IP), 2-1, 2-2
starting, 1-6

IP Accounting, D-1
copying table to checkpoint table, D-3
enabling, D-2
maximum table size for, D-2
notification of full table, D-3

IP Address parameter
IP configuration, 1-6
NetBIOS, A-28
NetBIOS static entry, 8-15

M

Max Name Cache Entries parameter, 8-6, A-23

Max. Retransmission Timeout parameter, A-3

Memory
considerations for configuring TCPR, 2-5
and number of Telnet connections, 2-12

Min. Retransmission Timeout parameter, A-2

Index-2

N

Name Cache Age parameter, 8-7, A-24

NetBIOS Name Caching parameter
global NetBIOS, A-22
NetBIOS global, 8-4
NetBIOS interface, 8-10, A-26

NetBIOS over IR, 2-20
adding atraffic filter, 8-17
adding to an interface, 1-23
aging a cache entry, 8-6
configuring a cache, 8-3
configuring a static name, 8-13
creating MIB instance for cached name, 8-5
customizing a cache search, 8-8
datagram service, 2-21
defaults, B-5
enabling and disabling, 1-24, 8-9
inbound and outbound broadcasts, 8-11
name caching, 8-4, 8-10
static name caching, 8-13
Insertion of Record Route option, 8-2
name service, 2-20
rebroadcast address for, 8-12
session service, 2-21
size of name cache for, 8-6
station
address, 8-15
name, 8-14
TTL valuefor arebroadcast packet, 8-2

NetBIOS Scope |D parameter, 8-16, A-27, A-28
NetBIOS Station Name parameter, 8-14, A-28

NetBIOS/IP parameters
global
Rebroadcast Record Route, 8-2
interface
Enable NetBI1OS Outbound Broadcasts,
8-12
Enable/Disable, A-25
Network Basic Input/Output System (NetBIOS)
over IP, 2-20
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O

Outbound Telnet, 2-11
Sce also Telnet Client

out-of-order caching, 2-3
P

ports, 2-4
publications, ordering, xx

R

Rebroadcast Address parameter, 8-12, A-27
Rebroadcast Packet TTL parameter, 8-2, A-25
Rebroadcast Record Route parameter, 8-3, A-25
Retransmit parameter, A-8

Retry Time Out parameter, A-7

S

seguence numbers, 2-3
Simple Network Management Protocol (SNMP),
2-11
defaults, B-5, B-6
sockets, 2-4
starting IP, 1-6
station
NetBlOS for IP
name for, 8-14
addressfor, 8-15

Subnet Mask parameter
I P configuration, 1-6

T

TCP
clients, 2-4, 2-6
connection states, 2-4 to 2-7
memory considerations, 2-5
overview, 2-1to 2-7
ports, 2-4
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TCP Global parameters, A-2to A-3
descriptions of, A-2to A-3
Enable/Disable, A-2
Max. Retransmission Timeout, A-3
Max. Window Size, 2-5, A-3, A-8, A-9, A-10
Min. Retransmission Timeout, A-2
Technical Solutions Centers, xxi
Technician Interface, 2-11
Telnet, 2-6 to 2-11

Telnet Client Global parameters
descriptions of, A-16 to A-17
Enable/Disable, A-16, A-17
Remote Port, A-17
Verbose Debug Logging, A-16

Telnet configuration parameters
Force User Logout, A-9
Manager's Login Script, A-8, A-9, A-10

Telnet Server Global parameters
Command Timeout, A-12
Diagnostic Network Data, A-13
Diagnostic Options, A-14
Diagnostic Report, A-13
Force User Logout, A-15
Login Retries, A-12
Login Timeout, A-11, A-12
Tl More, A-11
User's Login Script, A-15

TFTP (Trivial File Transfer Protocol), 2-10, 5-1
default-volume, 5-2

Threshold parameter, D-2
Transmission Control Protocol. See TCP

Transmit Bcast Addr parameter
IP configuration, 1-6

Trap Percent parameter, D-3

Trivial File Transfer Protocol
function of, 2-10, 5-1

U

UnNumbered Assoc Address parameter
IP configuration, 1-6
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window sizefor TCP, 4-8, A-6
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